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Comments
There are currently significant number (16) of solutions for SUCI calculation in TR 33.703-020, additionally 7 new solution proposals. In order to facilitate evaluating solution and drawing conclusions, it is beneficial to characterize and group the solutions based on the underlying principles or cryptographic algorithms used.
In this contribution, it is proposed to include a new subclause, i.e., overall Overall evaluation Evaluation under the clause 7 or clause 8 for the grouping, evaluation and comparison.  
* * * First Change * * * *
[bookmark: _Toc211892432][bookmark: _Toc211951726][bookmark: _Toc211952268][bookmark: _Toc211892374][bookmark: _Toc211951669][bookmark: _Toc211952211][bookmark: _Toc211892417][bookmark: _Toc211951711][bookmark: _Toc211952253]7.3	Overall Evaluation
Editor’s Note: This clause contains evaluation of all solutions. 
[bookmark: _Toc50473330][bookmark: _Toc50539651][bookmark: _Toc54638284][bookmark: _Toc54638778][bookmark: _Toc54639660][bookmark: _Toc57131729][bookmark: _Toc66304861][bookmark: _Toc68084423][bookmark: _Toc211892405][bookmark: _Toc211951699][bookmark: _Toc211952241]7.3.1	Evaluation of solutions for SUCI calculation
7.3.1.1	Grouping of solutions 
The solutions for SUCI calculation can be grouped as follows, based on underlying principles and cryptographic algorithms used: 
· Group A - Standalone PQC: Sol#2, Sol#7, Sol#9, Sol#16
· Group B - Hybrid PQC: Sol#3, Sol#8, Sol#7, Sol#10, Sol#12, Sol#X807, Sol#X843, Sol#X899,	Comment by Zander: Tdoc# to be replaced with Sol#
· Group C: Hybrid Nested PQC: Sol#11, Sol#X900, Sol#X901, Sol#X902, Sol#X859
· Group D: Symmetric Cryptography: Sol#4, Sol#13, Sol#14, Sol#15
· Group E: Quantum Channel: Sol#5, Sol#6
· Group F: Profile selectionNon SUCI calculation solution: Sol#1
· 
Editor’s Note: More description is FFS, if needed. 
Group A: Standalone PQC Scheme
· Methodology: The solutions replace the ECDH function in the ECIES scheme with a PQ KEM (e.g. ML-KEM).
Group B: Hybrid PQC Scheme
· Methodology: The solutions combine two KEMs using use a KEM combinerto combine a PQ KEM (e.g. ML-KEM) and a traditional key agreement scheme (e.g., based on ECDH). The shared secret for encrypting the SUPI is derived from the output of the KEM combiner.
Group C: Hybrid Nested PQC Scheme
· Methodology: The solutions use nested encryptions. The order of encryption varies. One solution first encrypts parts of a SUPI using ECIES. Then it re-encrypts the final output of the ECIES scheme using a key derived with a PQ KEM. Other solutions first encrypt parts of a SUPI using a key derived with a PQ KEM and then re-encrypts the encrypted SUPI using the ECIES scheme.
Group D: Symmetric Cryptography Scheme
· Methodology: The solutions avoid asymmetric cryptography and use pre-shared secret keys. 
Group E: Quantum Channel Scheme
· Methodology: it relies on "Quantum Channels" and "Quantum Public Keys" to protect the ciphertext. 
Group F: Non SUCI calculation solution Profile selection scheme
· Methodology: Solutions which are not part of SUCI calculation solution e.g., profile selection scheme.


Editor’s Note: regrouping of group D is FFS based on detailed evaluation criteria. 
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* * * End of Changes * * * *

