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Comments
This contribution proposes solution#14 update on SUCI protection for TR 33.703.
For the following ENs:
Editor’s Note: Analysis on the probability of desynchronization of eSUCIs is FFS.
Editor’s Note: Resynchronization of desynchronized eSUCIs is FFS.
Add a new clause to describe the handling of desync.
For the following EN:
Editor’s Note: The benefit of this solution is FFS.
The benefit has been added in Evaluation clause.
For the following EN:
Editor’s Note: Format of eSUCI is FFS.
Add a new clause to describe the format of the eSUCI, which is aligned with SUCI.
Editor’s Note: Clarification on step 1 is ffs, e.g. proof-of-possession, exception case.
The eSUCI itself does not verify whether the ID belongs to the UE; this verification is performed by the authentication procedure. The eSUCI is utilized to encrypt the SUPI during transmission.

* * * First Change * * * *
[bookmark: _Toc207827760][bookmark: _Toc215135164]7.2.1.14	Solution #14 to SUCI Calculation: Symmetric solution on SUCI protection
[bookmark: _Toc207827761][bookmark: _Toc215135165]7.2.1.14.1	Introduction
Editor’s Note: Analysis on the probability of desynchronization of eSUCIs is FFS.
Editor’s Note: Resynchronization of desynchronized eSUCIs is FFS.
Editor’s Note: The benefit of this solution is FFS.
The following are principles of the solution:
-	UE is able to be provisioned with an enhanced SUCI (eSUCI) by UDM, or by pre-configuration, which is calculated with quantum resistant symmetric algorithm, symmetric home network key, and SUPI.
-	If eSUCI is available, UE uses the eSUCI for initial Registration procedure.
-	UDM calculates new eSUCI and updates towards UE after initial Registration procedure, UE does not calculate the eSUCI.
The following figure depicts the Encryption based on quantum resistant symmetric algorithm and symmetric key at the home network side.


Figure 7.2.1.14.1-1: Encryption based on symmetric key and algorithm at the Home Network
The following figure depicts the Decryption based on quantum resistant symmetric algorithm and symmetric key at the home network side.


Figure 7.2.1.14.1-2: Decryption based on symmetric key and algorithm at the Home Network
[bookmark: _Toc207827762]The Symmetric Key of Home Network, which is not a per UE key, is resident in SIDF/UDM and NOT shared with UE.
7.2.1.14.2	Solution details
7.2.1.14.2.1	Procedure
The following figure depicts the initial Registration procedure using eSUCI, which is calculated with quantum resistant symmetric algorithm, symmetric home network key, and SUPI.


Figure 7.2.1.14.2.1-1: Initial Registration with eSUCI
1.	If an enhanced SUCI (eSUCI), which is generated as described in clause 7.2.1.14.1, is provisioned during previous initial Registration procedure or pre-configured in UE (e.g., in NVM of ME or in USIM), the UE sends initial Registration Request (eSUCI) message to AMF/SEAF. If eSUCI is not available in UE, the UE uses asymmetric method (e.g. legacy or enhanced) to calculate a SUCI as an eSUCI for the initial Registration procedure.
Editor’s Note: Format of eSUCI is FFS.
Editor’s Note: Clarification on step 1 is ffs, e.g. proof-of-possession, exception case.
NOTE:	The eSUCI can be replayed by malicious UE, where UDM obtain LTK based on eSUCI and perform authentication with the UE, and the primary authentication fails i.e., the malicious UE is not able to make the authentication succeed.
2.	AMF/SEAF invokes Nausf_UEAuthentication_Authenticate Request (eSUCI) towards AUSF.
3.	AUSF invokes Nudm_UEAuthentication_Get Request (eSUCI) towards SIDF/UDM.
4.	SIDF decodes the eSUCI to get SUPI as described in clause 7.2.1.14.1 or using asymmetric method.
5.	The UDM, AUSF, AMF/SEAF, and UE performs authentication procedure based on the SUPI decoded from the eSUCI.
6.	If the authentication succeeds, SIDF/UDM calculates a new eSUCI as described in clause 7.2.1.14.1.
7.	SIDF/UDM returns the calculated eSUCI to AUSF.
8.	AUSF responds to AMF/SEAF with the new eSUCI.
9.	AMF sends Registration Response (new eSUCI) to UE.
10.	UE stores the new eSUCI, e.g. in the NVM of ME or in USIM, which will be used for successive initial Registration procedure.
[bookmark: _Toc207827763][bookmark: _Toc215135167]7.2.1.14.2.2	Format of eSUCI
The following figure shows the format of the eSUCI:


Figure 7.2.1.14.2.2-1: Structure of eSUCI
The structure of eSUCI is aligned with SUCI, and when Protection Scheme ID indicates symmetric scheme, the Home Network Symmetric Key ID is used instead of Home Network Public Key ID, the 128-bit NONCENW is generated by UDM for calculating the eSUCI.
7.2.1.14.2.3	Consideration of desynchronization
The update of eSUCI can be achieved through reliable exchange of NAS messages. Specifically, the UE shall send a NAS Registration Complete message to the AMF upon receiving and storing a new eSUCI. If the NAS Registration Complete message is not received (e.g., due to a radio link issue), the AMF is required to retransmit the NAS Registration Accept message, now including the new eSUCI. This process mirrors the method used for updating GUTI.
Even if the eSUCI update fails, the eSUCI stored in the UE (whether new or old) remains decryptable by the UDM to obtain the SUPI.
Consequently, no synchronization mechanism is needed for this solution.
7.2.1.14.3	Evaluation
TBDThis solution for SUCI calculation has the following benefits:
a.	Compared to SUCI calculation using the KEM algorithms, eSUCI is shorter in length. This reduction in size benefits air interface transmission, particularly in initial access scenarios where the message containing the UE ID typically has very limited capacity. Extending the message size significantly poses a substantial challenge to the RAN.
b.	Compared to SUCI calculation using KEM algorithms, which demands UE’s substantial computing resources and results significant delay for registering into network, the UE can obtain eSUCI with significantly simpler processing requirements and very quick. This approach enables support across diverse UE types, including IoT devices.
c.	Compared to SUCI calculation using KEM algorithms, the decryption of eSUCI relies on a symmetric algorithm, demanding less computing resources and time. This approach significantly reduces the processing burden on the UDM and helps mitigate SUCI decryption-related DoS attack risks significantly.
d.	If the UE is equipped with a USIM pre-configured with eSUCI, the SUPI can be securely concealed over the air throughout the entire lifetime of the UE. This approach is particularly well-suited for new UEs, such as IoT devices, to ensure long-term privacy protection.
e.	As support for SUCI is a mandated capability for 5G UEs, this solution remains applicable even when the UE (e.g., an eMBB device) is paired with a legacy USIM that the user may not upgrade. The mechanism functions by updating only the ME and CN. On one hand, the legacy SUCI protection can provide basic protection for the SUPI. On the other hand, once the ME receives an eSUCI from the CN after first registration, it will forgo the use of legacy SUCI, thereby decreasing the risk of SUPI exposure

Editor’s Note: Further evaluation is FFS.
* * * End of Changes * * * *
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