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Comments
A new backward compatible solution for SUCI calculation that utilizes the current ECIES-based design and MLKEM.
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For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AE			Authenticated (Symmetric) Encryption
AEAD			Authenticated Encryption with Associated Data
ANSSI			Agence Nationale de la Sécurité des Systèmes d'Information
CA			Certification Authority 
CBOR			Concise Binary Object Representation
COSE			CBOR Object Signing and Encryption
CRL			Certificate Revocation Lists
CRQC			Cryptographically Relevant Quantum Computer
DSA			Digital Signature Algorithm
ECC			Elliptic Curve Cryptography
ECDH			Elliptic Curve Diffie–Hellman key Exchange
ECIES			Elliptic Curve Integrated Encryption Scheme
FN-DSA			Fast-Fourier Transform over NTRU-Lattice-Based DSA
GCI			Global Cable Identifier
GLI			Global Line Identifier
HBS			Hash-Based Signature
HN			Home Network
HQC			Hamming Quasi-Cyclic
HSS			Hierarchical Signature System
IKEv2			Internet Key Exchange Protocol Version 2
IMSI			International Mobile Subscriber Identifier
IND-CCA2			Indistinguishability under Adaptive Chosen Ciphertext Attack
JOSE			Javascript Object Signing and Encryption
JSON			JavaScript Object Notation
JWE			JSON Web Encryption
JWS			JSON Web Signature
KEM			Key Encapsulation Mechanism
MAC			Message Authentication Code
MCC			Mobile Country Code
LTS			Long Term Stable
MIKEY-SAKKE			Multimedia Internet KEYing – Sakai-Kasahara Key Encryption
ML-DSA			Module-Lattice-Based DSA
ML-KEM			Module Lattice-Based Key-Encapsulation Mechanism
MNC			Mobile Network Code
NAI			Network Access Identifier
NCSC 			National Cyber Security Centre
NSA			National Security Agency
NSI			Network Specific Identifier
NSM			National Security Memorandum
NTRU			Nth-degree Truncated Polynomial Ring Units
OCSP			Online Certificate Status Protocol
PKI			Public Key Infrastructure
PKIX			Public Key Infrastructure X.509
PLMN			Public Land Mobile Network
PQC			Post-Quantum Cryptography
PRNG			Pseudo Random Number Generator
SA			Security Association
SDO			Standards Development Organizations
SECG			Security Engineering & Consulting Group
SLH-DSA			Stateless Hash-Based DSA
SUCI			Subscription Concealed Identifier
SUPI			Subscription Permanent Identifier
TLS 1.2			Transport Layer Security Version 1.2
TLS 1.3			Transport Layer Security Version 1.3
UDM			Unified Data Management
UE			User Equipment
XMSS			eXtended Merkle Signature Scheme

* * * Next Change * * * *
[bookmark: _Toc215135174]7.2.1.x	Solution #x to SUCI calculation: Backward Compatible Hybrid SUCI Calculation 
Editor’s Note: Evaluation on impact of initial access due to increased length of SUCI is FFS.
Editor’s Note: Evaluation on computing overhead of SUCI calculation on both UE and network side is FFS.
Editor’s Note: Whether the solution work for case that user does not update USIM card is FFS.
Editor’s Note: Whether this solution meets IND-CCA-1 security and IND-CCA-2 security is FFS.
[bookmark: _Toc528155245][bookmark: _Toc102752619][bookmark: _Toc205553957][bookmark: _Toc211870274][bookmark: _Toc215135175]7.2.1.x.1 	Introduction
This is a hybrid solution for SUCI calculation that combines the current Elliptic Curve Integrated Encryption Scheme (ECIES) based design with Module Lattice-Based Key-Encapsulation Mechanism (ML-KEM). This solution also uses an Authenticated (Symmetric) Encryption (AE). This solution is backward compatible and has a modular design such that once Cryptographically Relevant Quantum Computer (CRQC) becomes readily available the ECIES parts can be simply discarded without any major design/implementation changes. This solution doesn’t suffer from the Indistinguishability under Adaptive Chosen Ciphertext Attack (IND-CCA2) [x1] security weakness that other solution(s) may have. More specifically, this solution is:
-	IND-CCA2 secure against an adversary with access to CRQC if the PQC algorithm used doesn’t have any known vulnerability.
-	IND-CCA2 secure against a regular adversary (without access to CRQC) if the PQC algorithm used has some vulnerabilities, i.e., on par with the current SUCI calculation.
7.2.1.x.2 	Solution details
As is currently done in TS 33.501, the public key of the Home Network (HN) is securely provisioned to the User Equipment (UE). Since this hybrid solution combines ECIES with ML-KEM, the public key of HN in this solution which is used for encrypting Subscription Permanent Identifier (SUPI), consists of two keys: ECIES public key shown in the figures as “Public key of HN” and ML-KEM encapsulation key denoted as ekM. Similarly, the private key of HN in this solution which is used for decrypting Subscription Concealed Identifier (SUCI), consists of two keys: ECIES private key shown in the figures as “Private key of HN” and ML-KEM decapsulation key denoted as dkM. 
Note: To keep the presentation simple, here and in the rest of this solution SUPI is used to mean the subscription identifier part of the SUPI, what is referred in Annex C of TS 33.501 as the scheme-input. Similarly, SUCI refers to the part of SUCI that is cryptographically computed, what is referred in Annex C of TS 33.501 as the scheme-output. 
7.2.1.x.2.1 	Processing on UE Side
The processing at UE is illustrated in Figure 7.2.1.x.2.1-1. 
For the first part (PQC part) of this solution the inputs are: ML-KEM encapsulation key ekM and SUPI as the message m. For the second part (3GPP TS 33.501) of this solution, everything is exactly as per Annex C.3.2 of 3GPP TS 33.501 except the Plaintext block, where SUPI is replaced with the two ciphertexts obtained in the PQC part: encrypted symmetric key c1 and encrypted SUPI c2. The final output of the second part is also the final output of this solution, i.e., the receiver (i.e., HN) in this solution doesn’t receive (c1, c2).
Input consists of SUPI denoted as m, the “Public key of HN”, and the ML-KEM encapsulation key ekM.
Output is SUCI, the final output of the second part (3GPP TS 33.501), where: 
-	The ML-KEM encapsulation key ekM is used in the ML-KEM encapsulation algorithm to generate a symmetric key denoted as sk and the encapsulation of sk denoted as c1, i.e., (sk, c1)  ML-KEM Encapsulation (ekM).
-	The ML-KEM symmetric key sk generated above is used in the AE encryption algorithm to encrypt SUPI to obtain an intermediate ciphertext denoted as c2, i.e., c2  AE Encryption (sk, m).
-	The ML-KEM encapsulated symmetric key c1 and the intermediate ciphertext c2 generated above are used as the Plaintext block for the second part of this solution to obtain SUCI.


[bookmark: _Ref220328425]Figure 7.2.1.x.2.1-1: SUPI encryption
7.2.1.x.2.2 	Processing on HN Side 
The processing at HN is illustrated in Figure 7.2.1.x.2.1-2. 
For the decryption in this solution, first SUCI is decrypted as per Annex C.3.3 of 3GPP TS 33.501 to obtain two ciphertexts: encrypted symmetric key c1 and intermediate ciphertext (encrypted SUPI) c2. For the PQC part of this solution, the decryption key is the ML-KEM decapsulation key, dkM.
Input consists of the ciphertext SUCI, the “Private key of HN”, and the ML-KEM decapsulation key dkM
Output is the SUPI denoted as m, where:
- 	The “Private key of HN” is used to decrypt SUCI as per Annex C.3.3 of 3GPP TS 33.501 to obtain (c1, c2). 
- 	The ML-KEM decapsulation key dkM is then used in the ML-KEM decapsulation algorithm to decapsulate the encapsulated symmetric key c1 generated above to obtain the symmetric key sk, i.e., sk  ML-KEM Decapsulation (dkM, c1).
-	Finally, the symmetric key sk generated above is used in the AE decryption algorithm to decrypt the intermediate ciphertext c2 generated above to obtain SUPI denoted as m, i.e., m  AE Decryption (sk, c2).


[bookmark: _Ref220330371]Figure 7.2.1.x.2.1-2: SUCI decryption
[bookmark: _Toc528155247][bookmark: _Toc102752621][bookmark: _Toc205553959][bookmark: _Toc211870276][bookmark: _Toc215135177]7.2.1.x.3	Evaluation

* * * End of Changes * * * *
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