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Comments
This contribution aims to add the evaluation to solution 9. 

* * * First Change * * * *
[bookmark: definitions][bookmark: references][bookmark: _Toc214964885][bookmark: _Toc214972486][bookmark: _Toc214974782]6.9	Solution 9: Interface of AEAD 
[bookmark: _Toc214964886][bookmark: _Toc214972487][bookmark: _Toc214974783]6.9.1	Introduction
This solution is proposed to address the key issue#2 on AEAD interface. 
[bookmark: _Toc214964887][bookmark: _Toc214972488][bookmark: _Toc214974784]6.9.2	Solution details
The input parameters to the AEAD algorithm include:
· a 256-bit AEAD key named KEY, 
· a 48-bit EXTRA_IV, 
· a 32-bit COUNT, 
· a 5-bit bearer identity BEARER, 
· [bookmark: _Hlk212623872]the 1-bit direction of the transmission i.e. DIRECTION. The DIRECTION bit shall be 0 for uplink and 1 for downlink. 
· 1-bit MODE. The MODE bit shall be 0 for encryption and 1 for decryption.
· 5-bit MAC_BYTES, 
· the length of the Additional Authenticated Data (AAD) required i.e. 32-bit AAD_LENGTH, 
· and the length of the Input Bit Stream(IBS) required i.e. 32-bit S_LENGTH. 


Figure 6.9.2-1: Interface of AEAD algorithm
Based on the input parameters, the output ciphertext Output Bit Stream (OBS) is generated. Based on these input parameters the sender computes a message authentication code (MAC-I/NAS-MAC). The message authentication code is then appended to the message when sent. 
The receiver computes the expected message authentication code XMAC-I/XNAS-MAC.
[bookmark: _Toc214964888][bookmark: _Toc214972489][bookmark: _Toc214974785]6.9.3	Evaluation
This solution addressed the key issue#2 by proposing to use on AEAD interface, specified as is, which is based on the specified algorithm in TS 35.240[2], TS 35.243[3] and TS 35.246[4]. 
This solution addressed the key issue#2 by proposing to use NCA parameters, specified in TS 35.240[2], TS 35.243[3] and TS 35.246[4], as the AEAD interface.
 

* * * End of 1st Change * * * *
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