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Comments
This pCR is introduces the solution evaluation for solution#7.

* * * Start of Change * * * *
[bookmark: _Toc214964877][bookmark: _Toc214972478][bookmark: _Toc214974774]6.7	Solution 7: AEAD key usage for NAS and AS algorithm
[bookmark: _Toc214964878][bookmark: _Toc214972479][bookmark: _Toc214974775]6.7.1	Introduction
This solution addresses the key issue#2.
Like the existing NAS algorithms and AS algorithms for integrity protection and ciphering (reference from Annex D of TS 33.501 [5]), the combined algorithm needs to be shown for the AS and NAS module usage.
[bookmark: _Toc214964879][bookmark: _Toc214972480][bookmark: _Toc214974776]6.7.2	Solution details


Figure 6.7.2-1: Derivation of MAC-I
The input parameters to the NCA (NG Combined Algorithm) algorithm are 256-bit (array of 32 bytes) security Key (example: KNASAEAD or KRRCAEAD or KUPAEAD), 32-bit NAS or PDCP COUNT (UL or DL COUNT),1 bit of MODE of 0(encrypt) or 1(decrypt), 5-bits of BEARER identity, DIRECTION bit could be 0 for uplink and 1 for downlink and 6 bytes of Extra entropy for the IV(Initial Value).
EXTRA_IV called as EXTRA_IVNAS or EXTRA_IVRRC or EXTRA_IVUP is a Random number generated by AMF/RAN and exchanged with UE during NAS or AS Security mode command or RRC Reconfiguration message. 
[bookmark: _Toc214964880][bookmark: _Toc214972481][bookmark: _Toc214974777]6.7.3	Evaluation
The proposed interface abstracts NCA operations as a black‑box, preserving algorithm‑independent parameter definitions. By explicitly incorporating the extra‑entropy IV field and standardized AAD handling (applicable for combined mode), it mitigates the risk of IV reuse. Solution also aligns with Annex D.2 and D.3 of TS 33.501.

TBD
Editor’s Note: Further evaluation to be added.



* * * End of Changes * * * *
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