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Comments
Editor’s Note: For Case 1 and 2, how to indicate which mode to be used is FFS.
For NAS signalling and RRC signalling, the integrity protection is mandatory, and the confidentiality protection is optional. Therefore, the mode of AEAD could be integrity-only, or integrity and encryption. To indicate which mode will be used, a NAS ciphering indication or RRC ciphering indication is included in the SMC message. Based on the NAS ciphering indication or RRC ciphering indication, the UE can determine the AEAD mode for NAS/RRC security.
For the UP data, both the integrity protection and confidentiality protection are optional to use. Therefore, the mode of AEAD could be integrity-only, encryption-only, or integrity and encryption. Depending on the security policy, the network can include the UP integrity indication and UP ciphering indication for each DRB. Based on the indications, the UE can determine the AEAD mode for UP security.
Therefore, it is proposed to add the above clarification to address this editor’s note.
Editor’s Note: AEAD algorithm prioritization is FFS.
In this solution, it is proposed to prioritize the AEAD algorithm because of its high efficiency compared to standalone algorithms. 
Therefore, it is proposed to add the related evaluation to address this editor’s note.
Editor’s Note: Whether and how to use AEAD for confidentiality-only protection is FFS.
As mentioned in the above clarification, based on the NAS ciphering indication, RRC ciphering indication, and UP ciphering indication, the confidentiality-only mode of AEAD can be negotiated and used. Whether to use this mode or not depends on the security policies. And how to use this mode should be discussed in KI#2, which is out of the scope of this solution. Therefore, it is proposed to remove this editor’s note.

* * * First Change * * * *
[bookmark: _Toc214964873][bookmark: _Toc214972474][bookmark: _Toc214974770]6.6	Solution 6: AEAD algorithms negotiation
[bookmark: _Toc214964874][bookmark: _Toc214972475][bookmark: _Toc214974771]6.6.1	Introduction
This solution proposes to address the security requirement of Key Issue #1.
Based on the UE security capability and network security capability, the UE and the network can negotiate the AEAD algorithms. If the AEAD algorithms are supported by both the UE and network, the network selects one AEAD algorithm for integrity-only protection, confidentiality-only protection, and integrity and confidentiality protection.
[bookmark: _Toc214964875][bookmark: _Toc214972476][bookmark: _Toc214974772]6.6.2	Solution details
For AEAD algorithms negotiation, the UE provides its security capability to the network. The network selects the algorithms considering the UE security capability and the associated priority. The network provides the selected algorithms to the UE. The negotiation can be categorized into the following cases: 
Case 1: The UE only supports AEAD algorithms, and the network supports both AEAD and standalone algorithms.
Case 2: Both the UE and network support AEAD algorithms and standalone algorithms
For Cases 1 and 2, the AEAD algorithms are prioritized over the standalone algorithms on the network side. One of the AEAD algorithms is selected by the network. The selected AEAD algorithm can be used for integrity-only protection, confidentiality-only protection, or integrity and confidentiality protection.
For NAS signalling and RRC signalling, a NAS ciphering indication or RRC ciphering indication is included in the SMC message to indicate the AEAD mode. For the UP data, the network can include the UP integrity indication and UP ciphering indication for each DRB to the UE. Based on the indications, the UE can determine the AEAD mode for UP security.
Editor’s Note: For Case 1 and 2, how to indicate which mode to be used is FFS.
Editor’s Note: AEAD algorithm prioritization is FFS.
Editor’s Note: Whether and how to use AEAD for confidentiality-only protection is FFS.
Case 3: The UE only supports standalone algorithms, and the network supports both AEAD and standalone algorithms.
Case 4: The UE supports both AEAD and standalone algorithms, and the network only supports standalone algorithms.
For Cases 3 and 4, the negotiation of standalone algorithms is reused.
[bookmark: _Toc214964876][bookmark: _Toc214972477][bookmark: _Toc214974773]6.6.3	Evaluation
Editor’s Note: Place holder for an evaluation if necessary.
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