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Comments
This contribution proposes to update solution#4.

* * * First Change * * * *
[bookmark: _Toc214972466][bookmark: _Toc214974762]6.4	Solution 4: AEAD Algorithm negotiation
[bookmark: _Toc214972467][bookmark: _Toc214974763]6.4.1	Introduction
This solution addresses the key issue #1. The solution lists possible AEAD algorithm negotiation for both AEAD-only and AEAD & standalone options.
[bookmark: _Toc214972468][bookmark: _Toc214974764]6.4.2	Solution details
UE sends UE 6G Security capabilities to the network entity.
The network entity select AEAD algorithm based on the UE 6G Security capabilities and algorithm priority list.
AEAD-only:
The UE 6G Security capabilities only include NCA algorithms, i.e. NCA4, NCA5, NCA6.
The selected AEAD algorithm (e.g. NCA4) is indicated to the UE.
AEAD & standalone:
In this case, it is assumed that if UE supports both NEA and NIA for the same algorithm, the UE shall support the related NCA algorithm.
The UE 6G Security capabilities include NIA and NEA algorithms, e.g. NIA4, NEA4, NIA5, NEA5. Once the UE supports both NIA and NEA for the same algorithm, it means that the UE also supports related NCA. For example, if the UE support both NIA4 and NEA4, it implies that UE also supports NCA4.
Editor’s Note:	For case that UE supports both NIA and NEA for the same algorithm, but does not support the related NCA is ffs.
Editor’s Note:	For AEAD & standalone algorithms, whether signaling NCA algorithms as UE security capability is sufficient is ffs.
The selected AEAD algorithm (e.g. NCA4) is indicated to the UE.
For both options: 
In case that signalling encryption is not activated (e.g. NAS encryption is not activated), an additional indication is indicated to the UE by the network side along with the selected AEAD algorithm. Upon receiving the indication, the UE uses AEAD algorithm to integrity protect the message only.
[bookmark: _Toc214972469][bookmark: _Toc214974765]6.4.3	Evaluation
TBA.The solution addresses the key issue #1. The solution lists possible AEAD algorithm negotiation for AEAD-only and AEAD and standalone.
For both cases, when NCA algorithm is selected for signalling protection, both the selected NCA and an additional indication on whether encryption is activated or not are signed to the UE.
In AEAD and standalone case, it is assumed that if UE supports both NEA and NIA for the same algorithm, the UE shall support the related NCA algorithm. So, the NCA is not needed to be indicated in the UE 6G security capabilities to save reserved bits.
Editor’s Note:	Further evaluation is ffs.
* * * End of Changes * * * *
