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Comments

This pCR is introducing the enhancements in text in AEAD algorithm selection for NAS and AS procedures.
The proposed enhancement is to be address the EN of solution 6.1 into the TR study on supporting the AEAD.
Editor’s Note: Definition/clarification of the AEAD mode is FFS. 
Editor’s Note: Clarification on the reuse of the procedures is FFS.
Editor’s Note: Explanation of the purpose of sending the NAS SMC both in plaintext and encrypted is FFS.
EN#1 comments: AEAD Mode can be AEAD0 (means NULL encryption and integrity mode) or AEAD1 (means Integrity plus ciphering mode) or AEAD2 (means Integrity only mode) or AEAD3 (means Encryption only mode). The details are added to the solution. 
EN#2 comments: option 1 and option 2 procedures of the solution can be re-triggered by the AS/gNB and NAS/AMF and existing procedure will run flawless and is re-used. 
EN#3 comments: This was one of the options of solutions to start the encryption and integrity protection from initial AS or NAS SMC message itself. So, the receiver/UE must know which algorithm is selected and for this purpose the context is in plain text as well. So, the UE can use the plain text to know the algorithm and verify the ciphered, integrity protected parts. This is like replaying the UE capabilities in plain text from UE to back in ciphered text after security context is established.

* * * Start of Change * * * *









[bookmark: _Toc211867886][bookmark: _Toc214964857][bookmark: _Toc214972454][bookmark: _Toc214974750]6.1	Solution 1: NAS and AS SMC enhancement with AEAD
Existing NAS Security mode command procedure, AS security mode procedure, RRC reconfiguration procedure is enhanced with AEAD algorithm selection.
[bookmark: _Toc211867887][bookmark: _Toc214964858][bookmark: _Toc214972455][bookmark: _Toc214974751]6.1.1	Introduction
This solution addresses the key issue#1.
[bookmark: _Toc211867888][bookmark: _Toc214964859][bookmark: _Toc214972456][bookmark: _Toc214974752]6.1.2	Solution details
Editor’s Note: Definition/clarification of the AEAD mode is FFS. 
Editor’s Note: Clarification on the reuse of the procedures is FFS.
[bookmark: _Hlk211940548]Editor’s Note: Explanation of the purpose of sending the NAS SMC both in plaintext and encrypted is FFS.
NAS and AS procedure (option1)
Overview: With this approach, the AMF and RAN will use AEAD algorithm with NULL encryption option or integrity only mode selected, so only the NAS / AS SMC is integrity protected, when sending it towards UE. UE can verify the integrity of the NAS/AS SMC and send the response NAS SMC with integrity and ciphering, AS SMC with integrity protection alone.  


Detailed steps
Step 1 Registration and Authentication is successful. 
Step 2 and step 3 The AMF generates NAS AEAD Key. AMF will use selected Algorithm AEAD ID (example: 256-NCA4), the NAS_EXTRA_IV (this value could be newly generated or known value at AMF and UE could be used) to generate MAC-I (AEAD algo is used with NULL encryption or integrity only mode). NAS security mode command which is only integrity protected is sent with selected AEAD algorithm, AEAD mode.
Step 4 The UE will use NAS_Extra_IV (if this value is generated at AMF, then it is sent to UE or if configured at UE and AMF, the same is used) to verify the MAC-I. UE will start the integrity and encryption using AEAD algorithm for the response NAS security mode complete. 
Step 3 NGAP initial context setup message with UE capabilities indicating supported AEAD algorithms, gNB key is sent to gNB. The gNB will generate the AS AEAD key.
Step 4 The RAN could generate AS Extra_IV and start integrity protection using AEAD algorithm with NULL encryption or encryption only mode. AS security mode command is sent to UE.
Step 5 UE will verify the MAC and AS_Extra_IV. UE will start integrity protection and ciphering using AEAD algorithm.
Combined-mode
COMB_0 means NULL encryption and integrity mode
COMB_1 means Integrity plus ciphering mode
COMB_2 means Integrity only mode
COMB_3 means Encryption only mode

NAS and AS procedure (option2)
Overview: With this approach, the AMF and RAN will use AEAD algorithm, so only the NAS / AS SMC is both integrity protected and ciphered. When sending the NAS/AS SMC the AMF/RAN towards UE, the selected AEAD algorithm is ciphered / integrity protected and as plain text as well. UE can verify the integrity of the NAS/AS SMC and send the response NAS/AS SMC complete with integrity and ciphering.  


Step 1 UE will have the RRC connection established.
Step 2 The initial NAS message is sent with UE security capabilities with AEAD expanded IE.
Step 3 Further AKA challenge of authentication procedure is completed.
Step 4 AMF will start the ciphering and integrity protection using selected AEAD algorithm. The NAS security mode command will carry the selected AEAD algorithm is ciphered / integrity protected and as plain text as well. UE can verify the MAC and de-cipher the message with help of the selected AEAD algorithm sent in plain text and after de-ciphering the same context is cross checked.
Step 5 RAN will start the ciphering and integrity protection using selected AEAD algorithm. The AS security mode command will carry the selected AEAD algorithm is ciphered / integrity protected and as plain text as well. UE can verify the MAC and de-cipher with help of the selected AEAD algorithm sent in plain text and after de-ciphering the same context is cross checked.
User Plane procedure
The RRC connection reconfiguration procedure is used to add DRBs as part of the PDU session establishment after RRC security has been activated. The gNB sends UP AEAD activation indication including AEAD mode IE for the activation of either UP integrity and ciphering or combined integrity+ ciphering or even NULL ciphering and NULL integrity for each DRB. UE verifies the RRC connection reconfiguration message.


[bookmark: _Toc211867889][bookmark: _Toc214964860][bookmark: _Toc214972457][bookmark: _Toc214974753]6.1.3	Evaluation
TBD
Editor’s Note: Further evaluation to be added.

* * * End of Changes * * * *

image1.emf
UE RAN AMF

1.Registration and Authentication 

successful

AUSF/UDM

2. Generate NAS AEAD key.Generate NAS Extra_IV. Start integrity 

protection using AEAD algo using Null encryption or Integrity only AEAD 

mode. AMF selects the NAS AEAD mode for UE

3.NAS Security mode command

(ngKSI, Selected NAS AEAD algo, selected NAS AEAD mode, 

Selected MAC byte)

4. Use AAD, NAS Extra_IV to verifies the integrity 

protection and NAS SMC complete is sent based on 

selected NAS AEAD mode

5.NAS Security mode complete

(NAS response based on selected NAS AEAD mode)

6.NGAP Initial context setup

(UE capabilities, AAD)

8.AS Security mode command

(AAD,Selected AS AEAD algo, selected AS AEAD mode, 

selected MAC bytes)

9. Use AAD and AS Extra_IV to verify the 

integrity protection and AS SMC complete is 

sent based on selected AS AEAD mode

10.AS Security mode complete

(AS response based on selected AS AEAD mode)

NAS security

AS security

7.Generate AS Extra_IV. Start integrity protection using 

AEAD algo using NULL encryption or integrity only AEAD 

mode. gNB selects AS AEAD mode for UE


Microsoft_Visio_Drawing.vsdx
UE
RAN
AMF
1.Registration and Authentication successful
AUSF/UDM
2. Generate NAS AEAD key.Generate NAS Extra_IV. Start integrity protection using AEAD algo using Null encryption or Integrity only AEAD mode. AMF selects the NAS AEAD mode for UE
3.NAS Security mode command
(ngKSI, Selected NAS AEAD algo, selected NAS AEAD mode, Selected MAC byte)
4. Use AAD, NAS Extra_IV to verifies the integrity protection and NAS SMC complete is sent based on selected NAS AEAD mode
5.NAS Security mode complete
(NAS response based on selected NAS AEAD mode)
6.NGAP Initial context setup
(UE capabilities, AAD)
8.AS Security mode command
(AAD,Selected AS AEAD algo, selected AS AEAD mode, selected MAC bytes)
9. Use AAD and AS Extra_IV to verify the integrity protection and AS SMC complete is sent based on selected AS AEAD mode
10.AS Security mode complete
(AS response based on selected AS AEAD mode)
NAS security
AS security
7.Generate AS Extra_IV. Start integrity protection using AEAD algo using NULL encryption or integrity only AEAD mode. gNB selects AS AEAD mode for UE



image2.emf
5.AS security mode 

command procedure

UE 6G RAN 6G AMF

1.RRC connection established

2.Inital NAS message

(UE security capability with AEAD expanded IE)

3.Further AKA challenge of authentication procedure

HN

4.NAS security mode 

command procedure

4a.Start Ciphering & integrity 

protection using AEAD algorithm

4b.NAS Security mode command

(Replayed UE security capability and selected AEAD algorithm in  

ciphered/integrity protected, selected AEAD algo in plain text) 

4c.NAS SMC complete and NAS MAC verified at 6G AMF

5a. Initial AS security 

context establishment

(UE 5G security capabilities with

AEAD algorithm IE

and MAC-I information)

5b.AS Security mode command

(Selected AEAD algorithm in plain and 

Ciphered/integrity protected )

5d.AS SMC complete and AS MAC verified at 6G RAN


Microsoft_Visio_Drawing1.vsdx

5.AS security mode 
command procedure

UE
6G RAN
6G AMF
1.RRC connection established
2.Inital NAS message
(UE security capability with AEAD expanded IE)
3.Further AKA challenge of authentication procedure
HN
4.NAS security mode 
command procedure
4a.Start Ciphering & integrity protection using AEAD algorithm
4b.NAS Security mode command
(Replayed UE security capability and selected AEAD algorithm in  ciphered/integrity protected, selected AEAD algo in plain text)
4c.NAS SMC complete and NAS MAC verified at 6G AMF
5a. Initial AS security 
context establishment
(UE 5G security capabilities with
AEAD algorithm IE
and MAC-I information)
5b.AS Security mode command
(Selected AEAD algorithm in plain and 
Ciphered/integrity protected )
5d.AS SMC complete and AS MAC verified at 6G RAN



image3.emf
UE RAN

 UP Security

 procedure

1a.Precondition: RRC Security is 

activated. RAN selects UP AEAD 

algorithm and mode for DRB.

1b.RRC Connection Reconfiguration

({UP AEAD Mode Indication} for each DRB) 

2b.RRC Connection Reconfiguration complete

2a. Verify the RRC connection 

reconfiguration integrity. For each DRB 

start Selected UP AEAD mode in Uplink.

1c. For each DRB, start Selected UP 

AEAD mode in downlink.


Microsoft_Visio_Drawing2.vsdx

UE
RAN
UP Security
 procedure
1a.Precondition: RRC Security is activated. RAN selects UP AEAD algorithm and mode for DRB.
1b.RRC Connection Reconfiguration
({UP AEAD Mode Indication} for each DRB)
2b.RRC Connection Reconfiguration complete
2a. Verify the RRC connection reconfiguration integrity. For each DRB start Selected UP AEAD mode in Uplink.
1c. For each DRB, start Selected UP AEAD mode in downlink.



