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1	Decision/action requested
This contribution provides a solution for KI#3 in TR 33.771.
2	References
[1]	3GPP TS 33.501, Security architecture and procedures for 5G system (Release 19).
[2]	3GPP TR 33.771, Study on supporting AEAD algorithms (Release 20).
3	Rationale
TR 33.771 has the Key issue #1 and 3: Algorithm negotiation and AEAD Keys, where it requires 6GS to support key derivation for the AEAD algorithms. Therefore, this contribution provides a solution to address KI#3 requriements.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.771

*****Start of Change 1*****
[bookmark: _Toc214964897][bookmark: _Toc214972498][bookmark: _Toc214974794]6.Y	Solution Y: AEAD Key for NAS and AS algorithm
[bookmark: _Toc211866807][bookmark: _Toc214964898][bookmark: _Toc214972499][bookmark: _Toc214974795]6.Y.1	Introduction
This solution address KI#1,3.
[bookmark: _Toc211866808][bookmark: _Toc214964899][bookmark: _Toc214972500][bookmark: _Toc214974796]6.Y.2	Solution details
The AEAD keys can be derived as follows while considering the existing NAS and AS Key derivation specified in TS 33.501 Annex A.8 and 6.2.2 Key derivation and distribution scheme as the baseline. NAS SMC and AS SMC in TS 33.501 can be reused with the adaptation of indicating selected AEAD algorithm ID and mode of operation.
NAS Keys
- AEAD algorithm ID (i.e., Algorithm type distinguisher e.g., N-NAS-authenc-alg as 0x07) and mode (e.g., AEAD mode distinguisher) specific 256-bit AEAD NAS security key derivation from existing 256-bit Kamf. Where AEAD mode input is applicable if the AEAD algorithm implementation and usage involve more than one AEAD operational modes.
RRC Keys
- AEAD algorithm ID (e.g., N-RRC-authenc-alg as 0x08) and mode (e.g., AEAD mode distinguisher) specific 256-bit AEAD RRC security key derivation from existing 256-bit KgNB// KSN. Where AEAD mode input is applicable if the AEAD algorithm implementation and usage involve more than one AEAD operational modes.
UP Keys
- AEAD algorithm ID (e.g., N-UP-authenc-alg as 0x09) and mode (e.g., AEAD mode distinguisher) specific 256-bit AEAD UP security key derivation from existing 256-bit KgNB// KSN. Where AEAD mode input is applicable if the AEAD algorithm implementation and usage involve more than one AEAD operational modes.
Editor’s Note: The benefit to use AEAD mode as input parameter to derive key is FFS.
[bookmark: _Toc211866809][bookmark: _Toc214964900][bookmark: _Toc214972501][bookmark: _Toc214974797]6.Y.3	Evaluation
TBD
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