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Comments
EXTRA_IV filed is used to introduces extra entropy for AEAD IV input parameter, but setting the value of EXTRA_IV to a fixed value (e.g. 0x00) will not introduce extra entropy for IV. Therefore, different implementations of EXTRA_IV may lead to two different levels of security protection. In situations requiring higher security levels, using a pseudo-random number as the value for EXTRA_IV could be a better choice.
This contribution proposes a new solution about on-demand Extra-IV value generation. 
[bookmark: _Toc128377756]* * * First Change * * * * 
[bookmark: _Toc214964889][bookmark: _Toc214972490][bookmark: _Toc214974786]6.X	Solution #X: On-demand Extra-IV Value Generation
Editor’s Note: This clause contains solutions for key issues. Not all solutions may have evaluation due to the nature of this study.
[bookmark: _Toc214964890][bookmark: _Toc214972491][bookmark: _Toc214974787]6.X.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
This solution addresses key issue #1 and key issue #2.
[bookmark: _Toc214964891][bookmark: _Toc214972492][bookmark: _Toc214974788]6.X.2	Solution details
During the algorithm negotiation procedure, the network can decide whether a pseudo-random number or a fixed value (e.g. 0x00) is used as the value of EXTRA_IV, based on the UE security capability and network policy (e.g. service security requirement, UE security level, etc.). Then the network notifies the way of generating EXTRA_IV to the UE. And the UE generates the EXTRA_IV according to the network’s indication and performs AEAD protection with the network side using the generated EXTRA_IV.
Editor’s Note: whether EXTRA_IV is for future use is FFS.
Editor’s Note: whether UE security capability indicates the support of on-demand extra-IV value generation is FFS.
Editor’s Note: the details on the negotiation message is FFS.
[bookmark: _Toc214964892][bookmark: _Toc214972493][bookmark: _Toc214974789]6.10.3	Evaluation
Editor’s Note: Place holder for an evaluation if necessary.
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