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Comments
This contribution proposes a new solution to key issue #2.

* * * First Change * * * *
[bookmark: _Toc218679052][bookmark: _Toc80633894][bookmark: _Toc136953936][bookmark: _Toc167405408][bookmark: _Toc180278736][bookmark: _Toc180278912][bookmark: _Toc180279176][bookmark: _Toc180279650][bookmark: _Toc182841087][bookmark: _Toc182899167][bookmark: _Toc199248738][bookmark: _Toc211866805][bookmark: _Toc211867885][bookmark: _Hlk220582958]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[…]
[AA]	3GPP TS 38.323: "NR; Packet Data Convergence Protocol (PDCP) specification".

* * * Next Change * * * *
6.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
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* * * Next Change * * * *
[bookmark: _Toc211866806][bookmark: _Toc211867886]6.X	Solution X: Using 256-NCAx as Cipher Algorithm
[bookmark: _Toc211866807][bookmark: _Toc211867887]6.X.1	Introduction
This solution addresses the key issue #2. The solution specifies the inputs to the interface of 256-NCAx so that the algorithm can be used as a pure cipher algorithm.
[bookmark: _Toc211866808][bookmark: _Toc211867888]6.X.2	Solution details
The following are assumed:
[bookmark: _Hlk220582771]- 256-bit AEAD key KAEAD_NAS or KPDCP has been generated and agreed upon as a result of authentication and key agreement. 
NOTE A: Single key used in 256-NCAx is denoted as KAEAD_NAS or KPDCP for NAS and for PDCP protection
- negotiation of algorithm and/or algorithm mode of operation (e.g., pure cipher) has been done.
- pure cipher mode of operation using 256-NCAx has been activated on the UE side and on the network side
To use 256-NCAx as a pure cipher algorithm, inputs and outputs to the algorithm interface as specified in TS 35.240 [2], TS 35.243 [3], or TS 35.246 [4] for 256-NCAx are set as follows:
- The KEY input is set to the KAEAD_NAS key for NAS or KPDCP for PDCP.
- The COUNT input is set to 0x00 || NAS COUNT for NAS or PDCP COUNT for PDCP.
- The BEARER input is set to the NAS connection identifier or BEARER ID assigned in TS 38.323 [AA].
- The DIRECTION bit input is set to 0 for uplink and 1 for downlink.
- MODE input is set to 0 
NOTE B: Sender of message sets MODE to 0 while receiver of message sets MODE to 1.
- MAC_BYTES input is set to 0
Editor’s Note: whether MAC_BYTES can be 0 is FFS.
-EXTRA_IV input is set to all 0’s
- AAD input is set to NULL
- AAD_LENGTH input is set 0
- IBS input is set to a bit string
NOTE C: Sender’s IBS is the bit string of message to be ciphered while receiver’s IBS is the bit string to be deciphered
- S_LENGTH is set to length of IBS bit string
Outputs to the algorithm interface are as follows:
- OBS (i.e., ciphered text of IBS input or clear text of IBS input)
NOTE D: The sender’s OBS is the ciphered bit string of IBS while the receiver’s OBS is the original clear bit string of IBS.
- MAC (i.e., NULL) 
NOTE E: As 256-NCAx is used as a pure cipher, any MAC output produced is not valid.
Editor’s Note: Whether internal H, Q, P values for use in producing MAC are still generated when NCAx is used as a pure cipher is FFS.
[bookmark: _Toc211866809][bookmark: _Toc211867889]6.X.3	Evaluation
Inputs and outputs of the above solution conform to the inputs and outputs as specified in TS 35.240 [2], TS 35.243 [3], and TS 35.246 [4] for 256-NCAx algorithms. No further evaluation is warranted.
* * * End of Changes * * * *
