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Comments
This contribution proposes a new solution to key issue #2.

* * * First Change * * * *
[bookmark: _Toc80633894][bookmark: _Toc136953936][bookmark: _Toc167405408][bookmark: _Toc180278736][bookmark: _Toc180278912][bookmark: _Toc180279176][bookmark: _Toc180279650][bookmark: _Toc182841087][bookmark: _Toc182899167][bookmark: _Toc199248738][bookmark: _Toc211866805][bookmark: _Toc211867885]6.0	Mapping of solutions to key issues
Table 6.0-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#3
	KI#4
	KI#5

	Solution 1: NAS and AS SMC enhancement with AEAD
	X
	
	
	
	

	Solution 2: enhancement for security mode command
	X
	
	
	
	

	Solution 3: NAS SMC enhancement to support AEAD algorithms
	X
	
	
	
	

	Solution 4: AEAD Algorithm negotiation
	X
	
	
	
	

	Solution 5: AEAD algorithm negotiation
	X
	
	
	
	

	Solution 6: AEAD algorithms negotiation
	X
	
	
	
	

	Solution 7: AEAD key usage for NAS and AS algorithm
	
	X
	
	
	

	Solution 8: Input & output definition
	
	X
	
	
	

	Solution 9: Interface of AEAD
	
	X
	
	
	

	Solution 10: Creation of EXTRA_IV
	
	X
	
	
	

	Solution 11: Key Derivation for NAS and AS AEAD
	
	
	X
	
	

	Solution Y AEAD Algorithm Interface
	
	X
	
	
	



* * * Next Change * * * *
[bookmark: _Toc211866806][bookmark: _Toc211867886]6.Y	Solution Y: AEAD Algorithm Interface
[bookmark: _Toc211866807][bookmark: _Toc211867887]6.Y.1	Introduction
This solution is proposed to address the key issue#2 on AEAD interface.
[bookmark: _Toc211866808][bookmark: _Toc211867888]6.Y.2	Solution details
6.Y.2.1	Generic inputs and outputs of AEAD algorithm
The input parameters to the AEAD algorithm include:
· a 256-bit AEAD key named KEY, 
· a 48-bit EXTRA_IV, 
· a 32-bit COUNT, 
· a 5-bit bearer identity BEARER, 
· the 1-bit direction of the transmission i.e. DIRECTION. The DIRECTION bit shall be 0 for uplink and 1 for downlink. 
· 1-bit MODE. The MODE bit shall be 0 for encryption and 1 for decryption.
· 5-bit MAC_BYTES. Length of output MAC in bytes. maximum supported value is 16.  If MAC_BYTES = 0, then no integrity verification is done.
Editor’s Note:	Usage of MAC_BYTES is ffs.
· Variable Additional Authenticated Data (AAD). Array of bytes containing additional integrity protected data without ciphering.
· 32-bit AAD_LENGTH. The number of bits of AAD.
· Variable Input Bit Stream(IBS). Array of bytes containing the input ciphering bit stream of plaintext.
· 32-bit S_LENGTH. The number of bits of IBS.
The output parameters to the AEAD algorithm include:
· Variable Output Bit Stream (OBS)
· 8 * MAC_BYTES-bit MAC
6.Y.2.2	Guidance for using AEAD algorithm
EXTRA_IV: May vary per message.
COUNT: NAS COUNT for NAS message, PDCP COUNT for AS message.
NOTE:	COUNT usage for MAC CE protection will be discussed in TR 33.801-01 [7].
MAC_BYTES: May vary per message.
Protection Parameters: IBS, S_LENGTH, AAD, and AAD_LENGTH: May differ across messages depending on the protection scheme applied.
The AEAD algorithm supports 4 protection scheme: cipher-only, integrity-only, full cipher and integrity, and partial cipher with full integrity. The configuration of inputs for each operation is detailed in Table 6.Y.2.2-1. This assumes that the MESSAGE is structured with IE1 and IE2.
Table 6.Y.2.2-1 Input sets for AEAD algorithm protections
	
	Cipher-only
	Integrity-only
	Full cipher and integrity
	Partial cipher with full integrity

	IBS
	MESSAGE
	Null
	MESSAGE
	IE1

	S_LENGTH
	Length of MESSAGE
	0
	Length of MESSAGE
	Length of IE1

	AAD
	Null
	MESSAGE
	Null
	IE2

	AAD_LENGTH
	0
	Length of MESSAGE
	0
	Length of IE2

	MAC_BYTE
	0
	4-16 (infer 32-128bit length MAC)
	4-16 (infer 32-128bit length MAC)
	4-16 (infer 32-128bit length MAC)



Editor’s Note:	Analysis on complexity of partial ciphering with full integrity using NCA is ffs.
[bookmark: _Toc211866809][bookmark: _Toc211867889]6.Y.3	Evaluation
TBA.
* * * End of Changes * * * *
