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Comments
This contribution proposes a new solution for AEAD algorithms that addresses key issues #1 #2 and #3. The solution follows the 5G handling with a few changes to take account of using AEAD algorithms. Firstly, the ciphering and integrity algorithms are chosen as a pair, as in AEAD mode they are used together. The combined mode of the algorithms is used only when the ciphering and integrity in being applied to the essentially the same block of data (i.e., protecting a complete NAS messaged or PDCP packet). A key different to the ‘int’ and ‘enc’ keys (used in the integrity and ciphering algorithm respectively) is derived for use with the combined algorithm.

* * * First Change * * * *
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Table 6.0-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#3
	KI#4
	KI#5

	Solution 1: NAS and AS SMC enhancement with AEAD
	X
	
	
	
	

	Solution 2: enhancement for security mode command
	X
	
	
	
	

	Solution 3: NAS SMC enhancement to support AEAD algorithms
	X
	
	
	
	

	Solution 4: AEAD Algorithm negotiation
	X
	
	
	
	

	Solution 5: AEAD algorithm negotiation
	X
	
	
	
	

	Solution 6: AEAD algorithms negotiation
	X
	
	
	
	

	Solution 7: AEAD key usage for NAS and AS algorithm
	
	X
	
	
	

	Solution 8: Input & output definition
	
	X
	
	
	

	Solution 9: Interface of AEAD
	
	X
	
	
	

	Solution 10: Creation of EXTRA_IV
	
	X
	
	
	

	Solution 11: Key Derivation for NAS and AS AEAD
	
	
	X
	
	

	Solution Y: Selection of AEAD algorithms and protection of traffic 
	X
	X
	X
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* * * Next Change * * * *
6.Y	Solution Y: Selection of AEAD algorithms and protection of traffic <Solution Name>
Editor’s Note: This clause contains solutions for key issues. Not all solutions may have evaluation due to the nature of this study.
[bookmark: _Toc211866807][bookmark: _Toc211867887]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.This solution addresses key issue #1, key issue #2 and key issue #3.
[bookmark: _Toc211866808][bookmark: _Toc211867888]6.Y.2	Solution details
6.Y.2.1	Solution Overview
The solution uses the 5G security procedures as baseline and modifies them as described below, i.e. the solution focus on how the 5G procedures would be modified to handle the inclusion of AEAD algorithms. 
The changes to the 5G security procedures are the following: 
Signalling of the algorithm choice uses the existing IEs (with of course values to be added to indicate which 256-bit algorithms, e.g. AES) but when a 256-bit integrity algorithm is chosen for control plane then the choice of ciphering algorithm needs to be the corresponding 256-bit ciphering algorithm or the NULL algorithm.
NOTE 1: the above applies to both NAS and AS selection and 2 bits are required for each of AES, ZUC and Snow.
Protection of data between the UE and network uses the combined mode AEAD algorithm for complete NAS messages or PDCP messages that require both ciphering and integrity protection. Otherwise the ciphering only 256-bit algorithm is used for ciphering of other cases and similarly the integrity only 256-bit algorithm is used for other uses of the integrity algorithms.
The key hierarchy is enhanced to include a new key for used in the combined mode 256-bit algorithm. This will require an update of Annex A.8 of TS 33.501 [5] (see 6.Y.2.4 for more details).
The above changes could be used independently and put together with other solutions to create a complete solution. More details of each change are provided in the below subclauses.
6.Y.2.2	Algorithms selection
Algorithm selection follows the 5G procedure with the below described changes. In particular, the bidding down used is 5G is also used with this solution, i.e. the use of the NAS SMC procedure to replay the UE capabilities to detect a man-in-the-middle attacker (similar  to the 128-bit algorithm, 2 bits are used for each of AES, ZUC and Snow). Similarly, two bits of the UE security capabilities are used to signal the support of AEAD algorithms (e.g. one bit integrity from the list of supported integrity algorithms bit and similarly one bit from the list of ciphering algorithms) but the use of the two bits is changed as follows from 5G: 
if the UE or network node (e.g. AMF equivalent or gNB equivalent) supports a particular 256-bit integrity algorithm, it also supports the corresponding ciphering and combined mode 256-bit algorithm; 
when the network (e.g. AMF equivalent or gNB equivalent) selects a 256-bit integrity algorithm for control plane protection, the network node shall select either the corresponding 256-bit ciphering algorithm or the NULL ciphering algorithm; and 
a UE or network rejects a message that does not follow the above restrictions.
NOTE 1: User plane selection of algorithms by the network follows the 5G rules, i.e. the same algorithm(s) as the control plane one(s) and the UP security policy.
Restricting the selection of algorithms in this way is a natural consequence of using AEAD algorithms and gains advantages in terms of less testing is needs to be done.
6.Y.2.3	Protection of signalling or user data
The 256-bit algorithm specifications provide 3 different algorithms, namely the integrity only, ciphering only and combined mode 256-bit algorithm for each of AES, SNOW and ZUC. The algorithm selection method above ensures that only either AES, Snow or ZUC algorithms are used to protect the data at a particular time.
The 256-bit algorithm(s) used to provide protection is as follows:
when a whole NAS message or PDCP packet is protected, then
the integrity only 256-bit algorithm is used if the message is to only be integrity protected;
Editor’s Note: The motivation of the need for the integrity only algorithm is FFS.
the ciphering only 256-bit algorithm is used if the message is only to be ciphered; and
the combined mode 256-bit algorithm is used if the message is to be both ciphered and integrity protected.
NOTE 1: The size of AAD data could be limited to avoid the need for creating an over general interface to a length sufficient for needed for a complete NAS message or PDCP packet (both have one byte of unciphered data at most in 5G). 
otherwise the ciphering only 256-bit algorithm is used to provide the needed ciphering and integrity only 256-bit  algorithm is used to provide the needed integrity protection as in 5G.
NOTE 2: For example, for initial NAS security the ciphering algorithm is used to protect the complete NAS message that is included in the initial NAS message and the integrity algorithm is used to protect complete initial NAS message, i.e. exactly in 5G using the ciphering or integrity only versions of the 256 algorithms. For initial NAS, it is not guaranteed by the existing NAS message format that all the AAD data is before the data that is ciphered  and hence use of combined mode algorithm would require changes to the NAS message format.
NOTE 3: The use of the combined mode algorithm requires the reversal of the ordering of ciphering and integrity protection used at the PDCP layer.
The solution proposes to generate the inputs to the 256-bit algorithms in the same ways as those for 128-bit algorithms. In particular, this solution does not propose additional input proposed that are possible with the 256-bit algorithms, but the solution is compatible with those bits being set by some method.   
6.Y.2.4	Key hierarchy changes 
This solution proposes to have a new key for when the combined mode AEAD 256-bit algorithm so that use of that algorithm is cryptographically separate from use of the ciphering only or integrity only AEAD 256-bit algorithms. This requires new values assigned in table A.8-1 of TS 33.501 [5]. Possible new values are the following:
N-NAS-com-alg	0x07
N-RRC-com-alg	0x08
[bookmark: _Toc211866809][bookmark: _Toc211867889]N-UP-com-alg	0x09
6.Y.3	Evaluation
Editor’s Note: Place holder for an evaluation if necessary.TBD
* * * End of Changes * * * *

