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Comments
This contribution proposes to clarify order of AEAD operations.

[bookmark: _Hlk220571110]* * * First Change * * * *
[bookmark: _Toc203476550][bookmark: _Toc211866815][bookmark: _Toc214964906][bookmark: _Toc214972507][bookmark: _Toc214974803]A.3	Order of operations
When using an AEAD algorithm, important security decisions are already made such that in which order encryption and integrity protection is applied. The order of operations for the AEAD algorithms is transparent to 3GPP.
The order of operations for the AEAD algorithm follows a specific pattern: On sender side, first, encryption is applied to the plaintext, transforming it into ciphertext. Subsequently, integrity protection is performed by generating a MAC from the already encrypted ciphertext, a method known as Encrypt-then-MAC (EtM). On receiver side, verification of integrity protection is performed and decryption is applied to the received ciphertext, transforming it into plaintext.
In the realm of current NAS protection (e.g. 5G), the order aligns with the process utilized by AEAD algorithms, adhering to the Encrypt-then-MAC approach to maintain the integrity of the data after encryption.
Conversely, within current PDCP protection (e.g. 5G), the process diverges from AEAD operation. Instead, PDCP employs a MAC-then-Encrypt (MtE) strategy, whereby integrity protection is performed first by generating a MAC from the plaintext, followed by the encryption of both the MAC and the plaintext.
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