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Comments
This contribution proposes a new AI security area for TR 33.801-01.




* * * First Change- * * * * 
[bookmark: _Toc214824648][bookmark: _Toc215057310][bookmark: _Toc214824654][bookmark: _Toc215057316]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1] 	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] 	3GPP TR 38.914: “Study on 6G Scenarios and requirements”.
[3] 	3GPP TR 38.760-2: “Study on 6G Radio RAN2 aspects”.
[4] 	3GPP TR 23.801-01: “Study on Architecture for 6G System”.
[5] 	3GPP TR 33.771: “Study on supporting AEAD algorithms”.
[6]	3GPP TR 23.801-1: "Study on Architecture for 6G System". 
[x]	3GPP TR 23.801-2: "Study on 6G Application Enablement". 

* * * Next Change- * * * * 

4.1	Security areas  
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. 
This document includes the following security areas: 
1. Security Architecture deals with aspects such as identifying the different security domains and their characteristics, defining the different security functions, etc.
2. RAN security deals with the security aspects of 3GPP access network, e.g., RAN architecture, protocol stack, interfaces, procedures, interaction with UEs.
3. UE to Core Network Security deals with the UE to Core Network communication security. e.g., management of UE and network NAS security contexts, the associated key hierarchy, key derivation and key usage in the 6G System.
4. Core Network Security TBD
5. [bookmark: _Hlk210571792]Subscription Authentication and Authorization deals with different aspects of authentication, authorization and related privacy aspects (i.e. subscriber identifier privacy) for UEs accessing 6G network regardless of access type (i.e., 3GPP access and/or non-3GPP access). 
6. Exposure Security deals with security and privacy aspects of 3GPP network exposure.  
7. AI Security deals with the security and privacy aspects associated with AI/ML-related architectures developed for 6G. 


* * * Next Changes * * * *

[bookmark: _Toc448754535][bookmark: _Toc214824690][bookmark: _Toc215057373][bookmark: _Toc442563414][bookmark: _Toc442884023][bookmark: _Toc445244977][bookmark: _Toc445245104][bookmark: _Toc445247580]5.x	Security area #x: <security area name>AI Security 
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
[bookmark: _Toc448754536][bookmark: _Toc214824691][bookmark: _Toc215057374]5.x.1	Introduction 
Editor's Note: Detailed description of the security area 
This security area covers the following aspects:
-	The security and privacy aspects of the AI mechanism(s) defined in TR 23.801-01 [4].
- 	The security and privacy aspects of the AI mechanism(s) defined in TR 23.801-02 [x]
NOTE: This security area follows the scope and progress of AI/ML aspects in 6G systems.

[bookmark: _Toc448754537][bookmark: _Toc214824692][bookmark: _Toc215057375]5.x.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
[bookmark: _Toc353538994][bookmark: _Toc416332517][bookmark: _Toc448754538][bookmark: _Toc214824693][bookmark: _Toc215057376]5.x.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc416332518][bookmark: _Toc448754539][bookmark: _Toc214824694][bookmark: _Toc215057377]5.x.3.y	Key issue #x.y: <key issue name>
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc416332519][bookmark: _Toc448754540][bookmark: _Toc214824695][bookmark: _Toc215057378]5.x.3.y.1	Key issue details
[bookmark: _Toc416332520][bookmark: _Toc448754541][bookmark: _Toc214824696][bookmark: _Toc215057379]5.x.3.y.2	Security threats 
[bookmark: _Toc416332521][bookmark: _Toc448754542][bookmark: _Toc214824697][bookmark: _Toc215057380]5.x.3.y.3	Potential security requirements
[bookmark: _Toc214824698][bookmark: _Toc215057381]5.x.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.

* * * End of Changes * * * *



