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1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	
	Mission Critical

	No
	X
	
	
	
	

	Don't know
	
	X
	X
	X
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a … 
	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	SA3
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	N/A
	
	{optional free text} 



3	Justification
As 3GPP, NIST, IETF and other standards development organizations (SDOs) continue to evolve cryptographic-based security standards, the mission critical security architecture must maintain alignment with the advancements of symmetric and asymmetric encryption algorithms, hashes, signatures, and other protection mechanisms.  This includes moving towards newer algorithms, larger key sizes, and the overall goal to support Post Quantum Cryptographic (PQC) algorithms.

In order for mission critical systems to keep up with the advancements of cutting-edge security technology, the mission critical security architecture requires evaluation for areas of improvement.
4	Objective
This study item will evaluate whether the existing mission critical cryptographic mechanisms used for key generation, key distribution, key encapsulation, media protection (voice/data/video), signatures and hashes meet current cryptographic algorithm best practice for the next generation of the mission critical security architecture.

The basis of this study is to maintain the overall Stage 2 MC client to server, server to server, identity management, key management, interworking, authentication, and authorization security architecture and procedures as defined in 33.180.  This is to maintain cohesion, integration, and backward compatibility across MC services.  The underlying security mechanisms used within these procedures (encryption algorithms, hashes, signatures, etc.) are what shall be studied.

ST1: Evaluate the MIKEY-SAKKE key encapsulation and key sharing mechanism used for mission critical.  Estimated TUs for this task is 1.5.

ST2: Evaluate the current symmetric algorithms, signatures, and hashes used for mission critical.  Estimated TUs for this task is 0.5.

ST3: Evaluate the current asymmetric algorithms used for mission critical.  Estimated TUs for this task is 0.5.

The SID will not study topics in scope of FS_CryptoPQC.

TOTAL TUs:  2.5
TU estimates and dependencies

	Study Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe) 
	Inter Work Tasks Dependency 


	ST1
	1.5
	0
	No
	None identified

	ST2
	0.5
	0
	No
	None identified

	ST3
	0.5
	0
	No
	None identified




5	Expected Output and Time scale
{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	TBD
	Study on Mission Critical Security Next Generation
	3GPP SA#114
	3GPP SA#115
	Woodward, Tim, Motorola Solutions, Inc.




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	None
	N/A
	N/A
	



6	Work item Rapporteur(s)
Woodward, Tim, Motorola Solutions, Inc., tim.woodward@motorolasolutions.com
7	Work item leadership
SA3
8	Aspects that involve other WGs
None Anticipated
9	Supporting Individual Members

	Supporting IM name

	Motorola Solutions, Inc.

	NIST

	Airbus

	FirstNet

	NCSC

	AT&T

	Ericsson

	Nokia




