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Comments
In the current version of TR 33.777, there is a key issue on unauthorized passive sensing with an editor’s note stating that the feasibility of the attack is FFS. This pCR proposes to update the key issue #5 in TR 33.777 by resolving the editor’s note with additional analysis on the feasibility.

* * * First Change * * * *
[bookmark: _Toc214979476]5.5	Key issue #5 on unauthorized passive sensing
[bookmark: _Toc214979477]5.5.1	Key issue details
The sensing mode considered in the present document is a collocated sensing transmitter and receiver. However, the sensing signal sent by the sensing transmitter is not only reflected to the collocated sensing receiver, but also attenuated and scattered in all directions. Therefore, it can be possible for an attacker to set up a sensing receiver that is not collocated with the sensing transmitter, thus allowing the attacker to perform it's own sensing. The difference with an attacker performing monostatic sensing on its own is that the attacker doesn't need to become active, thus minimizing the risk of being detected. In addition, the sensing transmitter of the operator's sensing infrastructure may be in a better location, i.e. higher up or closer to the target object.
[bookmark: _Toc214979478]Editor's note: feasibility of the attack is FFS
Another difference of the above attack with an attacker performing monostatic sensing on its own is that the passive sensing is actually performed in an unauthorized bistatic mode, with transmitter at the operator side and the receiver at the attacker side. While theoretically possible and undetectable, deployment of such attack is operationally infeasible in the following ways: 
· 
· The fidelity of the sensing result obtained by the attacker is degraded due to signal attenuation, unknown waveform parameters, lack of time synchronization, uncompensated clutter and geometry ambiguity. Hence the unauthorized passive sensing is possible only for presence detection, but not for precise targeting or tracking. The gain of such passive attack is operationally marginal given the attack intention and required efforts of the attacker.
· Any passive receiver with sufficient sensitivity to detect scattered sensing signals will itself radiate local oscillator phase noise that can be detected by the operator's infrastructure using simple energy detectors, making long-term covert passive sensing attack operationally infeasible.
· Unauthorized passive sensing is possible due to the fact that radiated energy can be received by third parties. Any radio signal propagating through space (including communication/broadcast/navigation signals) can be used by attackers for passive sensing. Unauthorized passive sensing is a general issue of radio transmissions, which may not even be used for Sensing services. 
5.5.2	Security threats
Editor's note: threat description is FFS
[bookmark: _Toc214979479]Not applicable. 
5.5.3	Potential security requirements 
Editor's note: requirements are FFS.
Editor's note: Whether or not to coordinate with RAN1 is FFS. 
Not applicable. 

* * * End of Change * * * *

