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Comments
In the current version of TR 33.777, there is a key issue on active attacks in sensing with an editor’s note stating that the feasibility of the attack is FFS. This pCR proposes to update the key issue #4 in TR 33.777 by resolving the editor’s note with additional analysis on the feasibility.

* * * First Change * * * *
[bookmark: _Toc214979472]5.4	Key issue #4 on active attacks in sensing
[bookmark: _Toc214979473]5.4.1	Key issue details
One of the use cases for sensing technology is detection of aerial objects. In order to be useful, the result has to be reliable, ie. report an aerial object when there is one, and report empty airspace only when the airspace is in fact empty.
During the sensing operation, an attacker could generate a radio signal that would confuse the receiving sensing node into determining that there is an aerial objects at a location where there is none (e.g by sending a signal that exhibits the typical micro-Doppler shift typical for UAV rotors), or into determining that there is no aerial object where in fact there is one (e.g. by generating noise such that the response by a real aerial object is drowned out, or perceived to come from a different location). 
Editor's note: feasibility of the attack is FFS
[bookmark: _Toc214979474]While theoretically possible, the described attacks are operationally infeasible in the following ways: 
· An attacker would need to precisely replicate the sensing waveform's temporal, spectral, and spatial characteristics with sub-microsecond timing accuracy and phase coherence matching the legitimate sensing transmitter, which requires prior knowledge of the specific sensing parameters and real-time channel state information that is unavailable without direct access to the transmitter’s configuration, which is not specified and up to implementations in 5GA ISAC. 
· If an attacker generates a spoofed signal by replaying the sensing signal received from the transmitter without having to know the specific sensing parameters, such active attacks become a general threat applicable to wireless systems, which may not even be deployed for Sensing services. 
· Drowning out authentic sensing returns would require high power transmitters operating across the entire sensing bandwidth, making the attack easily detectable via spectrum monitoring and hence physically impractical for covert attack deployment. 
· Such attacks are even more difficult in a distributed multi-node sensing architecture, which employs spatial diversity and triangulation that would expose inconsistencies in the spoofed signal's angle-of-arrival, while environmental multipath coupling creates unique "fingerprints" for legitimate returns that artificial signals cannot replicate without prior site-specific characterization. 

5.4.2	Security threats
Editor's note:  threat description is FFS
[bookmark: _Toc214979475]Not applicable. 
5.4.3	Potential security requirements 
Editor's note: Requirements are FFS
Editor's note: Whether or not to coordinate with RAN1 is FFS
Not applicable. 
* * * End of Change * * * *

