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Reason for Change: Solution#11 in [1] proposed a hybrid approach for SUCI calculation with two steps: 
· Step 1: The classical ECIES (non-PQC) is first used to generate “final output_ECC”. 
· Step 2: PQC KEM is applied to generate an ephemeral shared key KPQC, which will be used to encrypt “final output_ECC” to generate the ciphertext. Finally, a MAC function is applied to protect the integrity of the ciphertext 
This hybrid solution provides additional resilience to the overall cryptography. In fact, other PQC schemes (e.g., Solutions #2, #5, #6, #16, etc) in [1] also can be applied to Step 2 of Solution #11. 
Abstract: 
It is proposed in this contribution:
· To generalize Step 2 in Solution #11 to incorporate other PQC-based schemes for SUCI calculation.
· To leverage PQC DSA (Digital Signature Algorithm) such as (ML-DSA) as an option to protect the integrity and non-repudiation of the ciphertext.  

* * * First Change * * * *
[bookmark: _Toc211892494][bookmark: _Toc211951788][bookmark: _Toc211952330]7.2.1.X Solution #X for SUCI calculation: SUPI Concealment using hybrid method
7.2.1.X.1 Introduction
This solution leverages both classical cryptography and PQC algorithms while applying them sequentially to calculate SUCI. In addition, PQC Digital Signature Algorithm (DSA) is also proposed as an option to protect the integrity and non-repudication properties of SUCI.
7.2.1.X.2 Solution details
7.2.1.X.2.1 Processing on UE side
The processing on UE side includes the following: 


Figure-7.2.1.X.2.1-1: SUCI calcuation using hybrid method at UE

1. The UE uses ECIES-based approach to generate an Intermediate SUCI. The input to the ECIES-based approach includes SUPI, UE’s Non-PQC Private Key (e.g., ephemeral private key used in ECIES), HN’s Non-PQC Public Key (e.g., public key of HN used in ECIES). 
2. The UE uses a PQC-based scheme (e.g., PQC-based solutions described in clause 7.2) to encrypt the Intermediate SUCI and generate Final SUCI. 
3. The UE performs a MAC function and/or an optional PQC DSA algorithm on the Final SUCI to generate a MAC-Tag and/or a PQC signature.
4. The UE transmits a set of parameters to the home network, which may include: the final SUCI, the MAC-Tag and/or the PQC Signature, the UE’s Non-PQC Public Key, and the UE’s PQC Public Key. 

7.2.1.X.2.2 Processing on home network side
The processing on UE side includes the following: 


Figure-7.2.1.X.2.1-1: SUPI calcuation using hybrid method at home network
1. The home network receives a set of parameters from the UE, which may include: the final SUCI, the MAC-Tag and/or the PQC Signature, the UE’s Non-PQC Public Key, and the UE’s PQC Public Key. 
2. The home network performs a MAC function and/or an optional PQC DSA algorithm to verify the integrity of the Final SUCI.
3. The home performs a PQC-based scheme (e.g., PQC-based solutions described in clause 7.2) to decrypt the Final SUCI to recover the Intermediate SUCI. 
4. The home network performs ECIES-based approach to receive SUPI from the Intermediate SUCI. 

Editor's Note: Evaluation of the impact of initial access due to increased length of SUCI is ffs. 
Editor's Note: Evaluation of the computing overhead of SUCI calculation on both the UE and network side is ffs.
Editor's Note: Whether the solution works for the case where the user does not update the USIM is ffs.

Editor's Note: Details of the PKI required to issue clients with public keys or certificates are FFS.

Editor's Note: Whether the UE must decrypt the SUCI before validating the signature is FFS.

7.2.1.X.3	Evaluation
TBD


* * * End of Changes * * * *
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