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Comments
This document resolves the EN’s for security best current practice for (RFC 8725).

* * * First Change * * * *
[bookmark: _Toc210042402]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[y]	IETF RFC 7518: "JSON Web Algorithms (JWA)".
[z]	3GPP TS 29.510: "5G System; Network function repository services; Stage 3".
[ZZ]	IETF RFC 7515: "JSON Web Signatures (JWS)".

* * * Next Change * * * *
[bookmark: _Toc215140418]5.25	BSP #25: Use Appropriate Algorithms
[bookmark: _Toc215140419]5.25.1	Description of best practice
This best practice addresses the use of appropriate algorithms, as described in clause section 3.2 of RFC 8725 [5].
Applications are required to accept only strong and up to date cryptographic algorithms for JWTs. If an algorithm is weak or not allowed, the JWTs are treated as invalid.
Specifically, usage of RSA-PKCS1 v1.5 is recommended to be avoided. 
Editor’s Note: Further analysis on the usage is FFS
[bookmark: _Toc215140420]5.25.2	Usage in 5G SBA
Reference: 6.3.3 of TS 33.210 [6]
It is required that the Use of "none" algorithm parameter is not supported. as specified in clause 6.3.3 of 33.210 [6] already. 
The JWS profile specifies additional requirements to the profile in JWA (RFC 7518 [y]). According to JWA, RSASSA-PKCS1-v1_5 is recommended or optional. The JWS profile in TS 33.210 [6] does not mention RSASSA-PKCS1-v1_5. However, the TLS 1.2 profile in clause 6.2.3 of TS 33.210 [6] mentions that "rsa_pkcs1 shall be supported" but also that "[u]sage of rsa_pkcs1 is not recommended".

[bookmark: _Toc215140421]5.25.3	Assessment

Editor’s Note: Further assessment is FFS
The use of “none” algorithm is already barred in the specs. Therefore, no further investigation is required.
Strong and up to date acceptable cryptographic algorithms are already specified, and the use of "none" algorithm is required to not be supported. It is recommended to update the JWS profile to not recommend the usage of RSASSA-PKCS1-v1_5.

[bookmark: _Toc215140422]5.26	BSP #26: Do Not Trust Received Claims
[bookmark: _Toc215140423]5.26.1	Description of best practice
This best practice addresses the trust of received claims as specified described in clause section 3.10 of RFC 8725 [5].
· The "kid" (key ID) header is used by the relying application to perform key lookup. Applications ensures validation of the received KID.
· Similarly, blindly following a "jku" (JWK set URL) or "x5u" (X.509 URL) header, which may contain an arbitrary URL, could result in server-side request forgery (SSRF) attacks. Applications are to be protect against such attacks, e.g., by validating the URL or to whitelist of allowed locations.
[bookmark: _Toc215140424]5.26.2	Usage in 5G SBA
Reference: clause 13.3.8.2 of TS 33.501[z3]
In 5G SBA, specifically with in the use of CCA tokens 13.3.8.2 of TS 33.501[3] where the use of x5u is pertinent, the x5u URL are not public or arbitrary and are assumed to be trusted via operator managed PKI, though the possibility of the CCA token bypass still exists.  
Reference: clause 6.3.3.3 of TS 33.210 [6]
The "x5u" header parameter is supported for CCA tokens. It is used to refer to a resource for the X.509 public key certificate or certificate chain used for signing the client authentication assertion. In the aforementioned specification, the usage and support of x5u is available but without mentioning further details on Tthe validation of the "x5u" URLs is not specified.. 
Reference: clause 6.3.3.1 of TS 33.210 [6]
In the aforementioned specification, the usage and support of “kid” header is available with further check made by the end pointThe "kid" header parameter is required to be supported for both CCA and access tokens. If the "kid" header parameter is used, the end point is required to check that the indicated "alg" in the JWT matches the one specified by the parameters“alg” pointed by the “kid” parameter. The validation of "kid" header parameter value is not specified.
The use of "jku" header parameter is not prohibited for CCA and access tokens. The validation of the "jku" URLs is not specified.
No specific requirement exists to protect these headers from modification.
Editor’s Note: Further analysis on the usage is FFS
[bookmark: _Toc215140425]5.26.3	Assessment
The validation of "x5u" and "jku" is not specified in 33.210 [6]. The validation of the "jku" URLs is not specified. Further investigation in the risks is needed.
	Comment by Nokia6: This is not an assessment but solution
Editor’s Note: Assessment is FFS
[bookmark: _Toc215140426]5.27	BSP #27: Use Explicit Typing
[bookmark: _Toc215140427]5.27.1	Description of best practice
This best practice addresses the uUse of eExplicit tTyping as specified in clause section 3.11 of RFC 8725 [5].
Editor’s Note: Further description is FFS
Use Explicit Typing means clearly labeling the type of each token so that the system can verify it is being used only in its intended context and cannot be mistaken for another type.
Explicit Typing provides means to avoid confusing one kind of JWT for another. To avoid this, the JWT can include a header parameter to enable the validation of the JWT type.

[bookmark: _Toc215140428]5.27.2	Usage in 5G SBA

Editor’s Note: Analysis on the usage is FFS
Reference: clause 13.4.1 of TS 33.501 [3] and clause 6.3.5.2.3 of TS 29.510 [z]
Access tokens are JWTs that are issued by the NRF and enable NF Service Producers to authorize requests from NF Service requestors.
As specified in TS 29.510 clause 6.3.5.2.3 in the access token response, the information element “token_type” is set to “bearer”. 
Access tokens are required to include "iss", "sub", "aud", "scope" and "exp" claims, while also supporting many additional claims described in clause 6.3.5.2.4 of TS 29.510 [z].
Access token header parameters follow the restrictions of the JWS profile as specified in clause 6.3.3.1 and 6.3.3.4 of TS 33.210 [6].
For indirect communication the token type indicates it is a “CCA based token”.
Reference: clause 13.3.8 of TS 33.501 [3]
CCA tokens are JWTs that are issued by the NF Service Consumer and enable the NF Service Consumer to authenticate towards a receiving NF.
CCA tokens are required to include subject, iat, exp, and audience claims.
CCA token header parameters follow the restrictions of the JWS profile as specified in clause 6.3.3.1 and 6.3.3.3 of TS 33.210 [6].

[bookmark: _Toc215140429]5.27.3	Assessment
Editor’s Note: Assessment is FFS
Different kinds of JWTs are clearly separated through implicit typing in TS 33.501 [3]. CCA and access tokens have different issuers and  contain different claims. They also support slightly different header parameters. Therefore, no further investigation is required.
[bookmark: _Toc215140430]5.28	BSP #28: Validate Issuer and Subject
[bookmark: _Toc215140431]5.28.1	Description of best practice
This best practice addresses the Vvalidatione of Iissuer and Ssubject, as specified described in clause 3.8 of RFC 8725 [5].
When a JWT contains an "iss" (issuer) claim, the application validates that the cryptographic keys used for the cryptographic operations in the JWT belong to the issuer. Similarly, when the JWT contains a "sub" (subject) claim, the application validates that the subject value corresponds to a valid subject.
Editor’s Note: Further description is FFS
[bookmark: _Toc215140432]5.28.2	Usage in 5G SBA

Editor’s Note: Analysis on usage is FFS.
Reference: 13.4.1.1.2 of TS 33.501[3]: 
The claims in the access tokens issued by the NRF include the NF Instance Id of the NRF (issuer) and the NF Instance Id of the NF Service Consumer (subject).
The recipient NF Service Producer checks the integrity of the received JWT using the public key of the NRF which issued the token. This way it verifies that the cryptographic key used for signing the token belongs to the issuer.onsumer Instance ID is part of the “subject” claim matches to the one used during the mTLS handshake. 
In the direct communication case, the recipient NF Service Producer also checks that the NF Instance Id in the subject claim within the access token matches the NF Instance Id in the subjectAltName in the NF Service Consumer's TLS client certificate. This way it verifies that the subject of the token is valid.
In the indirect communication case, if the CCA is present in the service request, the NF Service Producer can check that the subject claim in the access token matches the subject claim in the CCA. Since the NF Service Producer also verifies that the subject claim in the CCA matches the NF instance Id in the public key certificate used for signing the CCA, the NF Service Producer also verifies the validity of the subject of the token.
In roaming, the validity of the subject claim cannot be verified, because the NF Service Producer does not have access to NF Service Consumer’s TLS client nor CCA certificate. 

Reference: 13.3.8.3 of TS 33.501[3]: 
In CCA token claims, the "issuer" and "subject" is the NF Service Consumer. 
The recipient NRF or NF Service Producer validates the signature of the JWS. It also verifies that the NF instance ID of the NFc in the CCA token matches the NF Instance ID in the public key certificate used for signing the CCA. This way it is verified that the cryptographic key used for signing the token belongs to the issuer and that the subject of the token is valid.
In the roaming case, it is not possible to validate the issuer and subject, as the NF Service Producer in the home PLMN will not be able to verify the signature of the NF Service Consumer in the visited PLMN unless cross-certification process is established between the two PLMNs.
[bookmark: _Toc215140433]5.28.3	Assessment
Editor’s Note: Assessment is FFS
[bookmark: _Toc215140434]5.29	BSP #29: Use and Validate Audience
[bookmark: _Toc215140435]5.29.1	Description of best practice
This best practice addresses the uUse and vValidate aAudience as specified in clause section 3.9 of RFC 8725 [5].
JWTs are required to contain an “aud" (audience) claim to validate if the recipient node is the intended "audience" for that particular token.
Editor’s Note: Further description is FFS
[bookmark: _Toc215140436]5.29.2	Usage in 5G SBA
Reference: clause 13.4.1.1.2 of TS 33.501 [3]: 
In 5G SBA, "aud" The access token claims are required to include the audience claim. (e.g NF type of the NF Service Producer) is currently applied.The NF Service Producer is required to verify that the audience claim matches its own identity or the NF type of the NF Service Producer.

Reference: clause 13.3.8.3 of TS 33.501[3]: 
the recipient node checks that the audience claim in the CCA matches its own type.
CCA tokens are required to include the NF type of the expected audience, i.e. the type "NRF" and/or the NF type of the NF Service Producer.
The NRF or NF Service Producer is required to check that the audience claim in the CCA matches its own type.

Editor’s Note : Further analysis on the usage is FFS
[bookmark: _Toc215140437]5.29.3	Assessment
Editor’s Note: Assessment is FFS
The inclusion of audience in the token claims is already required in 5G SBA. Additionally, the validation of "aud" claim in direct and indirect communication scenarios is required  at the recipient node in 5G SBA security. Therefore, no further investigation is required.
[bookmark: _Toc215140438]5.30	BSP#30: Validate Cryptographic Inputs
[bookmark: _Toc215140439]5.30.1	Description of best practice
This best practice addresses the vValidate cCryptographic iInputs, as described in clause section 3.4 of RFC 8725 [5]. While using Elliptic Curve cryptography (like ECDH-ES) for key exchange, it’s important to make sure that the input keys or points are valid, meaning they actually belong according to the correct specified elliptic curve. and aren’t maliciously crafted.
[bookmark: _Toc215140440]5.30.2	Usage in 5G SBA
TS 33.210 [6], the validation of the such Cryptographic Inputs is implementation specific.
In 5G SBA, CCA and access tokens are signed using JWS. JWS as used in 5G SBA does not use elliptic curve key exchange, according to section 3.1 of RFC 7518 [y] (JSON Web Algorithms) and clause 6.3.3 (JWS profile) of TS 33.210 [6].

Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc215140441]5.30.3	Assessment
Editor’s Note: Assessment is FFS
This set of best practice is considered implementation specific. Therefore, no further investigation is required.
Elliptic curve key exchange is not used for JWTs in 5G SBA, so the validation of cryptographic inputs as described in section 3.3 of RFC 8725 [5] does not apply. Therefore, no further investigation is required.

[bookmark: _Toc215140442]5.31	BSP#31: Ensure Cryptographic Keys Have Sufficient Entropy
[bookmark: _Toc215140443]5.31.1	Description of best practice
This best practice addresses eEnsure cCryptographic kKeys hHave sSufficient eEntropy, as described in section clause 3.5 of RFC 8725 [5]. 
Cryptographic keys must are required to be truly random and strong and not predictable.
[bookmark: _Toc215140444]5.31.2	Usage in 5G SBA
While the use of cryptographic keys exists for JWT operations in 5G SBA as specified in clause 6.3 of TS 33.210 [6], the validation of such cryptographic entropy is implementation specific. 
The security related usage exists in 5G SBA but it is implementation specific.
Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc215140445]5.31.3	Assessment
Editor’s Note: Assessment is FFS
This best practice is considered implementation specific. Therefore, no further investigation is required.
[bookmark: _Toc215140446]5.32	BSP#32: Avoid Compression of Encryption Inputs
[bookmark: _Toc215140447]5.32.1	Description of best practice
This best practice addresses aAvoiding cCompression of eEncryption iInputs, as described in clausesection  3.6 of RFC 8725 [5].
 Avoiding the cCompression of eEncryption iInputs means do not compress data before encrypting it, because compression can create patterns that attackers can exploit to recover secret information from the encrypted data.
[bookmark: _Toc215140448]5.32.2	Usage in 5G SBA
Although it is not directly relevant to JWT operations in 5G SBA, the use of "null" compression method for TLS 1.2 has been specified in clause 6.2.3 of TS 33.210 [6].
Editor’s Note: Analysis on the usage is FFS

[bookmark: _Toc215140449]5.32.3	Assessment

5G SBA does not use compression of encryption inputs. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc215140450]5.33	BSP#33: Use Mutually Exclusive Validation Rules for Different Kinds of JWTs
[bookmark: _Toc215140451]5.33.1	Description of best practice
This best practice addresses Use mMutually eExclusive vValidation rRules for Different Kinds of JWTs, as described in sectionclause 3.12 of RFC 8725 [5]. 
If more than one kind of JWTs can be issued by the same issuer, it is required to prevent the substitution of JWTs from one context into another.
[bookmark: _Toc215140452]5.33.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
Editor’s Note: Analysis on the usage is FFS
Reference: clause 13.3.8 of TS 33.501 [3]
CCA tokens are JWTs that are issued by the NF Service Consumer and enable the NF Service Consumer to authenticate towards a receiving NF.
Reference: clause 13.4.1 of TS 33.501 [3]
Access tokens are JWTs that are issued by the NRF and enable NF Service Producers to authorize requests from NF Service requestors.
 the information element “token_type” is set to “bearer” and other utilizing CCA token type for indirect communication, both them have different validation rules. 
[bookmark: _Toc215140453]5.33.3	Assessment
Editor’s Note: Assessment is FFS
Both token types, access tokens and CCA tokens, have exclusive independent validation rules as described in clause 5.27. Therefore, no further investigation is required.
* * * End of Changes * * * *

