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Comments
This document resolves the EN’s for security best current practice for (RFC 9700).

* * * First Change * * * *
[bookmark: _Toc215140327]5.2.1	Description of best practice
This best practice addresses token replay prevention as specified described in clause 2.2 of RFC 9700 [2] OAuth2.0 security best current practice.
The RFC 9700 [2] cover access token and refresh token under token replay prevention. Both types of token can be replayed, hence replay prevention of it is necessary.
The best practice recommends to use sender-constrained access token scopes to prevent misuse of stolen and leaked access tokens. It is required to use sender-constrained refresh tokens or refresh token rotation for public clients.
[bookmark: _Toc215140328]
* * * Next Change * * * *

5.2.2	Usage in 5G SBA
Refresh tokens are not utilised and applicable to 5G SBA.
In the 5G SBA, access tokens are bound to mTLS authentication state between the network functions, these checks are made either at the discovery, access token request or service request.	Comment by Nokia5: Propose to keep as intro
Reference: 13.4.1.1.2 of TS 33.501 [3]: 
Where theThe access tokens request is validated at by NRF based on the identity of the NFc NF Service Consumer by comparing the NF Instance Id to the subjectAltName in the NFc TLS client certificate subsequently issuing the access token, which contains the subject claim ("sub").  that isThis claim provides the identity of the NFc NF Service Consumer which and hereby ties the access token to the NFc instance ID. This access token binding at the "sub" provides a means at NFp to perform validation by comparing the "sub" matches the subjectAltName in the NFc client certificate. 
In the direct communication case, the NF Service Producer checks whether the NF Instance ID in the subject claim within the access token matches the NF Instance ID in the subjectAltName in the NF Service Consumer's TLS client certificate. This enables the NF Service Producer to perform validation of the subject claim and constrains the access token to the sender NF Service Consumer.
In indirect communication, it is not possible to verify that the SCP or SEPP is using the access token on behalf of the NF Service Consumer that is identified by the subject access token claim.
Reference: clause 13.3.8.1 of TS 33.501 [3]:

In the indirect communication,
In indirect communication, CCA token does provides means to the authenticate the NFc NF Service Consumer towards the receiving end point (NRF, NF Service Producer) but it doesn’t does not provide end-to-end integrity protection on the full-service request due to TLS being established only between two respective NFs (i.e., NFc – SCP, SCP – NRF, SCP – NFp).which  This makes CCA token prone to replay attacks. 
Editor’s Note:  Further analysis on the usage is FFS
[bookmark: _Toc215140329]5.2.3	Assessment
Though comparison of NFc Instance ID in the "sub" and subjectAltName in the NFc client certificate may be sufficient for the case of direct communication, 
In direct communication scenarios, it can be verified that the NF Service Consumer that is identified by the subject access token claim, is the entity that presents the access token to the NF Service Producer. In indirect communication, it is not possible to verify that the SCP or SEPP are authorized to use the access token or CCA token on behalf of the NF Service Consumer.
For indirect communication being hop-by-hop in nature, mTLS cannot be used to link the access token with mTLS authentication state as a result, there is no reliable way to confirm that an intermediate node is legitimately authorized to present the access token on behalf of the NFc. Consequently, it is possible to replay tokens. However, risk exposure is reduced because using leaked or stolen tokens in service requests also requires the sender to be authenticated towards the SCP or the target NF Service Producer. Additionally, using short-lived tokens can further reduce the risk exposure by minimizing the time window for using leaked or stolen access tokens..	Comment by Huawei -r3: Authenticated NF doesn’t rule out the possibility of bad intent of the Authenticated NF. Also its not that only leaked and stolen token can be utilised to replay, but also legit NF acting as authenticated NF can manipulate the token and replay it. 
Refresh tokens are not utilised and applicable to 5G SBA. Hhence, no further action is required. 
Editor’s Note: Further assessment is FFS
* * * End of Changes * * * *

