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Comments
This document resolves the EN’s for security best current practice for (RFC 9700).

* * * First Change * * * *
[bookmark: _Toc210042402]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[y]	IETF RFC 8414: "OAuth 2.0 Authorization Server Metadata".
[z]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".


* * * Next Change * * * *
[bookmark: _Toc215140322]5.1	BSP#1: Access token privilege restriction
[bookmark: _Toc215140323]5.1.1	Description of best practice
This best practice addresses access token privilege restriction, as described in clause section 2.3 of RFC 9700 [2].
Access token privileges should are recommended to be limited to the minimum required for a particular use case. Thus, access tokens should are recommended to be audience-restricted to a specific resource server or a small set of resource servers.
[bookmark: _Toc215140324]5.1.2	Usage in 5G SBA
Reference: clause 14.3.2 of TS 33.501 [3]
Access tokens are mandatorily audience-restricted using the "audience" claim. Audience includes the NF type of the NF Service Producers, or one or several NF Instance Id(s) of the requested NF Service Producer, potentially appended with PLMN ID (or SNPN ID).
Access tokens are mandatorily restricted at service level using the "scope" claim. Scope includes the expected service name(s) of the expected NF Service Producers for NF type-level access tokens or of the requested NF Service Producer.
Access tokens are optionally audience-restricted by a list of S-NSSAIs or NSI IDs, the NF Set ID and/or NF Service Set Id of the expected NF Service Producer instances.
Reference: clause 13.4.1.0 of TS 33.501 [3]
Access tokens may optionally be restricted with higher level of granularity using the "additional scope" claim. The additional scopes included within the access token restrict authorization on service operation and/or resource/data level.
Reference: Annex X of TS 33.501 [3]
Access tokens may optionally be restricted with other use case specific claims, such as the sourceNfinstanceId that includes the NF Instance ID of ML model consumer.
Reference: clause 13.4.1.1.2 of TS 33.501 [3]
During the verification of the access token, the NF Service Producer enforces the privilege restriction by checking that the "audience" claim matches its own identity or NF type.
Depending on if the respective claim is present, the NF Service Producer checks that
· the "scope" claim matches the requested service operation,
· the "additional scope" claim matches the requested service operation,
· at least one of the S-NSSAIs or NSI IDs served by the NF Service Producer is included in the list of S-NSSAIs or NSI IDs,
· the NF Set ID matches its own NF Set ID, and
· the NF Service Set ID matches the requested NF Service Set ID.
[bookmark: _Toc215140325]5.1.3	Assessment 
Token-based authorization relies on "audience", "scope", and "additional scope" as specified in clause 13 of TS 33.501 [3] and other use case specific claims, for example as specified in Annex X of TS 33.501 [3], to restrict the privileges of issued access tokens.
Access token privilege restriction applies to 5G SBA and is already implemented in token-based authorization, enabling the NRF to define the scope of issued access tokens at slice, NF type, NF set, NF instance, service, service operation and resource level. No further investigation of access token privilege restriction is required.
Editor’s Note: Further assessment is FFS

[bookmark: _Toc215140330]5.3	BSP #3: Client Authentication
[bookmark: _Toc215140331][bookmark: _Hlk214882308]5.3.1	Description of best practice
This best practice addressescovers cClient aAuthentication, as describedspecified in sectionclause 2.5 of RFC 9700 [2] OAuth2.0 security best current practice. The clause does highlight the need to authenticate the client with the authorization server.
[bookmark: _Toc215140332]5.3.2	Usage in 5G SBA
Reference: clause 13.4.1.1.2 of TS 33.501 [3]
In service access authorization for direct communication within the PLMN, prior to the access token request the NRF and NF mutually authenticate each other, and the NF Service Consumer is identified by the NF Instance ID of the public key certificate of the NF Service Consumer.
Reference: clause 13.4.1.2.2 of TS 33.501 [3]
In service access authorization in roaming scenarios, prior to the access token request the NRF in the visited PLMN (vNRF) authenticates the NF Service Consumer, and the NF Service Consumer is identified by the NF Instance ID of the public key certificate of the NF Service Consumer. The hNRF and vNRF are implicitly authenticated via N32 mutual authentication of SEPPs. End-to-end mutual authentication between the NF Service Consumer and the hNRF is not achieved.
Reference: clause 13.3.1.2 of TS 33.501 [3]
In indirect communication, NF and NRF authenticate each other using mutual authentication, client credentials assertion (CCA) based authentication, as specified in clause 13.3.8 of TS 33.501 [3] or implicit hop-by-hop security.
In model C, as described in Annex R of TS 33.501 [3], NF Service Consumer and NRF can use mutual authentication for the access token request, when the NF Service Consumer requests the access token directly from the NRF.
Client credentials assertion authentication is based on a CCA token sent by the NF Service Consumer to the NRF via an intermediate such as the SCP. CCA based authentication does not provide authentication of the NRF towards the NF Service Consumer or protection of the access token request sent by the NF Service Consumer to the NRF. 
Implicit authentication is achieved by relying on authentication between NF Service Consumer and SCP, and between SCP and NRF, provided by the hop-by-hop security protection at the transport layer, NDS/IP, or physical security. Mutual authentication between NF Service Consumer and NRF is not achieved with hop-by-hop security. Additionally, the NRF is not able to verify that an access token request sent by SCP on behalf of a certain NF Service Consumer, is actually authorized by this consumer.
Reference: 13.3.1.1 and 13.3.2.1 of TS 33.501 [3]: 
For direct communication the aforementioned clause in the specification states that interaction between (NF – NRF) or (NF-NF) authenticates each other during discovery, registration, and access token request. This authentication is performed by comparing the NF instance ID carried in the message to the subjectAltName in the NF Service Consumer's TLS client certificate presented during TLS handshake.
Reference: 13.3.1.1 and 13.3.2.1 of TS 33.501 [3]: 
For Indirect communication between NF-NRF, Client credentials assertion (CCA) based authentication as specified in clause 13.3.8 of TS 33.501[3] is utilised, where CCA based authentication does not provide authentication of the NRF towards the NF Service Consumer or protection of the service request sent by the NF Service Consumer to the NRF, thus relying on implicit hop-by-hop security for authentication with further elaboration in NOTE 3 of the specific clause. 
Editor’s Note: Further analysis on the usage is FFS
[bookmark: _Toc215140333]5.3.3	Assessment
In direct communication scenarios, the NF Service Consumer and the NRF mutually authenticate each other before the access token request. In indirect communication, it is possible to achieve mutual authentication between the NF Service Consumer and the NRF when communication model C (Annex R of TS 33.501 [3]) is used and the NF Service Consumer requests the access token directly from the NRF. In the remaining indirect communication and roaming scenarios, end-to-end mutual authentication cannot be achieved, but a conscious decision was made to not address the risk further in 5G and leave the choice of option and potential mitigation of risks to implementation and deployment. Therefore, no further investigation is required.
As highlighted in clause 13.3.2.2 of TS 33.501 [3] mTLS based authentication in indirect communication is not achieved because of by hop-by-hop security. Thus, there is no means to verify that an CCA token request sent by SCP on behalf of a certain NF Service Consumer, is actually authorized by this consumer as specified in 13.3.1.2 of TS 33.501[3] NOTE 3. Also, CCA tokens do not provide integrity protection on the full service request as highlighted in 13.3.8.1 of TS 33.501 [3]. 
Editor’s Note: Further assessment is FFS

[bookmark: _Toc215140334]5.4	BSP#4: Protecting Redirect-Based Flows
[bookmark: _Toc215140335]5.4.1	Description of best practice
This best practice addresses protecting redirect-based flows, as described in sectionclause 2.1 of RFC 9700 [2].
Redirect-based flows are OAuth 2.0 authorization flows where the client is redirected through the browser to the authorization server to authenticate and grant access, and the authorization result is returned via a redirect back to the client.
[bookmark: _Toc215140336]5.4.2	Usage in 5G SBA
Redirect-based flows are not usedThere is no security related usage in 5G SBA. 
[bookmark: _Toc215140337]5.4.3	Assessment
Redirect-Based Flows are OAuth 2.0 authorization flows where the client is redirected through the browser to the authorization server to authenticate and grant access, and the authorization result is returned via a redirect back to the client. Redirect-bBased fFlows as a feature is not applied in 5G SBA. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc215140338]5.5	BSP#5: Resource Owner Password Credentials Grant
[bookmark: _Toc215140339]5.5.1	Description of best practice
This best practice addresses rResource oOwner Ppassword cCredentials gGrant, as described in sectionclause 2.4 of RFC 9700 [2].
The resource owner password credentials grant is an OAuth 2.0 flow where the client directly uses the user’s username and password to obtain an access token, typically only used in highly trusted scenarios.
[bookmark: _Toc215140340]5.5.2	Usage in 5G SBA
Resource owner password credentials grant is not usedThere is no security related usage in 5G SBA.
[bookmark: _Toc215140341]5.5.3	Assessment
The Resource Owner Password Credentials Grant is an OAuth 2.0 flow where the client directly uses the user’s username and password to obtain an access token, typically only used in highly trusted scenarios. Resource oOwner pPassword cCredentials gGrant as a feature is not applied in 5G SBA. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc215140342]5.6	BSP#6: OAuth 2.0 Authorization Server Metadata
[bookmark: _Toc215140343]5.6.1	Description of best practice
This best practice addresses OAuth 2.0 Authorization Server Metadata, as described in sectionclause 2.6 of RFC 9700 [2].
Editor’s Note: Further description is FFS
Authorization servers publish OAuth Authorization Server Metadata according to RFC 8414 [y] to enable automatically security features, to reduce client misconfigurations and to facilitate rotation of cryptographic keys.
[bookmark: _Toc215140344]5.6.2	Usage in 5G SBA
There is no security related usage in 5G SBA.OAuth 2.0 Authorization Server Metadata is not used in 5G SBA. Cryptographic key rotation is facilitated by the access token retrieve key service operation.
[bookmark: _Toc215140345]5.6.3	Assessment
Editor’s Note: Assessment is FFS
OAuth 2.0 Authorization Server Metadata as a feature is not applied in 5G SBA security. Token-based authorization uses only a few and well-defined features of OAuth 2.0, so there is no need to enable automatically security features or reduce client misconfigurations. Therefore, no further investigation is required.
[bookmark: _Toc215140346]5.7	BSP#7: Termination of TLS at intermediary
[bookmark: _Toc215140347]5.7.1	Description of best practice
This best practice addresses Termination of TLS at intermediary, as described in sectionclause 2.6 and sectionclause 4.13 of RFC 9700 [2]. This current best practice is linked to the BSP#20.
[bookmark: _Toc215140348]5.7.2	Usage in 5G SBA
TLS terminating reverse proxy deployment architecture is not used in 5G SBA specifications.
There is no security related usage in 5G SBA.
[bookmark: _Toc215140349]5.7.3	Assessment
Termination of TLS at an intermediary that acts as reverse proxy on upper layer is a mechanism that is not applied in 5G SBA specifications. Therefore, no further investigation is required.
[bookmark: _Toc215140350]5.8	BSP#8: Cross- Oorigin Rresource Ssharing (authorization endpoint)
[bookmark: _Toc215140351]5.8.1	Description of best practice
This best practice addresses Cross- Oorigin Rresource Ssharing (authorization endpoint), as described in sectionclause 2.6 of RFC 9700 [2].
Editor’s Note: Further description is FFS
Cross origin resource sharing is layered on top of HTTP and allows responses to declare they can be shared with other origins.
[bookmark: _Toc215140352]5.8.2	Usage in 5G SBA
There is no security related usage in 5G SBA.Cross-Origin Resource Sharing is not used in 5G SBA.
[bookmark: _Toc215140353]5.8.3	Assessment
Editor’s Note: Assessment is FFS
Cross origin resource sharing (authorization endpoint) as a feature is not applied in 5G SBA security. Therefore, no further investigation is required.
[bookmark: _Toc215140354]5.9	BSP#9: Insufficient Redirection URI Validation
[bookmark: _Toc215140355]5.9.1	Description of best practice
This best practice addresses Insufficient Redirection URI Validation, as described in sectionclause 4.1 of RFC 9700 [2].
Editor’s Note: Further description is FFS
Insufficient validation of the Redirection URI effectively breaks client identification or authentication and allows an attacker to obtain an authorization code or access token.
[bookmark: _Toc215140356]5.9.2	Usage in 5G SBA
Redirection URIs are not used between the authorization server and the client in 5G SBA token-based authorization.
There is no security related usage in 5G SBA.
[bookmark: _Toc215140357]5.9.3	Assessment
Redirection URIs between the authorization server and the client  as a feature isare not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc215140358]5.10	BSP#10: Credential Leakage via Referer Headers
[bookmark: _Toc215140359]5.10.1	Description of best practice
This best practice addresses potential credential leakage via Referer headers, as described in sectionclause 4.2 of RFC 9700 [2].
Editor’s Note: Further description is FFS
Authorization codes or state values can unintentionally be disclosed to attackers through the Referer HTTP header.
[bookmark: _Toc215140360]5.10.2	Usage in 5G SBA
The Referer HTTP header is not used in 5G SBA.There is no security related usage in 5G SBA.
[bookmark: _Toc215140361]5.10.3	Assessment 
Editor’s Note: Assessment is FFS
Referer HTTP header as a feature is not applied to 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc215140362]5.11	BSP#11: Credential Leakage via Browser History
[bookmark: _Toc215140363]5.11.1	Description of best practice
This best practice addresses potential credential leakage via browser history, as described in sectionclause 4.32 of RFC 9700 [2].
Editor’s Note: Further description is FFS
Credential leakage via browser history refers to the unintended exposure of OAuth credentials (e.g., access tokens, authorization codes) when they are transmitted through front-channel mechanisms and become stored in a user-agent’s browser history.
[bookmark: _Toc215140364]5.11.2	Usage in 5G SBA
Browser-based authorization is not used in 5G SBA.There is no security related usage in 5G SBA.
[bookmark: _Toc215140365]5.11.3	Assessment
This practice is applicable to clients using a browser-based authorization and is not applied in 5G SBA Therefore, no further investigation is required.
[bookmark: _Toc215140366]5.12	BSP#12: Mix-Up Attacks
[bookmark: _Toc215140367]5.12.1	Description of best practice
This best practice addresses Mix-Up attacks, as described in sectionclause 4.4 of RFC 9700 [2].
Editor’s Note: Further description is FFS
OAuth client is configured to interact with multiple authorization servers, and at least one of those authorization servers is controlled or influenced by an attacker in such a scenario client may be unable to reliably distinguish which authorization server issued a particular authorization credential. The objective of the attacker is to obtain valid credentials such as an authorization code or an access token that were originally issued by a non-compromised authorization server. Rather than attacking that server directly, the attacker exploits the client’s confusion.
[bookmark: _Toc215140368]5.12.2	Usage in 5G SBA

Editor’s Note: Analysis on the usage is FFS
Applicable to only implicit or authorization code grant types. There is no security related usage in 5G SBA security.
[bookmark: _Toc215140369]5.12.3	Assessment
This practice is only applicable to only implicit or authorization code grant types, which areis not applied in 5G SBA Therefore, no further investigation is required.
[bookmark: _Toc215140370]5.13	BSP#13: Authorization Code Injection
[bookmark: _Toc215140371]5.13.1	Description of best practice
This best practice addresses potential Authorization Code injection, as described in sectionclause 4.5 of RFC 9700 [2].
An authorization code is a short-lived credential issued to the client, which the client later exchanges directly with the authorization server to obtain access tokens securely. An attacker who has gained access to an authorization code contained in an authorization response can try to redeem the authorization code for an access token.

Editor’s Note: Further description is FFS
[bookmark: _Toc215140372]5.13.2	Usage in 5G SBA
Authorization codes are not used in 5G SBAThere is no security related usage in 5G SBA.
[bookmark: _Toc215140373]5.13.3	Assessment
Authorization code is not applied in 5G SBA security. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc215140374]5.14	BSP#14: Access Token Injection
[bookmark: _Toc215140375]5.14.1	Description of best practice
This best practice addresses potential aAccess tToken injection, as described in sectionclause 4.6 of RFC 9700 [2].
Applicable to implicit and authorization grant types, an access token injection attack happens when an attacker takes a stolen access token and tricks a legitimate application (the client) into accepting and using that token as if it were issued for the current login session.

Editor’s Note: Further description is FFS
[bookmark: _Toc215140376]5.14.2	Usage in 5G SBA
Implicit grant type, which is a precondition for the attack, is not used in 5G SBAThere is no security related usage in 5G SBA.
[bookmark: _Toc215140377]5.14.3	Assessment
The attack is applicable to iImplicit grant type and this grant type is not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc215140378]5.15	BSP#15: Cross-Site Request Forgery
[bookmark: _Toc215140379]5.15.1	Description of best practice
This best practice addresses potential Cross-Site Request Forgery, as described in sectionclause 4.7 of RFC 9700 [2].
An attacker attempts to inject a request to the redirection URI of a legitimate client on a victim's device, e.g., to cause the client to access resources under the attacker's control.


Editor’s Note: Further description is FFS
[bookmark: _Toc215140380]5.15.2	Usage in 5G SBA
Redirection URIs are not used in 5G SBAThere is no security related usage in 5G SBA.
[bookmark: _Toc215140381]5.15.3	Assessment
Redirection URI is not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc215140382]5.16	BSP#16: PKCE Downgrade Attack
[bookmark: _Toc215140383]5.16.1	Description of best practice
This best practice addresses PKCE downgrade attacks, as described in sectionclause 4.8 of RFC 9700 [2].
A PKCE downgrade attack happens when an attacker forces a login process to skip using PKCE, even though the authorization server supports it. This is possible when PKCE is optional instead of mandatory. PKCE (Proof Key for Code Exchange) is an OAuth 2.0 extension that prevents authorization code interception by having the client send a code challenge with the authorization request and later prove possession with a matching code verifier when exchanging the code.

Editor’s Note: Further description is FFS
[bookmark: _Toc215140384]5.16.2	Usage in 5G SBA
PKCE is a security extension for the Authorization Code Grant, which is not used in 5G SBAThere is security no related usage in 5G SBA.
[bookmark: _Toc215140385]5.16.3	Assessment
PKCE as a feature is not applied in 5G SBA. Therefore, no further investigation is required.
Editor’s Note: Assessment is FFS
[bookmark: _Toc215140386]5.17	BSP#17 Preventing Leakage via Metadata
[bookmark: _Toc215140387]5.17.1	Description of best practice
This best practice is foraddresses the prevention ofng leakage via OAuth 2.0 Authorization Server Metadata, as described in clause section 4.10.3 of RFC 9700 [2].
OAuth 2.0 Authorization Server Metadata is a standard way for an authorization server to publish its configuration (such as endpoints URL’s) so that clients can automatically discover how to interact with it.

Editor’s Note: Further description is FFS
[bookmark: _Toc215140388]5.17.2	Usage in 5G SBA
OAuth 2.0 Authorization Server Metadata is not used in 5G SBAThere is no security related usage in 5G SBA.
[bookmark: _Toc215140389]5.17.3	Assessment
Editor’s Note: Assessment is FFS
OAuth 2.0 Authorization Server Metadata as a feature is not applied in 5G SBA security. Therefore, no further investigation is required.
[bookmark: _Toc215140390]5.18	BSP#18: Open Redirection
[bookmark: _Toc215140391]5.18.1	Description of best practice
This best practice addresses open redirection, as described in clause section 4.11 of RFC 9700 [2].
An attacker may use open redirectors to produce URLs pointing to a client to exfiltrate authorization codes and access tokens, or it can utilize a user’s trust in the authorization server to perform phishing attacks.

Editor’s Note: Further description is FFS
[bookmark: _Toc215140392]5.18.2	Usage in 5G SBA
URL redirection is used in 5G SBA to redirect access token requests between trusted NRFs (see clause 5.19 307 Redirect), but it is not used in communication flows between the authorization server and the client or for sharing issued access tokensThere is no security related usage in 5G SBA.
[bookmark: _Toc215140393]5.18.3	Assessment
Editor’s Note: Assessment is FFS
URL redirection as a feature is not applied while issuing access tokens in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc215140394]5.19	BSP#19: 307 Redirect
[bookmark: _Toc215140395]5.19.1	Description of best practice
This best practice addresses 307 redirect, as described in sectionclause 4.12 of RFC 9700 [2].
After a user submits their credentials with HTTP POST to the authorization server to authorize a client, the authorization server checks the credentials and redirects the user agent to the client’s redirection endpoint. If the authorization server uses redirection with status code 307, it discloses sensitive user credentials to the client.


Editor’s Note: Further description is FFS
[bookmark: _Toc215140396]5.19.2	Usage in 5G SBA
Reference: clause 5.4.2.2.3 of TS 29.510 [3]
When multiple NRFs are deployed in one PLMN, one NRF (NRF-1) can request an OAuth2 access token from a different NRF (NRF-2) to address an access token request from an NF Service Consumer. The access token request between these two NRFs can be redirected to a third NRF (NRF-3).
If the access token request procedure with intermediate redirecting NRF described in clause 5.4.2.2.3 of TS 29.510 [z] is used, upon reception of the access token request and based on the information contained in the request and locally stored information, NRF-2 identifies the next hop NRF and redirects the request by returning HTTP "307 Temporary Redirect" response. The "307 Temporary Redirect" response contains a Location header field, where the host part of the URI in the Location header field represents the target NRF (NRF-3).
Upon reception of "307 Temporary Redirect" response, NRF-1 sends the Access token request to NRF-3 by using the URI contained in the Location header field of the "307 Temporary Redirect" response.
307 redirection is only used between NRFs for the access token request, where no sensitive credentials are shared.
There is no security related usage in 5G SBA.
[bookmark: _Toc215140397]5.19.3	Assessment
Editor’s Note: Assessment is FFS
In 5G SBA, 307 redirect is not used between the authorization server and the client. Additionally, the concept of a user providing credentials towards the authorization server to authorize a client does not apply in 5G SBA. Therefore, no further investigation is required.

[bookmark: _Toc215140398]5.20	BSP#20: TLS Terminating Reverse Proxies
[bookmark: _Toc215140399]5.20.1	Description of best practice
This best practice addressesis for TLS terminating reverse proxies, as described in sectionclause 4.13 of RFC 9700 [2] and in clause 5.7 of this document.
TLS terminating gateway acting as reverse proxies specifically on http layer where it normalizes, sanitizes and enforces policies on http headers.

Editor’s Note: Further description is FFS
[bookmark: _Toc215140400]5.20.2	Usage in 5G SBA
TLS terminating reverse proxy deployment architecture is not used in 5G SBA specificationsThere is no security related usage in 5G SBA.
Editor’s Note: Further usage analysis is FFS
[bookmark: _Toc215140401]5.20.3	Assessment

Editor’s Note: Assessment is FFS
HTTP based header sanitization, normalization and enforcement as part of TLS terminating reverse proxies are not applied in 5G SBA security. Therefore, no further investigation is required.
[bookmark: _Toc215140402]5.21	BSP#21: Refresh Token Protection
[bookmark: _Toc215140403]5.21.1	Description of best practice
This best practice addressesis for rRefresh tToken pProtection, as described in sectionclause 4.14 of RFC 9700 [2].
The refresh token is used to request a new access token when needed, instead of keeping long-lasting access tokens active avoiding client proving its identity again when requesting a new token.

Editor’s Note: Further description is FFS
[bookmark: _Toc215140404]5.21.2	Usage in 5G SBA
Refresh tokens are not usedThere is no security related usage in 5G SBA.
[bookmark: _Toc215140405]5.21.3	Assessment
Refresh tokens are not applied in 5G SBA as the tokens are expected to be short-lived already. Therefore, no further investigation is required.
[bookmark: _Toc215140406]5.22	BSP#22: Client Impersonating Resource Owner
[bookmark: _Toc215140407]5.22.1	Description of best practice
This best practice addresses scenarios of clients impersonating resource owners, as described in sectionclause 4.15 of RFC 9700 [2].
If a client can select its own client_id during registration with the authorization server, it may set it to a value identifying a resource owner to confuse the resource server and access resources belonging to the resource owner.
 

Editor’s Note: Further description is FFS
[bookmark: _Toc215140408]5.22.2	Usage in 5G SBA

Editor’s Note: Analysis on the usage is FFS
Resource owner is involved in other type of grants such as authorization code grant, hence there is no security related usage in 5G SBA.
[bookmark: _Toc215140409]5.22.3	Assessment
This practice is only applicable to only implicit or authorization code grant types, which areis not applied in 5G SBA Therefore, no further investigation is required.
[bookmark: _Toc215140410]5.23	BSP#23: Clickjacking
[bookmark: _Toc215140411]5.23.1	Description of best practice
This best practice addresses potential clickjacking, as described in sectionclause 4.16 of RFC 9700 [2].
In clickjacking attacks, an attacker embeds the authorization endpoint user interface in an innocuous context to deceive the user and obtain the user’s credentials.

Editor’s Note: Further description is FFS
[bookmark: _Toc215140412]5.23.2	Usage in 5G SBA
There is no security related usage in 5G SBA.
Browser-based user communication is not relevant to SBA and hence there is no security related usage in 5G SBA.

Editor’s Note: Analysis on the usage is FFS
[bookmark: _Toc215140413]5.23.3	Assessment
User interfaces and their usages are not applied in 5G SBA. Therefore, no further investigation is required.
[bookmark: _Toc215140414]5.24	BSP#24: Attacks on In-Browser Communication Flows
[bookmark: _Toc215140415]5.24.1	Description of best practice
This best practice addresses potential attacks on in-browser communication flows, as described in sectionclause 4.17 of RFC 9700 [2].
In-Browser Communication Flows are OAuth/OIDC interactions where the browser mediates communication between the authorization server and client, so tokens or codes transit through browser-side channels rather than only through direct server-to-server back channels.

Editor’s Note: Further description is FFS
[bookmark: _Toc215140416]5.24.2	Usage in 5G SBA
Browser-based authorization is not used in 5G SBAThere is no security related usage in 5G SBA.
[bookmark: _Toc215140417]5.24.3	Assessment
Editor’s Note: Assessment is FFS
This practice is applicable to clients using browser-based authorization and is not applied in 5G SBA Therefore, no further investigation is required.
* * * End of Changes * * * *

