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Comments
This contribution addresses the Key Issue 2 on security protection of compromised WAB nodes and core network measures . 


* * * First Change * * * *
6.Y 	Solution #Y: WAB-node Mutual Authentication and Message Protection
6.Y.1	Introduction
This solution addresses security risks from compromised WAB nodes in untrusted environments by reusing existing 3GPP security mechanisms specified in TS 33.501[4] and NDS/IP framework for authentication and message protection, enabling secure interaction with the 5GC and NG-RAN without introducing new security primitives.

6.Y.2	Solution details
This solution reuses existing 3GPP security mechanisms specified in TS 33.501[4] and the Network Domain Security for IP-based protocols (NDS/IP) framework. The WAB-MT applies 5G primary authentication (e.g. 5G-AKA) for mutual authentication with the AUSF/UDM, as specified in TS 33.501[4]. The WAB-gNB reuses certificate-based NDS/IP mechanisms, such as TLS or IPsec, for mutual authentication with the AMF, UPF and neighboring gNBs.
Message protection for N2, N3, Xn and OAM interfaces reuses existing NDS/IP mechanisms, in particular IPsec ESP, providing integrity, confidentiality and replay protection. These reused mechanisms mitigate rogue signaling and topology manipulation threats in untrusted WAB node environments.

6.Y.3	Evaluation
The solution leverages existing security mechanisms and procedures.

* * * End of Changes * * * *

