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Comments
This contribution proposes a new solution to address Key Issue #1. Compared to the solutions included in the TR, this new solution minimizes the impact on both the network and the device in our view since it does not require neither multiple NAS COUNT pairs, nor new keys. The solution is based on two new mechanisms:
· The Sat ID is used as a separation parameter in the COUNT input parameter as described in Solution #2. This prevents an attacker from replaying messages and masquerading as if they were from the UE or from an MME onboard a different satellite.
· The UL COUNT value in the UE side is set to the maximum of the stored UL and DL COUNT values for the initial NAS message. This guarantees freshness of the values on the MME side so no valid messages are discarded due to outdated and hence desynchronized stored COUNT values.

* * * First Change * * * *
Solution #Y: Solution to the NAS key stream re-use issue during S&F operations
6.Y.1	Introduction
The solution addresses Key Issue #1.
The solution is based on two new mechanisms:
· The Satellite ID obtained from SIB31 is used as a separation parameter in the COUNT input parameter as described in Solution #2. This prevents an attacker from replaying messages and masquerading as if they were from the UE or from an MME onboard a different satellite.
· The DL NAS COUNT value stored in the MME side is set to be no less than the latest received and validated UL NAS COUNT value received from the UE. This guarantees freshness of the values on both the UE and the MME side so no valid messages are discarded due to outdated stored values on MME. To achieve this the NAS OVERFLOW value is included in the initial message.
The solution does not require neither multiple NAS COUNT pairs nor new keys on the UE or the MME onboard.
The motivation for this NAS COUNT handling is that during S&F operations, the UE will always have the latest values of the NAS COUNTs. Consequently, when moving to a new MME-onboard that the UE did not communicate with before, the UE would end up discarding the downlink messages because of the included outdated NAS SQN values. This is why this new NAS COUNT handling is required. 
Furthermore, during communication with one of the MME-onboards, there is a risk that the NAS OVERFLOW is incremented several times. Therefore, it is included as well in the initial NAS message. This is to avoid an integrity check failure due to an outdated NAS OVERFLOW value on the MME side.
6.Y.2	Solution details
6.Y.2.1	Key stream separation
As described in Solution #2, it is proposed to concatenate the Satellite ID parameter when forming the COUNT input to the NAS algorithms. The Satellite ID is an 8-bit long identifier that uniquely maps to the MME onboard as specified in 3GPP TS 24.301 [4]. The Satellite ID is broadcast by eNB in SIB31.
COUNT: = Satellite ID || NAS OVERFLOW || NAS SQN
This handling is performed on the UE and the MME side. The UE acquires the ID value from SIB31, while the MME is assumed to be preconfigured in advance with the value. All other related security parameters are unchanged and are handled as described in 3GPP TS 33.401 [3].
NOTE: The satellite ID is not stored as part of the UL/DL NAS COUNT in the UE security context.
Using the Satellite ID parameter when forming the COUNT input provides cryptographic separations between the protected messages pertaining to different satellites. Consequently, an attacker cannot replay old and valid downlink messages originating from a given satellite to pretend that they are from another one. Similarly, an attacker cannot replay old and valid uplink messages from the UE intended to different satellites.
6.Y.2.2	NAS COUNT synchronization
This solution uses a single NAS COUNT pair on the UE and the MMEs on board. The handling of the NAS COUNT stored values differs as follows.
When the UE is about to trigger NAS communication with an MME via for example a service request, the UE sets the UL COUNT value to the max among the stored DL and UL COUNT values. The UE then proceeds with the construction of the protected message but includes also the NAS OVERFLOW in clear in addition to the NAS SQN. The UE then increments the stored UL COUNT value.
When the MME receives an initial NAS message, a similar handling is required for the stored DL COUNT value. The MME constructs the UL COUNT value using both the received SQN and OVERFLOW values. MME compares this constructed value with the stored one. In case of a successful integrity verification, the MME updates the stored UL COUNT value. The MME also sets the stored DL COUNT value to the maximum of its stored DL and UL COUNT values. The MME proceeds with the response if any without any new handling. 
Observe that this handling is only required for the initial NAS message every time the UE moves to a different MME-onboard. The subsequent NAS messages with the same MME-onboard are handled as per 3GPP TS 33.401 [3]. Figure 6.Y.2.2-1 illustrates this new handling.

 




Figure 6.Y.2.2-1: NAS UL/DL COUNT synchronization when UE switches to a new satellite
6.Y.3	Evaluation
The solution addresses the requirements of Key Issue #1.
The solution introduces the Satellite ID when forming the COUNT parameter to guarantee separation. The solution also proposes a new handling of the store COUNT values both on the network and the UE side to ensure synchronization. The solution requires also the inclusion of the NAS OVERFLOW value in the initial NAS message. This new handling is only required for the initial NAS message. 
The usage of the Satellite ID together with the inclusion of the NAS OVERFLOW value in the initial message is a new capability that requires new means for support indication and activation. The solution does not take any stand on that.
The solution has impact on the UE and the MME. The solution does not require neither multiple NAS COUNT pairs nor new keys.
The NAS COUNT handling in this solution may lead to a slightly earlier NAS COUNT wrap around compared to the normal NAS COUNT handling. 
Editor’s Note: Further evaluation is FFS.
* * * End of Changes * * * *
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