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* * * First Change * * * *
[bookmark: _Toc19610028][bookmark: _Toc26799027][bookmark: _Toc193279487][bookmark: _Toc19610034][bookmark: _Toc26799033][bookmark: _Toc193279493]4.2.2	Security functional requirements on the eNodeB deriving from 3GPP specifications and related test cases
[bookmark: _Toc19610029][bookmark: _Toc26799028][bookmark: _Toc193279488]4.2.2.1	Security functional requirements on the eNodeB deriving from 3GPP specifications – TS 33.401 [3]
[bookmark: _Toc19610030][bookmark: _Toc26799029][bookmark: _Toc193279489]4.2.2.1.1	Control plane data confidentiality protection

* * * Next Change * * * *

[bookmark: _Toc19610032][bookmark: _Toc26799031][bookmark: _Toc193279491]4.2.2.1.3	User plane data ciphering and deciphering at the eNB 
Requirement Name: User plane data ciphering and deciphering at eNB 
Requirement Reference: TS 33.401 [3], clause 5.3.4
Requirement Description: "The eNB shall cipher and decipher user plane packets between the Uu reference point and the S1/X2 reference points." as specified in TS 33.401 [3], clause 5.3.4.  
Threat References: TR 33.926 [4], clause C.2.2.3 – User plane data ciphering and deciphering at eNB.
Test Case:
Test Name: TC-DATA-CIP-eNB-Uu
Purpose: To verify that the user data packets are confidentiality protected over the air interface.
Pre-Condition: 
-	The eNB network product is connected in emulated/real network environments. UE and the MME may be simulated,
-	The tester can capture the messages via the air interface. 
-	The tester enables the user plane ciphering protection and ensure EEA0 is not used.
Execution Steps: 
1. The UE sends an attach request to the MME.
2. The MME sends a KeNB and the UE security capability to the eNB.
3. eNB selects an algorithm and sends AS SMC to the UE, 
4. eNB receive AS SMP from the UE.
Expected Results: 
User plane packets sent by the eNB after eNB sending AS SMC is ciphered.
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
Test Name: TC-DATA-CIP-eNB-S1/X2
The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [2].

* * * Next Change * * * *
4.2.2.1.5	AS algorithms selection 
Requirement Name: AS algorithms selection
Requirement Reference: TS 33.401 [3], clause 7.2.4.1; TS 33.401 [3], clause 7.2.4.2.1 
Requirement Description: " The serving network shall select the algorithms to use dependent on: the UE security capabilities of the UE, and the configured allowed list of security capabilities of the currently serving network entity." as specified in TS 33.401 [3], clause 7.2.4.1".
"Each eNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator." as specified in TS 33.401 [3], clause 7.2.4.2.1.
Threat References: TBA TR 33.926 [4], clause C.2.2.X, AS algorithm selection and use
Test Case: 
Test Name: TC_ENB_AS_ALGO_SELECTION
Purpose:
 Verify that the eNB selects the algorithms with the highest priority in its configured list. 
Pre-Conditions:
Test environment with the eNB has been pre-configured with allowed security algorithms with priority. 
Execution Steps
1)	The UE sends attach request message to the eNB.
2)	The eNB receives S1 context setup request message.
3)	The eNB sends the SECURITY MODE COMMAND message.
4)	The UE replies with the AS SECURITY MODE COMPLETE message.
Expected Results:
The eNB initiates the SECURITY MODE COMMAND message that includes the chosen algorithm with the highest priority according to the ordered lists and is contained in the UE EPS security capabilities. 
The MAC in the AS SECURITY MODE COMPLETE message is verified, and the AS protection algorithms are selected and applied correctly.
Expected format of evidence:
Sample copies of the log files.
* * * Next Change * * * *
[bookmark: _Toc19610035][bookmark: _Toc26799034][bookmark: _Toc193279494]4.2.2.1.6	Verify RRC integrity protection
Requirement Name: The check of RRC integrity
Requirement Reference: TS 33.401 [3], clause 7.4.1 
Requirement Description: " The supervision of failed RRC integrity checks shall be performed both in the ME and the eNB. In case of failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded. " as specified in TS 33.401 [3], clause 7.4.1.
Security ObjectiveThreat References: TBA TR 33.926 [4], clause C.2.2.2, Control plane data integrity protection
Test Case: 
Test Name: TC_ENB_RRC_INTEGRITY_PROTECTION
Purpose: 
Verify that the message is discarded in case of failed integrity check (i.e. faulty or missing MAC-I).
Pre-Conditions:
Test environment with RRC Protection is activated at the eNB. 
Execution Steps
Positive:
The eNB receives a RRC message with a right MAC-I.
Negative:
The eNB receives a RRC message with a wrong MAC-I or missing MAC-I.
Expected Results:
The RRC message is discarded in the negative test.
Expected format of evidence:
Sample copies of the log files.

* * * Next Change * * * *
[bookmark: _Toc19610036][bookmark: _Toc26799035][bookmark: _Toc193279495]4.2.2.1.7	The selection of EIA0 
Requirement Name: The selection of EIA0
Requirement Reference: TS 33.401 [3], clause 5.1.4.2 
Requirement Description: " EIA0 is only allowed for unauthenticated emergency calls " as specified in TS 33.401 [3], clause 5.1.4.2.
Threat References: TBA TR 33.926 [4], clause 5.3.6.8, Insecure Default Configuration
Test Case: 
Test Name: TC_ENB_SELECTION_OF_EIA0
Purpose: 
Verify that AS NULL integrity algorithm is selected used correctly.
Pre-Conditions:
Test environment with a UE. The UE may be simulated.
The vendor  provides documentation describing how EIA0  is disabled or enabled. EIA0 is enabled at the eNB.
Execution Steps
Positive:
1)	The tester triggers the UE to initiate an emergency registration.
2) The eNB receives a UE security capability only containing EIA0 from S1 context setup message.
32)	The eNB sends AS SMC to the UE.
Negative:
1)	The tester triggers the UE to initiate a non-emergency registration.
2) The eNB receives a UE security capability that contains EIA0 and other integrity algorithm(s).
32)	The eNB sends AS SMC to the UE.
Expected Results:
EIA0 is only selected in the Positive test.
Expected format of evidence:
Sample copies of the log files. List of algorithms configured in eNB and UE.
* * * Next Change * * * *
[bookmark: _Toc19610038][bookmark: _Toc26799037][bookmark: _Toc193279497]4.2.2.1.9	AS Security Mode Command Procedure
Requirement Name: AS integrity algorithm selection
Requirement Reference: TS 33.401 [3], clause 7.2.4.5 7.4.2 
Requirement Description: The eNB shall protect the SECURITY MODE COMMAND message with the integrity algorithm, which has the highest priority according to the ordered lists.
Threat References: TBA TR 33.926 [4], clause C.2.2.X, AS algorithm selection and use
Test Case: 
Test Name: TC_ENB_AS_SMC_INTEGRITY_PROTECTION
Purpose: 
Verify that AS integrity protection algorithm is selected and applied correctly. 
Pre-Conditions:
Test environment with UE. UE may be simulated. 
Execution Steps:
The eNB sends the SECURITY MODE COMMAND message. The UE replies with the SECURITY MODE COMPLETE message.
Expected Results:
1.	The eNB has selected the integrity algorithm which has the highest priority according to the ordered lists and is contained in the UE EPS security capabilities. The eNB checks the message authentication code on the SECURITY MODE COMPLETE message.
2.	The MAC in the SECURITY MODE COMPLETE is verified, and the AS integrity protection algorithm is selected and applied correctly.
Expected format of evidence:
Snapshots containing the result.
* * * Next Change * * * *
[bookmark: _Toc19610039][bookmark: _Toc26799038][bookmark: _Toc193279498]4.2.2.1.10	Bidding down prevention in X2-handovers
Requirement Reference: TS 33.401 [3], clause 7.2.4.2.2 
Requirement Description: "In the path-switch message, the target eNB shall send the UE EPS security capabilities received from the source eNB to the MME." as specified in TS 33.401 [3], clause 7.2.4.2.2."
Threat References: TBA TR 33.926 [4], clause C.2.2.Y, Bidding down on X2-Handover
Test Case: 
Test Name: TC_ENB_BIDDING_DOWN_X2_HANDOVER
Purpose: 
Verify that bidding down is prevented in X2-handovers. 
Pre-Conditions:
Test environment with source eNB and target eNB, and the source eNB may be simulated. 
Execution Steps:
The target eNB sends the path-switch message to the MME.
Expected Results:
The UE EPS security capabilities are in the path-switch message. 
Expected format of evidence:
Snapshots containing the result
* * * Next Change * * * *
[bookmark: _Toc19610040][bookmark: _Toc26799039][bookmark: _Toc193279499]4.2.2.1.11	AS protection algorithm selection in eNB change
Requirement Name: AS protection algorithm selection in eNB change.
Requirement Reference: TS 33.401 [3], clause 7.2.4.2.2, and clause 7.2.4.2.3 
Requirement Description: "The target eNB shall select the algorithm with highest priority from the UE EPS security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command if the target eNB selects different algorithms compared to the source eNB" as specified in TS 33.401 [3], clause 7.2.4.2.2, and clause 7.2.4.2.3.
[bookmark: _Hlk216270242]Threat References: TBA TR 33.926 [4], clause C.2.2.X, AS algorithm selection and use
Test Case: 
Test Name: TC_ENB_AS_ALGO_SELECTION_ENB_CHANGE
Purpose: 
Verify that AS protection algorithm is selected correctly. 
Pre-Conditions:
Test environment with source eNB, target eNB and MME. Source eNB and MME may be simulated. 
Execution Steps:
Test Case 1:
1)	The sSource eNB transfers the ciphering and integrity algorithms used in the source cell to the target eNB in the handover request message.
2)	The tTarget eNB verifies the algorithms and selects AS algorithms which have the highest priority according to the ordered lists. Target eNB includes the algorithm in the handover command.
Test Case 2:
1)	The MME sends the UE EPS security capability to the Target eNB.
2)	The target eNB selects the AS algorithms which have the highest priority according to the ordered lists in the HANDOVER COMMAND. 
The above test cases assume that the algorithms selected by the target eNB are different from the ones received from the source eNB.
Expected Results:
For both test cases:
1.	The UE checks the message authentication code on the handover command message. 
2.	The MAC in the handover complete message is verified, and the AS integrity protection algorithm is selected and applied correctly.
Expected format of evidence:
Snapshots containing the result.
* * * Next Change * * * *
[bookmark: _Toc19610041][bookmark: _Toc26799040][bookmark: _Toc193279500]4.2.2.1.12	RRC and UP downlink ciphering at the eNB
Requirement Name: RRC and UP downlink ciphering at the eNB.
Requirement Reference: TS 33.401 [3], clause 7.2.4.5
Requirement Description: "The eNB shall start RRC and UP downlink ciphering after sending the AS security mode command message" . 
Threat References: TBA TR 33.926 [4], clause C.2.2.1 – Control plane data confidentiality protection and TR 33.926 [4], clause C.2.2.3 – User plane data ciphering and deciphering at eNB.
Test Case:
Test Name: TC_eNB_DL_Cipher
Purpose: To verify that the eNB performs RRC and UP downlink ciphering after sending the AS security mode command message.
Pre-Condition: 
-	The UE and eNB network products are connected in the test environment. UE may be simulated. 
-	The tester  has access to the AS security context and the corresponding cryptographic keys (e.g. RRC and UP cipher keys).
-	The tester has access to Uu interface and ability to capture the Uu interface messages with the debug port enabled in the UE.
Execution Steps:
1)	The tester POWER ON the UE to trigger the registration procedures (Attach and SMC).
2)	The tester performs packet capturing over the Uu interface using any packet analyser.
3)	The tester filters the AS SMC command message and the following RRC and UP downlink packets from eNB to UE.
4)	The tester proceeds the testing based on the parameters (algorithm identifier and algorithm distinguisher) present in the AS SMC command message.
	Case 1: If the parameters refer to null ciphering algorithm, the tester verifies that the downlink packets filtered in step 3 are unciphered.
	Case 2: If the parameters refer to algorithms such as SNOW, AES, ZUC, the tester verifies that the downlink packets filtered in step 3 are ciphered.
5)	The tester also checks if the packets are ciphered in accordance with the selected algorithm stated in the AS SMC command message.  
NOTE:	The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [2]. 
Expected Results:  
The downlink packets following the AS SMC command message are ciphered except NULL ciphering algorithm case.
Expected format of evidence:
Evidence suitable for the interface, e.g. Screenshot contains the operation results.
* * * Next Change * * * *

4.2.2.1.13	Map a UE NR security capability 
Requirement Name: Map a UE NR security capability
Requirement Reference: TS 33.401 [3], clause E.3.10.2
Requirement Description: " The MeNB that does not have the UE NR security capabilities shall create them as follow:
-	Set the support of NEA0, 128-NEA1, 128-NEA2, 128-NEA3, NIA0, 128-NIA1, 128-NIA2, 128-NIA3 to the same as EEA0, 128-EEA1, 128-EEA2, 128-EEA3, EIA0, 128-EIA1, 128-EIA2, 128-EIA3 respectively; and
-	Set the rest of the bits to 0." as specified in TS 33.401 [3], clause E.3.10.2.
Threat References: TBA TR 33.926 [4], clause C.2.2.X – AS algorithm selection and use
Test Case:
Test Name: TC_MAP_NR_SEC_CAP
Purpose: To verify that the eNB creates mapped UE NR security capabilities.
Pre-Condition: 
-	The eNB and gNB network products are connected in the test environment. The gNB may be simulated.
-	Tester has access to trigger dual connection to a gNB.
-	The Tester can access to the X2 interface.
Execution Steps:
1)	The MeNB does not receive UE NR security capabilities from S1 Initial Context Setup Request message.
2)	The MeNB sends SN Addition Request Message to the SgNB.
3)	The tester checkes if the NR security capabilities are included in SN Addition Request Message.
Expected Results:  
The SN Addition Request Message contains UE NR security capabilities, i.e. NEA0, 128-NEA1, 128-NEA2, 128-NEA3, NIA0, 128-NIA1, 128-NIA2, 128-NIA3
Expected format of evidence:
Evidence suitable for the interface, e.g. Screenshot contains the operation results.
* * * Next Change * * * *
[bookmark: _Toc19610044][bookmark: _Toc26799043][bookmark: _Toc193279503]4.2.2.1.15	Bidding down prevention in X2-handovers when target eNB receives a NR security capability
Requirement Reference: TS 33.401 [3], clause E.3.4.3 
Requirement Description: " A target eNB that has received the UE NR security capabilities during handover shall include the UE NR security capabilities in the S1-PATH SWITCH-REQUEST message." as specified in TS 33.401 [3], clause E.3.4.3."
Threat References: TBA TR 33.926 [4], clause C.2.2.Y, Bidding down on X2-Handover
Test Case: 
Test Name: TC_BID_DOWN_X2
Purpose: 
Verify that bidding down is prevented in X2-handovers when target eNB receives a NR security capability. 
Pre-Conditions:
Test environment with source eNB and target eNB, and the source eNB may be simulated. 
Execution Steps:
The target eNB sends the path-switch message to the MME.
Expected Results:
The UE NR security capability is in the path-switch message. 
Expected format of evidence:
Snapshots containing the result.
* * * Next Change * * * *
[bookmark: _Toc193279504][bookmark: _Toc19696863][bookmark: _Toc26876857][bookmark: _Toc35529487][bookmark: _Toc35529577][bookmark: _Toc51230246]4.2.2.1.16	Integrity protection of user data between the UE and the eNB
Requirement Name: Integrity protection of user data between the UE and the eNB.
Requirement Reference: TS 33.401 [3], clause 5.1.4.1
Requirement Description: "User plane packets between the eNB and the UE may be integrity protected on the Uu interface. " in clause 5.1.4.1
Threat References: TBD TR 33.926 [4], clause C.2.2.4, User plane data integrity protection
Test Case:
Test Name: TC-UP-DATA-INT_eNB
Purpose: To verify that the user data packets are integrity protected over the Uu interface.
Pre-Condition: 
-	The eNB network product is connected in emulated/real network environments. UE may be simulated.
-	The tester has knowledge of integrity algorithm and integrity protection keys.
-	The tester can capture the message via the Uu interface, or can capture the message at the UE. 
-	The tester  enables user plane integrity protection and ensure that EIA0 is disabled at the eNB.
Execution Steps:
1. 	The tester triggers the eNB to send a RRCConnectionReconfiguration message with integrity protection indication "on" to the UE.
2. 	The tester checks that any user data sent by eNB after sending the RRCConnectionReconfiguration message and while the UE is in active state is integrity protected.
Expected Results:  
Any user plane packets sent between UE and eNB over the Uu interface after eNB sending RRCConnectionReconfiguration is integrity protected. 
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
* * * Next Change * * * *
[bookmark: _Toc193279505]4.2.2.1.17	Local UP integrity protection configuration
Requirement Name: Select the right UP integrity protection policy.
Requirement Reference: TS 33.401 [2] clause 7.3.3
Requirement Description: " The eNB shall be locally configured with UP integrity protection policy. " in clause 7.3.3
Threat References: TBD TR 33.926 [4], clause C.2.2.5, Local user plane integrity protection configuration
Test Case:
Test Name: TC_LOCAL_UP_INTEGRITY_PROTECTION_CONFIGURATION
Purpose: To verify that the eNB is locally configured with a UP integrity protection policy
Pre-Condition: 
-	The eNB network product is connected in emulated/real network environments. UE and MME may be simulated.
-	The eNB is locally configured to activate UP integrity protection by default if no UP integrity protection policy is received from MME.
-	Tester has knowledge of integrity algorithm and integrity protection keys.
-	The tester can capture the message via the Uu interface, or can capture the message at the UE. 
-	The tester  disables EIA0 at the eNB.
Execution Steps:
1. 	The tester triggers the MME to send an EPS security capability message with EIA7 indicating the UP integrity protection is supported by the UE to the eNB. But the tester also configures the MME to not send a UP integrity protection policy to the eNB. 
2. 	The eNB sends a RRCConnectionReconfiguration message with integrity protection indication "on" to the UE.
3. 	The tester checks that any user data sent by eNB after sending the RRCConnectionReconfiguration message and while the UE is in active state is integrity protected.
Expected Results:  
Any user plane packets sent between UE and eNB over the Uu interface after eNB sending the RRCConnectionReconfiguration message is integrity protected. 
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
Text of local configuration of the UP intergrity protection at the eNB.
* * * Next Change * * * *
[bookmark: _Toc193279506]4.2.2.1.18	UP IP policy selection
Requirement Name: Select the right UP IP policy.
Requirement Reference: TS 33.401 [2] clause 7.3.3
Requirement Description: " If the eNB receives UP integrity protection policy from the MME, the eNB shall use the received UP integrity protection policy, otherwise, the eNB shall use the locally configured UP integrity protection policy if EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC. " in clause 7.3.3
Threat References: TBD TR 33.926 [4], clause C.2.2.6, UP integrity protection policy selection
Test Case:
Test Name: TC_UP_IP_POLICY_Selection
Purpose: To verify that the UP IP policy sent from the MME is used by the eNB.
Pre-Condition: 
-	The eNB network product is connected in emulated/real network environments. UE and MME may be simulated.
-	The eNB locally UP IP is set to NOT NEEDED.
-	Tester has knowledge of integrity algorithm and integrity protection keys.
-	The tester can capture the message via the Uu interface, or can capture the message at the UE. 
-	The tester  disables EIA0 at the eNB.
Execution Steps:
1. 	The tester triggers the MME to send a EPS security capability message with EIA7 indicating the UP IP is supported by the UE to the eNB. But the tester also configures the MME to send a UP IP policy with REQUIRED to the eNB. 
2. 	The eNB sends a RRCConnectionReconfiguration message with integrity protection indication "on" to the UE.
3. 	The tester checks that any user data sent by eNB after sending the RRCConnectionReconfiguration message and while the UE is in active state is integrity protected.
Expected Results:  
Any user plane packets sent between UE and eNB over the Uu interface after eNB sending the RRCConnectionReconfiguration message is integrity protected according to the UP IP policy sent by the MME. 
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.

* * * Next Change* * * *
[bookmark: _Toc193279507]4.2.2.1.19	UP IP policy selection in S1 Handover
Requirement Name: Select the right UP IP policy in S1 handover.
Requirement Reference: TS 33.401 [2] clause 7.3.3
Requirement Description: " At an S1-handover, the source MME shall send the UE's UP integrity protection policy and the UE EPS security capability to the target eNB via the target MME. Besides, the source eNB shall also send the UE's UP integrity protection policy if received from the source MME to the target eNB in a source-to-target container. The target eNB shall use the UE capability indicating support of UP IP in EPS together with the UP integrity protection policy received from the MME and ignore the UP integrity protection received in the source-to-target container. If the target eNB does not receive the UP integrity protection policy from the MME, the target eNB shall use the UE capability indicating support of UP IP in EPS together with the UP integrity protection policy received from the source eNB. If both policies from MME and source eNB are absent, but EIA7 in the EPS security capability indicates that the UE supports use of user plane protection with EPC, the eNB shall use locally configured UP integrity protection policy." in clause 7.3.3
Threat References: TR 33.926 [4], clause C.2.2.65, UP integrity protection policy selection
Test Case:
Test Name: TC_UP_IP_POLICY_Selection_S1_Handover
Purpose: To verify that the eNB has correct selection on UP IP policy in S1 handover
Pre-Condition: 
-	The target eNB network product is connected in emulated/real network environments. UE, source eNB and MME may be simulated.
-	The target eNB locally UP IP is set to NOT NEEDED.
-	The tester has knowledge of integrity algorithm and integrity protection keys.
-	The tester can capture the message via the Uu interface, or can capture the message at the UE. 
Execution Steps:
Test Case 1: 
1)	The tester triggers the source MME to send EPS security capability with EIA7 to the target eNB indicating the UP IP is supported by the UE. Furthermore, the tester triggers the source MME to send a UP IP policy with REQUIRED to the target eNB. 
2)	The source eNB sends UP IP policy with NOT NEEDED in the source-to-target container to the target eNB.
3)	The target eNB sends a RRCConnectionReconfiguration message with integrity protection indication "on" to the UE.
4)	The tester checks that any user data sent by the target eNB after sending the RRCConnectionReconfiguration message and before UE enters CM-Idle state is integrity protected.
Test Case 2:
1)	The tester triggers the source MME to send EPS security capability with EIA7 to the target eNB indicating the UP IP is supported by the UE. Furthermore, the tester prepares the MME to not send a UP IP policy to the target eNB. 
2)	The source eNB sends UP IP policy with REQUIRED in the source-to-target container to the target eNB.
3)	The target eNB sends a RRCConnectionReconfiguration message with integrity protection indication "on" to the UE.
4)	The tester checks that any user data sent by eNB after sending the RRCConnectionReconfiguration message and before UE enters CM-Idle state is integrity protected.
Test Case 3:
1)	The tester configures the target eNB to make sure the local UP IP is set to REQUIRED.
2)	The tester triggers the source MME to send EPS security capability with EIA7 to the target eNB indicating the UP IP is supported by the UE. Furthermore, the tester prepares the MME to not send a UP IP policy to the target eNB. 
3)	The source eNB does not send UP IP policy in the source-to-target container to the target eNB.
4)	The target eNB sends a RRCConnectionReconfiguration message with integrity protection indication "on" to the UE.
5)	The tester checks that any user data sent by eNB after sending the RRCConnectionReconfiguration message and before UE enters CM-Idle state is integrity protected.
Expected Results:  
For all test cases, any user plane packets sent between UE and eNB over the Uu interface after eNB sending the RRCConnectionReconfiguration message are integrity protected. 
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
For each test case: Configuration of UP IP of target eNB, source eNB and UP IP policy sent by MME.

* * * Next Change* * * *
[bookmark: _Toc193279508]4.2.2.1.20	Bidding down prevention for UP IP Policy
Requirement Reference: TS 33.401 [3], clause 7.3.3
Requirement Description: "Further, in the Path-Switch message, the target eNB shall send the UE's UP integrity protection policy and corresponding E-RAB ID to the MME. The sent UP integrity protection policy can either be the one received from source eNB or the locally configured one if the target eNB does not receive it from the source eNB, but the EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC. " as specified in TS 33.401 [3], clause 7.3.3.
Threat References: TR 33.926 [4], clause C.2.2.a7, bidding down for UP IP Policy
Test Case: 
Test Name: TC_ENB_BIDDING_DOWN_UP_IP_POLICY
Purpose: 
Verify that bidding down for UP IP policy is prevented in X2-handovers. 
Pre-Conditions:
The target eNB network product is connected in emulated/real network environments. UE, source eNB and MME may be simulated.
Execution Steps:
Test Case 1: 
1)	The tester configures the target eNB with UP IP set to NOT NEEDED.
2)	The tester triggers the source eNB to send EPS security capability with EIA7 to the MME indicating the UP IP is supported and UP IP policy with REQUIRED in Handover Request message to the target eNB.
3)	The target eNB sends path-switch request message with UP IP policy with REQUIRED to the MME.
Test Case 2: 
1)	The tester configures the target eNB with UP IP set to REQUIRED.
2)	The tester triggers the source eNB to send EPS security capability with EIA7 to the MME indicating the UP IP is supported in Handover Request message to the target eNB. The tester prepares the source eNB to not send UP IP policy in the Handover Request message.
3)	The target eNB sends path-switch request message with UP IP policy with REQUIRED to the MME.
Expected Results:
For both test cases, the UP IP policy with REQUIRED is in the path-switch request message. 
Expected format of evidence:
Snapshots containing the result.
For each test case: Configuration of UP IP of target eNB, source eNB and UP IP policy sent by MME.
* * * End of Changes* * * *
