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Comments
This contribution aims to propose new solution on ID privacy protection for DO-A capable AIoT device. The SUCI scheme provides ID privacy protection in the initial registration. To support the DO-A service, the device and AIOTF are required to store the AIoT temporary ID.

* * * First Change * * * *
[bookmark: definitions][bookmark: references][bookmark: _Toc205543653][bookmark: _Toc211880036]5.Y	Solution #Y: ID privacy for DO-A capable AIOT device
[bookmark: _Toc205543654][bookmark: _Toc211880037]5.Y.1	Introduction
This solution is proposed to address the key issue#4 on protection of ID privacy during AIoT service communication. AIOTF assigns the AIoT temporary ID information (e.g., GUTI-like identifier) to the device and the device is required to store the AIoT temporary ID information. 
[bookmark: _Toc205543655][bookmark: _Toc211880038]5.Y.2	Solution details
Initial registration is supported and used by the DO-A capable AIoT Device to inform the network of its presence and get authenticated/authorized by the network. In the initial registration, the AIoT Device identifier using SUCI scheme is sent by the AIoT Device. 
NOTE 1: If the home network has not provisioned the Home Network Public Key, the identity protection in initial registration procedure is not provided.
Editor’s Note: Whether SUCI is quantum-resistant is FFS.
Editor’s Note: Whether the solution aligns with SA2 conclusion is FFS.
After successful authentication, the AIoT Device and the network establish a security context which is used, for example, in the subsequent DO-A data transfer. If the initial registration request from the AIoT Device is accepted, the serving AIOTF allocates an AIoT temporary ID information. The AIOTF sends an AIoT NAS Registration Accept to the AIoT Device, including the AIoT temporary ID information. Upon receipt of the downlink AIOT NAS message, the AIoT Device stores the AIoT temporary ID information.
For inventory and command, the AIoT temporary ID information is included in the paging message for individual paging. Upon receiving D2R message sent by the device in response to a Paging message, the AIOTF sends a new AIoT temporary ID to the device. 
For the DO-A data transfer, DO-A capable AIoT Devices send DO-A data to the AIOTF via AIoT NAS message with the stored AIoT temporary ID.
NOTE 2:	It is left to implementation to re-assign an AIoT temporary ID after a NAS command message with DOA data from the device not triggered by the network. 
[bookmark: _Toc205543656][bookmark: _Toc211880039]5.Y.3	Evaluation
TBD
* * * End of 1st Change * * * *
