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Comments
This is a solution to KI#4 but shows the fully flow to keep the holistic view. The pCR proposes a solution to identify a device which sends a DO-A message and maintains identity privacy. It utilizes the SUCI to protect the identity of the AIoT device bearing in mind REL 20 device types will support UICC.
* * * First Change * * * *
[bookmark: _Toc214976910][bookmark: _Toc214976973]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23-700-13: "Study on Architecture Support of Ambient power-enabled Internet of Things".
[3]	3GPP TR 38.848: "Technical Specification Group Radio Access Network; Study on Ambient IoT (Internet of Things) in RAN".
[4]	3GPP TR 23700-30: "Study on Architecture support of Ambient power-enabled Internet of Things (AIoT); Phase 2".
[5]					3GPP TR 38.769: "Study on solutions for Ambient IoT (Internet of Things) in NR".
[6]	3GPP TS 22.369: "Service Requirements for ambient power-enabled IoT".
[7]	3GPP TS 23.369: "Architecture support for Ambient power-enabled Internet of Things; Stage 2".
[8]	3GPP TS 33.369: "Security aspects of Ambient Internet of Things (AIoT) services for isolated private networks".
[9]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[a]	3GPP TS 23.003: "Numbering, addressing and identification"


* * * Next Change * * * *
[bookmark: _Toc205543652][bookmark: _Toc214976937]5.0	Mapping of solutions to key issues
Editor’s Note: This clause captures mapping between key issues and solutions.
Table 5.1-1: Mapping of solutions to key issues
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* * * Next Change * * * *

5.Y	Solution #Y: DO-A request using UICC services
[bookmark: _Toc205543654][bookmark: _Toc214976974]5.Y.1	Introduction
The solution provides a procedure to protect the identity during DO-A request. The method uses a SUCI based approach, as this study addresses PLNM deployments, implying UICC services are available in the AIoT device including authentication methods and identifier concealment. The solution includes a T-ID in the DO-A message together with the SUCI, as an identifier which can be used during inventory procedure to identify the AIoT device. The T-ID furthermore enables the AIoT device and AIoTF to get into sync, in case of out of sync or initial message send, in case no valid T-ID is stored in the ADM. The inventory and command steps are mentioned in the solution to maintain a holistic view and the relation to proceeding steps after the DO-A message. 
[bookmark: _Toc205543655][bookmark: _Toc214976975]5.Y.2	Solution details
The procedure shown in figure 1 is initiated when a AIoT device determines that data must be sent as DO-A. This could be sensor data which periodically needs to be updated, warnings i.e. basement flooding, temperature surge/drop, or others.


Figure 1: DO-A signalling initiating an inventory + command procedure.
The device selects a suitable DO-A access occasion based on configuration.
0. The AIoT device and AIoTF are pre-provisioned with the AIoT permanent device ID. It’s assumed that T-ID is not pre-configured.
1. The device constructs a SUPI according to TS 23.003 [a] with the following modification. SUPI type is NSI, Home network identifier is the domain name of the AIoTF and AIoT device permanent identifier is set as the username. The T-ID* is an identifier which is generated by a pseudo-random number generator. The intent of T-ID* is to provide an identifier which can be used during inventory, until the device gets assigned a T-ID by the AIoTF. The device stores the T-ID* but doesn’t substitute it with the real T-ID*.  
The AIoT device sends the SUCI* and T-ID* to the AIoT reader.
2. [bookmark: _Hlk216799608]The AIoT reader forwards the message to the AMF, which selects the AIoTF based on the home routing indicator, the temporary identifier or local policies and sends the SUCI* and T-ID* to the AIoTF. 
3. The AIoTF sends the SUCI* and T-ID* to the ADM. 
4. If the ADM receives a SUCI* and deconceals it to construct a SUPI.
The ADM verifies whether the AIoT permanent identifier exists in the AIoT device register. If exists, the ADM generates an AV for this device using SUPI* to identify the authentication keys and derive the AV. The ADM returns the SUPI* and AV. T-ID* is included as a session identifier to enable the AIoTF to authenticate the AIoT prior to fetching the sensor data. If the ADM doesn’t have a T-ID or is out of sync, it may decide to substitute the T-ID with the T-ID*.
5. -7. The AIoTF will authenticate the device using EAP AKA’ as defined in TS 33.501 clause 6.1 and include the T-ID* as identifier in the request. This is similar to the first message of the inventory command. This step may happen at a later time, when the AIoTF initiates an inventory command procedure.
If the authentication is successful and the received T-ID* is matching the “remembered” T-ID* in step 1 or T-ID stored in the device, the AIoT device will update the T-ID * to T-ID if this is signaled as part of the inventory command. 
8. -9. If the AIoTF decides to update the T-ID in the device, it may be executed as a command message. If the command message is successful, the AIoTF updates the T-ID in the AIoT device register.

Editor’s note: Whether the SUCI is post quantum compliant is FFS.
Editor’s note: Whether the solution aligns with SA2 agreed procedures is FFS.
Editor’s note: Whether AKA and SUCI is applicable for type 2 devices is FFS.

[bookmark: _Toc205543656][bookmark: _Toc214976976]5.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
TBD
* * * End of Changes * * * *
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