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Comments
This contribution proposes a new solution on DO-A capable AIoT authentication

* * * First Change * * * *
[bookmark: _Toc214976938]5.1	Solution #X: Efficient authentication for DO-A capable AIoT devices
[bookmark: _Toc214976939]5.X.1	Introduction
This solution addresses KI#2. This solution enables AKA (i.e., Authentication and Key Agreement) by reversing the roles between AIoT device and network. It can reduce the number of signalling exchanged between the AIoT device and network, leading to an efficient mutual authentication.
[bookmark: _Toc214976940]5.X.2	Solution details
[bookmark: _Toc207946676][bookmark: _Toc214976941]5.X.2.1	Authentication procedure
KAIoT_root is the long-term key of AIoT device which is stored in the AIoT device and ADM.
Editor’s Note: Whether the solution can be used in a public network is FFS.


Figure 5.X.2.1-1: AIoT registration procedure
1. NG-RAN broadcasts RAND.
Editor’s Note: Alignment with TR 23.700-03 [4] whether NG-RAN broadcasts RAND is FFS.
Editor’s Note: How to prevent DoS attacks, where an attacker broadcasts RAND to trigger AUTN calculation, leading to battery exhaustion, is FFS.
2. AIoT devices generates AUTN using RAND and KAIoT_root.
Editor’s Note: Clarification on AUTN is FFS.
3. AIoT device sends Registration Request message to Reader including AUTN, RAND, AIoT ID, and security capability.
NOTE: Privacy protection of AIoT ID is not the scope of this solution. It is the scope of Key Issue #4.
4. NG-RAN checks whether the RAND is within the validity window.
Editor’s Note: Whether NG-RAN can check RAND transmitted in AIoT NAS message is FFS.
5. NG-RAN sends the Registration Request to AIoTF.
6. AIoTF sends Authentication Request to ADM. The Authentication Request includes AUTN, RAND, and AIoT ID.
7. ADM retrieves KAIoT_root using AIoT ID and authenticates the AIoT device by verifying the AUTN. If the verification is successful, ADM derives KAIoTF.
NOTE: The details of how to derive KAIoTF is not the scope of this solution. It is the scope of Key Issue #3.
8. ADM sends Authentication Response to AIoTF with authentication result and KAIoTF.
9. AIoTF sends Registration Accept to AIoT device. The Registration Accept message includes selected algorithms, security capability, and MAC.
10. AIoT device verifies the MAC. The AIoT device implicitly authenticates the network via integrity check of Registration Accept message.
NOTE: The details of the message protection is not the scope of this solution/ It is the scope of Key Issue #3.
Editor’s Note:	Procedural alignment with TR 23.700-30 [4] is FFS.

[bookmark: _Toc214976942]5.X.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
TBD

* * * Next Change * * * *
<Proposed change in revision marks>

* * * Next Change * * * *
<Proposed change in revision marks>

* * * End of Changes * * * *
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