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Comments
This pCR to TR 33.714 proposes a new solution to KI#2 (Authentication for AIoT devices). The main idea is to use AKA-based authentication for scenarios studied for DO-A devices in Rel-20: inventory, command and registration.
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* * * Next Change * * * *
5.Y	Solution #Y: AKA-based authentication for inventory, command and registration
[bookmark: _Toc205543654][bookmark: _Toc214976974]5.Y.1	Introduction
This solution addresses Key Issue #2 (Authentication for AIoT devices). 
The main idea is to use AKA-based authentication for scenarios studied for DO-A devices in Rel-20: inventory, command and registration. For inventory and command, this solution describes the case that the device is currently not registered, and no security context is currently established.
Since this solution uses AKA-based authentication, it can terminate on the device side in a USIM application on a UICC. The device has mobile equipment and UICC sides. 
In the authentication procedures below, authentication is used together with a privacy mechanism based on a network-computed concealed identifier, called AICI in Solution #5 in this document and Solution #29 in TR 33.713 [x]. However, using AICI is only one option, and the AKA-based authentication can just as well be used with other privacy solutions.
Since AKA uses a sequence number stored in the USIM and network, respectively, no device nonce or device generated random number is necessary. AKA includes resynchronization mechanisms, which are not described in this solution.
[bookmark: _Toc205543655][bookmark: _Toc214976975]5.Y.2	Solution details
Case 1: Registration
The following procedure describes how AKA-based authentication can be used for registration of DO-A capable devices. 


Figure 1:AKA-based authentication for registration of DO-A capable devices.
	1. The AIoT device sends a registration request to the AIOTF via the NG-RAN. The request contains the AIoT device's concealed id.
	2. The AIOTF requests authentication data and id de-concealment from the ADM, including the concealed id received in Step 1.
	3. The ADM de-conceals the id and generates RAND, AUTN and XRES as described in 3GPP TS 33.102 [y]. The ADM generates the session key KAIOTF based on CK and IK. 
	4. In response to the request in Step 2, the ADM sends the cleartext id, RAND, AUTN, XRES and KAIOTF to the AIOTF.
	5. The AIOTF sends an authentication request to the AIoT device, including the RAND and AUTN.
	6. The AIoT device (for public networks: USIM on UICC in the AIoT device) verifies the MAC in the AUTN and computes the RES as described in TS 33.102 [y]. Verification of the MAC authenticates the network towards the device.
	7. The AIoT device sends the authentication response to the AIOTF, including the RES.
	8. The AIOTF verifies that RES = XRES. This verification authenticates the AIoT device towards the network.
	9. AIoT device generates the session key KAIOTF based on CK and IK in the same way as the ADM in Step 3. AIOTF and AIoT device derive the session keys based on KAIOTF. 
	[10. Optionally, if a network-computed concealed identifier is used, the network assigns a new concealed id to the AIoT device.]
As an alternative to the ADM sending XRES and KAIOTF to the AIOTF already in Step 4, the ADM can also only send RAND and AUTN in Step 4. In this case, Step 8 is replaced by an interaction between AIOTF and ADM where the AIOTF requests the ADM to verify RES and send the KAIOTF to the AIOTF.
Editor’s Note: Feasibility analysis of AKA based authentication for AIOT device type 2 is FFS.
Case 2: Inventory and command
The following procedure describes how AKA-based authentication can be used together with inventory or command for a group of DO-A capable devices.


Figure 2:AKA-based authentication together with inventory or command for a group of DO-A capable devices.
1. AF/NEF, ADM and AIOTF initiate the inventory or command.
2. The AIOTF sends the inventory request via the NG-RAN. The inventory request contains information that identifies a group of DO-A capable AIoT devices, e.g. filtering information.
3. The AIoT Device checks whether it is selected, i.e. belongs to the group indicated in the inventory request. If yes, the AIoT device proceeds with the following steps.
4.  The AIoT device sends an authentication initialization request to the AIOTF via the NG-RAN. The request contains the AIoT device's concealed id.
	5. The AIOTF requests authentication data and id de-concealment from the ADM, including the concealed id received in Step 4.
	6. The ADM de-conceals the id and generates RAND, AUTN and XRES as described in 3GPP TS 33.102 [y]. The ADM generates the session key KAIOTF based on CK and IK. 
	7. In response to the request in Step 5, the ADM sends the cleartext id, RAND, AUTN, XRES and KAIOTF to the AIOTF.
	[8. In the command case, the AIOTF derives the session keys based on KAIOTF. The AIOTF uses the session keys to protect the command.]
	9. The AIOTF sends an authentication request to the AIoT device, including the RAND and AUTN. [In the command case, the AIOTF includes the protected command.]
	10. The AIoT device (for public networks: USIM on UICC in the AIoT device) verifies the MAC in the AUTN and computes the RES as described in TS 33.102 [y]. Verification of the MAC authenticates the network towards the device.
	[11. In the command case, the AIoT device generates the session key KAIOTF based on CK and IK in the same way as the ADM in Step 3. The AIoT device derives the session keys based on KAIOTF and uses them to process the protected command.]
	12. The AIoT device sends the inventory response to the AIOTF, including the RES. The inventory report also serves as authentication response. [In the command case, the AIoT device includes the protected command response.]
	13. The AIOTF verifies that RES = XRES. This verification authenticates the AIoT device towards the network.
	[14. In the command case, the AIOTF processes the protected command response message.]
	15. AIOTF and AF/NEF finalize the inventory or command.
[16. Optionally, if a network-computed concealed identifier is used, the network assigns a new concealed id to the AIoT device.]
Editor’s Note: For the inventory and command procedure, alignment with SA2 is FFS.
Editor’s Note: The need for additional signalings for authentication i.e. compared to the Rel19 procedure is FFS.
5.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

* * * End of Changes * * * *
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