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Comments
This contribution proposes a new solution of the authentication and security establishment for DO-A capable device, which addresses the first security requirement of key issue #2 and the security requirement of key issue #3.
* * * First Change * * * *
[bookmark: _Toc205543653][bookmark: _Toc211880036]5.Y	Solution #Y: Authentication and security establishment for DO-A capable device <Solution Name>
[bookmark: _Toc205543654][bookmark: _Toc211880037]5.Y.1	Introduction
This solution is proposed to address the first security requirement of Key Issue #2, and Key Issue #3, supporting the authentication and security establishment for DO-A capable device.
This solution assumes that the DO-A capable device should perform the initial registration procedure before transferring the DO-A data.
For the DO-A capable device authenticating the network, the AUTN as defined in TS 33.501 [9] is reused and is generated by the ADM. For the network authenticating the DO-A capable device, the AIOTF acts as the enforcement point to compare the XRES* and RES*. By using the AUTN and RES*, the mutual authentication between the DO-A capable device and network can be achieved.
For security establishment, considering the limited capability of DO-A capable device, the SMC procedure is not performed for activating the security context. Instead, the security keys can be generated and used during the AKA procedure, reducing the interaction between the network and DO-A capable device.
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc205543655][bookmark: _Toc211880038]5.Y.2	Solution details


Figure 5.Y.2-1: Authentication procedure for DO-A capable device
1.	The DO-A device sends the registration request to AIoTF via the Reader (e.g., RAN reader, UE reader), including the Device identifier and security capability.
2.	The AIOTF sends the authentication request to the ADM, including the Device identifier.
3.	Based on the Device identifier, the ADM calculates XRES* and derives KAIOTF. The ADM creates AIOT AV, includes RAND, AUTN, XRES* and KAIOTF. The XRES* is calculated as defined in Annex A.4 of TS 33.501 [9]. The derivation of KAIOTF is the same as the derivation of KAUSF as specified in Annex A.2 of TS 33.501 [9]. The ADM returns the AIOT AV in the authentication response message.
4. 	The AIOTF stores the XRES*. Then, the AIOTF selects the NAS algorithms based on the device security capability and calculates the KNAS_INT / KNAS_ENC based on the received KAIOTF and the selected NAS algorithms. The AIOTF sends the authentication request to the DO-A device, including the RAND, AUTN, and the selected NAS algorithms. The AIOTF protects the integrity of authentication request by using the KNAS_INT.
5.	At receipt of the RAND and AUTN, the DO-A device shall verify the freshness of the received values by checking whether AUTN can be accepted. If so, the DO-A device calculates the RES*, KAIOTF, KNAS_INT and KNAS_ENC. Based on the KNAS_INT, the DO-A device can verify the integrity of authentication request. If the verification is successful, the DO-A device temporarily stores the KNAS_INT / KNAS_ENC.
6.	The DO-A device returns the RES* by sending the authentication response, which is integrity protected.
7.	Once receiving the authentication response, the AIOTF verifies its integrity. If the verification is passed, the AIOTF compares the RES* and XRES*. If the RES* is equal to the XRES*, the AIOTF determines that the authentication is successful.
8.	The AIOTF returns the registration complete, including the authentication result. If the authentication result is successful, the DO-A device stores the KNAS_INT / KNAS_ENC in its NVM. For the following DO-A data, the KNAS_INT/KNAS_ENC is used for integrity/confidentiality protection.
Editor’s Note:	Alignment with the conclusion in TR 23.700-30 [4] is FFS.
Editor’s Note:	The activation of security context is FFS.
5.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
Editor’s Note: Feasibility analysis of AKA based authentication for AIOT device type 2 is FFS.
* * * End of Changes * * * *
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