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Comments
This contribution proposes a new solution to key issue #2.

* * * First Change * * * *
[bookmark: _Toc214976969]5.X	Solution #X: 5G AKA for authentication
[bookmark: _Toc214976970]5.X.1	Introduction
This solution addresses Key Issue #2 and applies to topology 1 and topology 2.
[bookmark: _Toc214976971]5.X.2	Solution details
This solution proposes the use 5G AKA as specified in TS 33.501 [9] for mutual authentication between AIoT device and the network. 
The solution makes the following assumptions:
	- DO-A-capable devices are to be used for AIoT services supported in Topology 1 and Topology 2 for deployment in public networks.
- DO-A-capable devices support the use of UICC and therefore support the security capabilities that are necessary to perform 5G AKA between the device and the network. Root key Kaiot is securely store in UICC.

	- Existing NFs such as SEAF, AUSF, and UDM/ARPM may be reused and/or co-located with NFs defined for AIoT services such as ADM and AIoTF.
NOTE Y: NF co-location is left for deployment.
	- there is a registration procedure between the DO-A-capable device and the network, which is different than the inventory-and-command procedure that was also used for authentication as defined in TS 33.369[8]
	- DO-A-capable devices are capable of storing security context and make security materials available for secure subsequent communications between the DO-A-capable device and the network 

In this solution, 5G AKA works exactly as in TS 33.501 [9], Figure 1 below has been updated from TS 33.501 with the addition of UE/gNB Reader node and ADM added to the UDM/ARPF node.


Figure X: Mutual authentication between DO-A-capable device and the network
Editor’s Note: Feasibility analysis of 5G-AKA in AIoT device type 2 is FFS
[bookmark: _GoBack]Editor’s Note: Alignment with SA2’s architecture design and how this procedure to be supported during inventory and command procedure (if supported by SA2) is FFS.
[bookmark: _Toc214976972] 5.X.3	Evaluation

 
[bookmark: _Hlk213346011]
* * * End of Changes * * * *
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