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Comments
In 4G and 5G systems, during X2/Xn handover, key separation cannot be achieved immediately after the handover, because the source eNB/gNB which derives the KeNB*/KNG-RAN* knows the keys of the target eNB/gNB. To achieve key separation, the target eNB/gNB needs to initiate an intra-eNB/intra-gNB handover to take the new NH into use, once the new NH has arrived the target eNB/gNB via the PATH SWITCH REQUEST ACKNOWLEDGE message. Therefore, in 4G and 5G systems, key separation between the gNBs is achieved only after two handovers, i.e. the current security mechanism for X2/Xn handover only provides two-hop forward security, which has the following drawbacks:
-	If the target eNB/gNB does not initiate an intra-eNB/intra-gNB handover to take the new NH into use immediately after the X2/Xn handover, key separation between source and target eNBs/gNBs is delayed and there is the risk that an attacker who cracked the KeNB/KgNB of the source eNB/gNB is able to launch attacks on the connection between the UE and the target eNB/gNB.
-	If the target eNB/gNB initiates an intra-eNB/intra-gNB handover to take the new NH into use after each X2/Xn handover, additional RRC signalling for intra-eNB/intra-gNB handover is required at the target gNB, which causes more network resource consumption. 
Based on the above analysis, it needs to be investigated whether and how two-hop security during Xn handover can be enhanced to address the drawbacks. Hence, this contribution proposes a new key issue on security enhancement for RAN mobility for the security area of RAN security in TR 33.801-01.

* * * First Change * * * *
[bookmark: _Toc212013901]5.2.3	Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 
[bookmark: _Toc212013902]5.2.3.y	Key issue #2.y: <key issue name>Security for RAN mobility
Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
[bookmark: _Toc212013903]5.2.3.y.1	Key issue details
Mobility within 6G radio and between 5G NR and 6G radio introduces challenges related to security context handling. In legacy systems (4G/5G), key separation cannot be achieved immediately during X2/Xn handover. It often requires a subsequent path switch or intra-cell handover to fully refresh the security context. This legacy design presents several drawbacks for 6G:

-	Delayed Forward Secrecy which creates a vulnerability window to a compromised source RAN.
-	Signaling Overhead due to intra-cell handover after every inter-cell handover. 
-	Mobility Constraints in scenarios requiring frequent or low-latency mobility (e.g., LTM).
In 6G, it is desired to investigate key separation between the source and target RAN nodes during the mobility procedure to support various mobility scenarios while ensuring robust AS security.
Editor's Note:	Present key issue details are based on the current understanding of 5GS RAN mobility procedures. It will be updated based on the progress in RAN WGs. 
Editor's Note: other aspects are FFS. 
[bookmark: _Toc212013904]5.2.3.y.2	Security threats 



Without immediate forward security, a compromise of the source node would lead to a compromise of the target node keys.
Editor's Note: other threats are FFS. 
[bookmark: _Toc212013905]5.2.3.y.3	Potential security requirements
Editor's Note: potential security requirements are FFS. 
[bookmark: _Toc212013906]5.2.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.
* * * End of Change * * * *

