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Summary

The proposed Key Issue defines security requirements for initial RAN messages exchanged prior to Access Stratum security activation in 6G systems. It considers the associated threat landscape and the need to ensure robustness and resilience of early access procedures.













* * * Start Changes * * * *

5.2.3.y
Key issue #2.y: Security of initial RAN messages before AS security activation
5.2.3.y.1
Key issue details

Initial RAN messages exchanged during random access and early connection establishment (e.g., from Msg1 preamble to the RRC Security Mode Command and RRC messages exchanged during connection setup) are transmitted before UE-network authentication and Access Stratum security activation. These initial messages largely rely on post-procedure security activation and lack integrity and origin authentication protection. These messages are essential for synchronization, radio resource allocation, and initiation of control-plane procedures, and their compromise may affect the robustness of network access. In 4G/5G, these initial messages largely rely on post-procedure security activation; the core protocol does not protect these pre-security messages, leaving the initial RAN messages fundamentally vulnerable to active man-in-the-middle attacks.
In 6G, it is desired for the UE and network to protect the messages or information exchanged before AS security is activated.
Editor's note:
Once security objectives are established, their realization and impact will need to be considered within the RAN security context, in coordination with RAN working groups.
5.2.3.y.2
Security threats 

The lack of security protection for initial RAN messages may enable an attacker to 
manipulate RACH and initial RRC messages (e.g., hijacking Random Access Response timing advance/temporary identifiers, overshadowing RRCSetup to implant rogue radio configurations, service downgrade, or unexpected behaviour due to misconfiguration while remaining undetectable.





5.2.3.y.3
Potential security requirements


The 6G system shall support means to verify the integrity and authenticity of messages and/or information exchanged between the UE and base station before AS security activation.

NOTE x: 
Impact of access latency, signalling efficiency, or system scalability is to be addressed during the evaluation of the solutions using feedback from RAN WGs (if any).
5.2.3.y.4
Interim agreements

TBD
Editor's note:
This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.
* * * End Changes * * * *

