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Comments
This contribution proposes a new key issue on System Information/paging protection for TR 33.801-01.

* * * First Change* * * *
[bookmark: _Toc212013920]5.2.3.y	Key issue #2.y: System Information protection and base station authenticity
5.2.3.y.1	Key issue details
This key issue addresses the need for the 6G system to provide means for the UE to verify the authenticity and integrity of the system information (SI) broadcasted by a base station, and potential mitigation in case of illegitimate network node detection.
In the current 5G system architecture, SI broadcast by the Radio Access Network (RAN) is neither encrypted nor integrity protected. This information, including the Master Information Block (MIB) and System Information Blocks (SIBs), contains critical parameters for cell selection, initial access, and network camping. The UE typically monitors the SI and performs initial access to transition to connected state to obtain services.  The UE implicitly trusts the broadcast information to select a cell and initiate access. Consequently, an attacker can broadcast rogue SI messages or replay valid messages to impersonate a legitimate base station.
The lack of authenticity verification at this stage allows malicious actors to manipulate critical network parameters, lure UEs onto rogue cells, or disrupt service before the UE can authenticate with the Core Network. 
This key issue is about investigating whether and how a new protection mechanism could be introduced against over-the-air attackers who broadcast rogue SI messages or replay previously captured SI.



5.2.3.y.2	Security threats 



The absence of security protection for broadcast system information exposes the system to the following threats:
Camping on False Base Stations (FBS): Attackers may spoof essential SI to force UEs to camp on a malicious cell. This can lead to Man-in-the-Middle (MitM) attacks, allowing the attacker to intercept initial access messages or downgrade security protocols.
Denial of Service (DoS): An attacker may manipulate cell selection or access barring parameters in the SI to prevent UEs from accessing the legitimate network or to lure them into camping on a cell that provides no service.
Rogue Services: An authenticated FBS may inject unauthorized or manipulate/replay legitimate service-specific SIBs (e.g., for V2X or NTN) to disrupt operations.
False Public Warnings: Attackers may broadcast fabricated Public Warning System (PWS) messages (e.g., ETWS/CMAS) by spoofing the relevant SIB content, causing UEs in the area to present false emergency alerts. This can lead for example to loss of trust in official warnings, disruption of public order/services.
Privacy Leakage and Tracking: If a UE camps on an FBS, the attacker may trigger procedures that force the UE to reveal temporary identifiers, facilitating user identity leakage and tracking.


5.2.3.y.3	Potential security requirements

The 6G system shall provide a means to protect the system information obtained from a cell.
The 6G System shall provide means for the UE to mitigate FBS attacks.



5.2.3.y.4	Interim agreements
Editor's note:	This clause will include the principles that are agreed as work progresses for the specific KI#x.y. This may be populated directly or e.g. also when a topic in Area #x gets resolved and a principle is agreed. Where there is consensus, interim agreements pertaining to this key issue (e.g. solution principles descriptions, not specific solutions) should be documented in this clause as soon as possible during the study.
* * * End of Changes * * * *

