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1	Decision/action requested
This contribution provides a solution for SUCI calculation aspect in TR 33.703.
2	References
[1]	3GPP TR 33.703, Study on Transitioning to Post Quantum Cryptography (PQC) in 3GPP.
[2] 	Post Quantum Cryptography – Guidelines for Telecom Use Cases, Version 2.0.
[3]	NIST SP 800-227 Recommendations for Key-Encapsulation Mechanisms, ‘https://csrc.nist.gov/pubs/sp/800/227/final’.
3	Rationale
The pCR provides a solution on SUCI computation to TR 33.703 by considering GSMA described solution [2].
GSMA described solution uses the term or UE ID as Subscriber Public Identifier, whereas in TS 33.501 the UE ID is the SUPI i.e., Subscription Permanent Identifier / Subscription Unique Permanent Identifier. It is not clear how a Subscriber Public Identifier written in GSMA document is same or different from 3GPP SUPI. Additionally, if any public identifier term is used it is giving a notion that it is something related to 3GPP defined Generic Public Subscription Identifier (GPSI). As far as TR 33.703 is concerned, for 5G SUCI computation, the scope need to be clear and should use consistent terms such as SUPI unless there is proposal to use any different ID. In the latter case the rationale should be clear.
Therefore, this pCR uses GSMA described solution as base but proposes updates to use SUPI for SUCI computation along with the clarifications on key generation for the Hybrid PQC scenario.
In SA3#126 following ENs were provided to address. Hence this contribution provides the following clarifications and updates the solution with a respective track (rev) to highlight the updates to the revised version from SA3#126.
Editor’s Note 1: How the addition of freshness parameter is useful against an attack using CRQC is FFS.
Editor’s Note 2: Details on KDF inputs are FFS.
NIST SP 800-227 Recommendations for Key-Encapsulation Mechanisms [1], describes the requirements for the approved KEM implementation as follows: Where, it states, ‘Conforming implementations of approved KEMs are required to satisfy all of the require-ments below…Where one of the requirements is related to the EN in Solution#16 as copied below:
RS7 (Section 4.4.1) When a nonce is used by the decapsulator during key confirmation (as specified herein), a nonce with a bit length that is (at least) equal to the targetedsecurity strength of the KEM key-establishment process shall be used (see AppendixC.2).
Where Section 4.4.1 is related to the creation of MAC_Data, i.e., during Key confirmation, the Key Confirmation provider creates a message with a MAC tag that is computed on MAC_Data that contains context-specific information.
Further the nonce usage and implementation is described by NIST SP 800-227 as follows:
A nonce may be composed of one or more of the following components, though other components may also be appropriate:
1. A random bit string that is generated anew for each nonce using an approved ran-dom bit generator. A nonce containing a component of this type is called a randomnonce.
2. A timestamp of sufficient resolution so that it is different each time it is used.
3. A monotonically increasing sequence number.
4. A combination of a timestamp and a monotonically increasing sequence number such that the sequence number is reset when and only when the timestamp changes. For example, a timestamp may show the date but not the time of day, soa sequence number is appended that will not repeat during a particular day.
When a nonce is required for key-confirmation purposes as specified in this recommen-dation, it should be a random nonce that contains a random bit string output from an approved random bit generator, where both the security strength supported by the in-stantiation of the random bit generator and the bit length of the random bit string aregreater than or equal to the targeted security strength of the key-establishment schemein which the nonce is used during key confirmation. When feasible, the bit length of therandom bit string should be at least twice the targeted security strength. For details concerning the security strength supported by an instantiation of a random bit generator, see the SP 800-90 series of publications.
Therefore, additional clarifications are added to the document with the relevant reference as described above.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.703

***** Start of Change 1*****
[bookmark: _Toc211892433][bookmark: _Toc211951727][bookmark: _Toc211952269][bookmark: _Toc211870273]7.2.1	Solutions to SUCI calculation
7.2.1.X	Solution #Y: Solution for Hybrid PQC based SUCI Computation
[bookmark: _Toc528155245][bookmark: _Toc102752619][bookmark: _Toc205553957][bookmark: _Toc211870274]7.2.1.X.Y	Introduction
[bookmark: _Toc528155246][bookmark: _Toc102752620][bookmark: _Toc205553958][bookmark: _Toc211870275]This solution address Hybrid PQC algorithm SUCI calculations. The solution uses GSMA described solution [33] as base but proposes updates to use SUPI for SUCI computation along with the clarifications on key generation for the Hybrid PQC scenario.
7.2.1.X.Y	Solution details
PQC key encapsulation is performed and hybridization with ECC based key exchange is performed through Key Derivation Function (KDF). Security enhancement could be done by using input parameters such as Freshness parameter i.e., timestamp, SUCI Protection Profile ID, Hybrid PQC Code, and other information e.g. cipher texts from PQC KEM, classic Key agreement as inputs to KDF. For computing a fresh SUCI, the UE uses the provisioned ECIES parameters (such as Public key of HN, newly generated Ephemeral public private key pair and the newly generated ECIES ephemeral shared secret key generated from the Ephemeral private key and the HN public key), PQC-based public key of the home network, and PQC-based key encapsulation mechanism (KEM) according to the parameters provisioned by home network (HN). The processing on UE side is done as mentioned below.


7.2.1.X.Y-1: Processing on UE side
1. UE generates an ephemeral shared key and an encrypted PQC shared key (called as Post Quantum ciphertext) based on a PQC-based public key associated with the home network. The PQC-based HN public key is identified using a HN PQC Public key ID or an existing HN Public key ID can indicate the HN PQC Public key with a related value.
2. UE generates ephemeral symmetric encryption key and ephemeral MAC key using a KDF function and ECC based ephemeral shared key, PQC based ephemeral shared key along with input parameters such as Freshness parameter i.e., a combination composed of Nonce, Timestamp (for key confirmation purposes which can be implemented as recommended by NIST SP 800-227 for Key-Encapsulation Mechanisms [73], SUCI Protection Profile ID, Hybrid PQC Code, and other info e.g., ECC ephemeral public key, PQ Cipher text.
3,4. UE protects the plaintext block (i.e. SUPI or UE ID), using the encryption key and the MAC key. The final output is the concatenation of Freshness Parameter, SUCI Protection Profile ID, encrypted PQC shared key, the ciphertext (i.e., Enc(SUPI)) value, and MAC tag value.



7.2.1.X.Y-2: Processing on Network side
For deconcealing a SUCI, the home network uses the received encrypted PQC shared key, and the PQC-based private key of the home network along with the other parameters as described below. 
1. HN decapsulates the encrypted PQC shared key to derive the PQ ephemeral shared key 1. HN derives the ECC based ephemeral shared key using the HN private key and the received Ephemeral public key of UE.
2. HN generates ephemeral symmetric (de)encryption key and ephemeral MAC key using a KDF function and derived PQC ephemeral shared key, ECC based ephemeral shared key along with input parameters such as Freshness parameter i.e., a combinatiom composed of Nonce, timestamp, SUCI Protection Profile ID, Hybrid PQC Code, other info e.g ECC ephemeral public key, PQ Cipher text.
3,4. HN verifies the MAC and decrypts the ciphertext to derive the plaintext block (i.e. SUPI or UE ID), using the MAC key and (de)encryption key respectively.
Profile examples can be same as other hybrid PQC examples in the present document.
Editor’s Note 1: Evaluation on impact of initial access due to increased length of SUCI is ffs.
Editor’s Note 2: Evaluation on computing overhead of SUCI calculation on both UE and network side is ffs.
Editor’s Note 3: Whether the solution work for case that user does not update USIM card is ffs.
[bookmark: _Toc528155247][bookmark: _Toc102752621][bookmark: _Toc205553959][bookmark: _Toc211870276]7.2.1.X.Y	Evaluation
TBD
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