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==============First change==============

[bookmark: _Toc148688712]Introduction
[bookmark: _Hlk148352494]The present document is one of three, which between them form the entire specification set of the ZUC based 256-bit encryption and integrity protection algorithms, entitled:
-	3GPP TS 35.246: "Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G;
Document 1: Algorithm Specification ".
-	3GPP TS 35.247: "Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G;
Document 2: Implementation Test Data".
-	3GPP TS 35.248: "Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G;
Document 3: Design Conformance Test Data".

==============Next change==============
[bookmark: _Toc148688713][bookmark: _Toc510696653][bookmark: _Toc35971453][bookmark: _Toc67903570][bookmark: _Toc73173353][bookmark: _Toc96959947][bookmark: _Toc129247653][bookmark: _Toc164863407][bookmark: _Toc209529804]1	Scope
[bookmark: references][bookmark: _Hlk148947793]The present document contains the design conformance test data of the encryption and integrity protection function 256-NEA6, 256-NIA6 and the combined authenticated encryption 256-NCA6 protection function for 3GPP systems.


==============Next change==============

2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	void
[3]	3GPP TS 35.246: "3G Security; Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity algorithm, and the authenticated encryption 256-NCA6 for 5G; Document 1: algorithm specification".
[4]	3GPP TS 35.247: "3G Security; Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity algorithm, and the authenticated encryption 256-NCA6 for 5G; Document 2: implementation test data". 
[5]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications". 
[2]	The non-redacted specification is available via http://www.etsi.org/WebSite/OurServices/Algorithms/3gppalgorithms.aspx and is subject to licensing conditions described at this site.
Editor’s Note: The given reference [2] leads to the valid portal, but the desired specifications are not stored there because they are still under construction.

==============Next change==============

[bookmark: _Toc148688715][bookmark: _Toc22544388][bookmark: _Toc22544819][bookmark: _Toc26877459][bookmark: _Toc145421626]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc148688716]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [5] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [5].
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1], in the non-redacted version of the specification [2] and the following apply. A term defined in the present document and its corresponding non-redacted version [2] takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
[bookmark: _Toc148688717]3.2	Symbols
void

[bookmark: _Toc148688718]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1], in the non-redacted version of the specification [2] and the following apply. An abbreviation defined in the present document and its corresponding non-redacted version [2] takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].	void


==============Next change==============
[bookmark: _Toc149894098][bookmark: _Toc163117983][bookmark: _Toc163828321][bookmark: _Toc178091356][bookmark: _Toc148688719][bookmark: _Hlk148605056]4	Preliminary information
[bookmark: _Toc149894099][bookmark: _Toc163117984][bookmark: _Toc163828322][bookmark: _Toc178091357]4.1	Introduction
For the details of the algorithm specification please refer to the ([3]), and for the implementers' test data please refer to ([4]).
[bookmark: _Toc149894100][bookmark: _Toc163117985][bookmark: _Toc163828323][bookmark: _Toc178091358]5	ZUC conformance test data
[bookmark: _Toc149894101][bookmark: _Toc163117986][bookmark: _Toc163828324][bookmark: _Toc178091359]5.1	Overview
As a general rule in this clause, values are written in arrays as 8/16/32-bit integers in hexadecimal format without the leading 0x.
[bookmark: _Toc149894102][bookmark: _Toc163117987][bookmark: _Toc163828325][bookmark: _Toc178091360]5.2	NEA6

[bookmark: _MCCTEMPBM_CRPT66590002___7]=== NEA6_256 TEST #1 ===
Inputs:
   COUNT_C = 0x00000000
 DIRECTION = 0
    BEARER = 0
    LENGTH = 0
  EXTRA_IV = { }
        CK = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
       IBS = { }
Intermediates:
      IV12 = { 00 00 00 00 00 00 00 00 00 00 00 00 }
Results:
       OBS = { }

=== NEA6_256 TEST #2 ===
Inputs:
   COUNT_C = 0x00000000
 DIRECTION = 1
    BEARER = 31
    LENGTH = 8
  EXTRA_IV = { }
        CK = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
       IBS = { 00 }
Intermediates:
      IV12 = { 00 3f 00 00 00 00 00 00 00 00 00 00 }
Results:
       OBS = { 4b }

=== NEA6_256 TEST #3 ===
Inputs:
   COUNT_C = 0x80000001
 DIRECTION = 0
    BEARER = 14
    LENGTH = 144
  EXTRA_IV = { 11 12 13 14 15 16 }
        CK = { 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
       IBS = { 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 
               11 12 }
Intermediates:
      IV12 = { 00 1c 11 12 13 14 15 16 80 00 00 01 }
Results:
       OBS = { d9 fb a3 d0 a1 11 5b bf f0 9c ce 2d 9a ed 36 e6 
               58 b6 }

=== NEA6_256 TEST #4 ===
Inputs:
   COUNT_C = 0x00000001
 DIRECTION = 0
    BEARER = 0
    LENGTH = 0
  EXTRA_IV = { 10 20 30 40 50 00 }
        CK = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 }
       IBS = { }
Intermediates:
      IV12 = { 00 00 10 20 30 40 50 00 00 00 00 01 }
Results:
       OBS = { }

=== NEA6_256 TEST #5 ===
Inputs:
   COUNT_C = 0x00000001
 DIRECTION = 0
    BEARER = 0
    LENGTH = 0
  EXTRA_IV = { }
        CK = { 80 00 00 00 00 00 00 00 00 00 00 00 00 00 01 01 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 }
       IBS = { }
Intermediates:
      IV12 = { 00 00 00 00 00 00 00 00 00 00 00 01 }
Results:
       OBS = { }

=== NEA6_256 TEST #6 ===
Inputs:
   COUNT_C = 0xffffffff
 DIRECTION = 1
    BEARER = 31
    LENGTH = 24
  EXTRA_IV = { }
        CK = { ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
               ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff }
       IBS = { ff ff 00 }
Intermediates:
      IV12 = { 00 3f 00 00 00 00 00 00 ff ff ff ff }
Results:
       OBS = { 4f 62 4d }

=== NEA6_256 TEST #7 ===
Inputs:
   COUNT_C = 0xaa00aa00
 DIRECTION = 1
    BEARER = 6
    LENGTH = 32
  EXTRA_IV = { }
        CK = { 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 
               55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 }
       IBS = { ff ff 00 ff }
Intermediates:
      IV12 = { 00 0d 00 00 00 00 00 00 aa 00 aa 00 }
Results:
       OBS = { 18 d4 bd f2 }

=== NEA6_256 TEST #8 ===
Inputs:
   COUNT_C = 0xffffffff
 DIRECTION = 1
    BEARER = 31
    LENGTH = 216
  EXTRA_IV = { ff ff ff ff ff ff }
        CK = { 1f 2f 3f 4f 5f 6f 7f 8f 9f af bf cf df ef ff 0f 
               1f 3f 5f 7f 9f 2f 4f 6f 8f af ff ff ff ff ff ff }
       IBS = { 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 
               11 12 13 14 15 aa ab ac ad ae af }
Intermediates:
      IV12 = { 00 3f ff ff ff ff ff ff ff ff ff ff }
Results:
       OBS = { 7b 04 b7 9e 13 06 09 2f be 51 06 00 b4 3e d4 c6 
               fb 0b c9 2f 6f c6 e0 2b 78 ba d0 }

=== NEA6_256 TEST #9 ===
Inputs:
   COUNT_C = 0x37ab2e7f
 DIRECTION = 0
    BEARER = 20
    LENGTH = 936
  EXTRA_IV = { 29 23 be 84 e1 6c }
        CK = { 64 e7 f9 a3 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
       IBS = { f6 9e 7d 49 dc ad 4f 14 f2 44 40 66 d0 6b c4 30 
               b7 32 3b a1 22 f6 22 91 9d e1 8b 1f da b0 ca 99 
               02 b9 72 9d 49 2c 80 7e bf 38 11 ac 94 21 58 0c 
               19 e6 53 7f d1 ca c6 0b bc 9b d4 9a 2c 3a 6f 9f 
               d4 58 13 fc 22 7e b4 24 cf 50 f5 7c b4 12 9a 08 
               df 6b 40 43 e6 69 4b 4e 7b c6 21 4d 41 6a 96 0f 
               de 30 a6 ed 52 ed 6a f4 87 af 45 46 28 42 5f bd 
               b7 f9 54 d2 da }
Intermediates:
      IV12 = { 00 28 29 23 be 84 e1 6c 37 ab 2e 7f }
Results:
       OBS = { d7 05 a6 d4 13 20 e5 16 a4 9f 81 9a ec b9 2f 36 
               16 fa 5d 4e 08 8f f2 5e a8 31 4e ba e6 1b ef 74 
               01 97 e2 36 af d6 5c 96 15 6f ff cb 0b c7 be 13 
               6e 36 b1 4e 50 be c3 8e c2 38 84 b4 b3 ef e5 9d 
               0c fc 04 49 14 ee 1e 02 59 d8 a3 a7 c8 71 15 ba 
               99 ed 15 41 b2 6a 32 04 29 81 6d 51 eb 02 14 fa 
               52 87 d2 b2 c4 20 2f 7f 0a 92 ba 7e f4 40 58 c9 
               76 48 85 2f d0 }

=== NEA6_256 TEST #10 ===
Inputs:
   COUNT_C = 0x01234567
 DIRECTION = 1
    BEARER = 26
    LENGTH = 8
  EXTRA_IV = { 01 23 45 67 89 ab }
        CK = { dc e0 01 a5 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
       IBS = { ff }
Intermediates:
      IV12 = { 00 35 01 23 45 67 89 ab 01 23 45 67 }
Results:
       OBS = { de }

=== NEA6_256 TEST #11 ===
Inputs:
   COUNT_C = 0x01234567
 DIRECTION = 1
    BEARER = 26
    LENGTH = 7
  EXTRA_IV = { 01 23 45 67 89 ab }
        CK = { dc e0 01 a5 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
       IBS = { ff }
Intermediates:
      IV12 = { 00 35 01 23 45 67 89 ab 01 23 45 67 }
Results:
       OBS = { de }

=== NEA6_256 TEST #12 ===
Inputs:
   COUNT_C = 0x01234567
 DIRECTION = 1
    BEARER = 26
    LENGTH = 1
  EXTRA_IV = { 01 23 45 67 89 ab }
        CK = { dc e0 01 a5 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
       IBS = { ff }
Intermediates:
      IV12 = { 00 35 01 23 45 67 89 ab 01 23 45 67 }
Results:
       OBS = { 80 }



[bookmark: _Toc149894103][bookmark: _Toc163117988][bookmark: _Toc163828326][bookmark: _Toc178091361]5.3	NIA6
[bookmark: _MCCTEMPBM_CRPT66590003___7]=== NIA6_256 TEST #1 ===
Inputs:
   COUNT_I = 0x00000000
 DIRECTION = 0
    BEARER = 0
 MAC_BYTES = 4
    LENGTH = 0
  EXTRA_IV = { }
        IK = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
   MESSAGE = { }
Intermediates:
      IV12 = { 20 00 00 00 00 00 00 00 00 00 00 00 }
         H = { 22 07 25 ce bc f4 73 c2 14 ad c7 f4 6a 81 0a 16 }
         Q = { cf fd 56 22 8c 27 a3 4c e9 23 4f 1a 28 7b 74 55 }
         P = { 80 66 ae db 1c e7 f9 f9 7c 8d 88 f9 49 e0 c9 2b }
   Mac-LEN = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
Results:
     MAC_I = { 80 66 ae db }

=== NIA6_256 TEST #2 ===
Inputs:
   COUNT_I = 0x00000000
 DIRECTION = 1
    BEARER = 31
 MAC_BYTES = 5
    LENGTH = 8
  EXTRA_IV = { }
        IK = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
   MESSAGE = { 00 }
Intermediates:
      IV12 = { 28 3f 00 00 00 00 00 00 00 00 00 00 }
         H = { 59 a1 5e 49 76 ff cf 74 80 88 22 43 56 70 95 5a }
         Q = { f3 0e c3 81 b2 af 5b f0 fe c8 fa fb 8b fe 2d 65 }
         P = { b6 14 46 be b4 74 70 ff 1a fe 4c 0d ff a6 3f 09 }
   Mac-LEN = { 00 00 00 00 00 00 00 00 08 00 00 00 00 00 00 00 }
Results:
     MAC_I = { 41 53 90 61 eb }

=== NIA6_256 TEST #3 ===
Inputs:
   COUNT_I = 0x80000001
 DIRECTION = 0
    BEARER = 14
 MAC_BYTES = 6
    LENGTH = 144
  EXTRA_IV = { 11 12 13 14 15 16 }
        IK = { 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
   MESSAGE = { 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 
               11 12 }
Intermediates:
      IV12 = { 30 1c 11 12 13 14 15 16 80 00 00 01 }
         H = { 60 11 05 07 5e 5d 93 0f e5 7e 3b 7f e9 2c fd f8 }
         Q = { 0d e2 99 e4 54 48 4d e2 6d c5 cb 5f 2c a2 00 4d }
         P = { b3 57 ea d1 2d 98 54 3a cc 88 e4 59 65 59 14 ca }
   Mac-LEN = { 00 00 00 00 00 00 00 00 90 00 00 00 00 00 00 00 }
Results:
     MAC_I = { 96 19 76 e0 cf c7 }

=== NIA6_256 TEST #4 ===
Inputs:
   COUNT_I = 0x00000001
 DIRECTION = 0
    BEARER = 0
 MAC_BYTES = 7
    LENGTH = 0
  EXTRA_IV = { 10 20 30 40 50 00 }
        IK = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 }
   MESSAGE = { }
Intermediates:
      IV12 = { 38 00 10 20 30 40 50 00 00 00 00 01 }
         H = { 58 e5 a7 0c 5b cd bb a4 a2 d8 7c c5 25 d1 d5 0d }
         Q = { 4c 8c aa 4b 4a e2 04 2b 81 59 f6 c2 ac bc 6c 58 }
         P = { 40 dd f9 ae e3 31 e7 ab 01 80 ac df e4 ed cb c5 }
   Mac-LEN = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
Results:
     MAC_I = { 40 dd f9 ae e3 31 e7 }

=== NIA6_256 TEST #5 ===
Inputs:
   COUNT_I = 0x00000001
 DIRECTION = 0
    BEARER = 0
 MAC_BYTES = 8
    LENGTH = 0
  EXTRA_IV = { }
        IK = { 80 00 00 00 00 00 00 00 00 00 00 00 00 00 01 01 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 }
   MESSAGE = { }
Intermediates:
      IV12 = { 40 00 00 00 00 00 00 00 00 00 00 01 }
         H = { 2f a2 f2 7a 43 7a 7a 0b a8 a8 cf a6 75 10 60 9f }
         Q = { 25 a9 1a ac 51 4b e8 03 71 e3 03 1a f9 30 4f 22 }
         P = { 5a f2 55 44 66 3f c5 2c 7a c2 11 55 ee 57 7c c6 }
   Mac-LEN = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
Results:
     MAC_I = { 5a f2 55 44 66 3f c5 2c }

=== NIA6_256 TEST #6 ===
Inputs:
   COUNT_I = 0xffffffff
 DIRECTION = 1
    BEARER = 31
 MAC_BYTES = 9
    LENGTH = 24
  EXTRA_IV = { }
        IK = { ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
               ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff }
   MESSAGE = { ff ff 00 }
Intermediates:
      IV12 = { 48 3f 00 00 00 00 00 00 ff ff ff ff }
         H = { d1 d5 21 c2 6c 8d 53 10 ed eb f7 ba 7e 0c 82 0b }
         Q = { 05 3b 52 2f 2d ed fa 1c 0c a3 67 0b 7d 6c c9 51 }
         P = { 5e 00 cc 21 5b f6 68 59 01 bc 9b e8 d2 8f 91 c9 }
   Mac-LEN = { 00 00 00 00 00 00 00 00 18 00 00 00 00 00 00 00 }
Results:
     MAC_I = { 7e 36 a9 9c a0 f0 08 06 d5 }

=== NIA6_256 TEST #7 ===
Inputs:
   COUNT_I = 0xaa00aa00
 DIRECTION = 1
    BEARER = 6
 MAC_BYTES = 12
    LENGTH = 32
  EXTRA_IV = { }
        IK = { 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 
               55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 }
   MESSAGE = { ff ff 00 ff }
Intermediates:
      IV12 = { 60 0d 00 00 00 00 00 00 aa 00 aa 00 }
         H = { 13 aa c1 9f 37 47 de 43 cd de 7f 48 78 1a 05 be }
         Q = { 97 09 78 79 30 a8 75 ba 04 c7 e6 a8 e5 36 32 16 }
         P = { b6 8c 56 4c 94 69 22 e9 78 ee 45 6d 07 1d b4 ac }
   Mac-LEN = { 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 }
Results:
     MAC_I = { 40 47 33 1b b8 f0 40 ea 8f f0 8f 12 }

=== NIA6_256 TEST #8 ===
Inputs:
   COUNT_I = 0xffffffff
 DIRECTION = 1
    BEARER = 31
 MAC_BYTES = 15
    LENGTH = 216
  EXTRA_IV = { ff ff ff ff ff ff }
        IK = { 1f 2f 3f 4f 5f 6f 7f 8f 9f af bf cf df ef ff 0f 
               1f 3f 5f 7f 9f 2f 4f 6f 8f af ff ff ff ff ff ff }
   MESSAGE = { 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 
               11 12 13 14 15 aa ab ac ad ae af }
Intermediates:
      IV12 = { 78 3f ff ff ff ff ff ff ff ff ff ff }
         H = { 62 e7 48 f5 9d fd 54 e3 b4 06 7e b6 a3 9d 53 77 }
         Q = { 7b 77 1b 88 12 90 0f 0c fb 9c 8f 67 6f 03 3c 9c }
         P = { a6 ea 0c c7 9c 18 c3 0f 23 1c 1f 40 73 84 dc 8a }
   Mac-LEN = { 00 00 00 00 00 00 00 00 d8 00 00 00 00 00 00 00 }
Results:
     MAC_I = { 5a a2 a1 06 52 4c d3 5b 0a ab 10 e8 04 28 19 }

=== NIA6_256 TEST #9 ===
Inputs:
   COUNT_I = 0x37ab2e7f
 DIRECTION = 0
    BEARER = 20
 MAC_BYTES = 16
    LENGTH = 936
  EXTRA_IV = { 29 23 be 84 e1 6c }
        IK = { 64 e7 f9 a3 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
   MESSAGE = { f6 9e 7d 49 dc ad 4f 14 f2 44 40 66 d0 6b c4 30 
               b7 32 3b a1 22 f6 22 91 9d e1 8b 1f da b0 ca 99 
               02 b9 72 9d 49 2c 80 7e bf 38 11 ac 94 21 58 0c 
               19 e6 53 7f d1 ca c6 0b bc 9b d4 9a 2c 3a 6f 9f 
               d4 58 13 fc 22 7e b4 24 cf 50 f5 7c b4 12 9a 08 
               df 6b 40 43 e6 69 4b 4e 7b c6 21 4d 41 6a 96 0f 
               de 30 a6 ed 52 ed 6a f4 87 af 45 46 28 42 5f bd 
               b7 f9 54 d2 da }
Intermediates:
      IV12 = { 80 28 29 23 be 84 e1 6c 37 ab 2e 7f }
         H = { f2 10 49 c6 b4 35 65 57 32 5a 4f 1e cb 20 50 e5 }
         Q = { 8b dd d4 95 64 cc 95 fc 88 f2 f8 3e b0 0c 5c dd }
         P = { a4 38 05 49 47 f0 3f d4 16 11 b9 1a 7d d2 fa 5c }
   Mac-LEN = { 00 00 00 00 00 00 00 00 a8 03 00 00 00 00 00 00 }
Results:
     MAC_I = { 94 3d ff e6 b2 ae ec 35 04 89 67 26 db 2d ad 9c }

=== NIA6_256 TEST #10 ===
Inputs:
   COUNT_I = 0x01234567
 DIRECTION = 1
    BEARER = 26
 MAC_BYTES = 16
    LENGTH = 8
  EXTRA_IV = { 01 23 45 67 89 ab }
        IK = { dc e0 01 a5 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
   MESSAGE = { ff }
Intermediates:
      IV12 = { 80 35 01 23 45 67 89 ab 01 23 45 67 }
         H = { 4b 1f 35 39 b4 b2 b7 af 54 71 94 bb 61 4b d8 8b }
         Q = { 57 19 11 77 cc bd 5c 79 6a 8e ea cc 58 00 5e 7e }
         P = { fe dd 5d 46 4c de a5 c3 91 02 9f e5 a8 45 8a dc }
   Mac-LEN = { 00 00 00 00 00 00 00 00 08 00 00 00 00 00 00 00 }
Results:
     MAC_I = { 3e 2b 31 33 9b 02 85 15 5a 7a 32 e5 ca 0a 6b 9b }

=== NIA6_256 TEST #11 ===
Inputs:
   COUNT_I = 0x01234567
 DIRECTION = 1
    BEARER = 26
 MAC_BYTES = 16
    LENGTH = 7
  EXTRA_IV = { 01 23 45 67 89 ab }
        IK = { dc e0 01 a5 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
   MESSAGE = { ff }
Intermediates:
      IV12 = { 80 35 01 23 45 67 89 ab 01 23 45 67 }
         H = { 4b 1f 35 39 b4 b2 b7 af 54 71 94 bb 61 4b d8 8b }
         Q = { 57 19 11 77 cc bd 5c 79 6a 8e ea cc 58 00 5e 7e }
         P = { fe dd 5d 46 4c de a5 c3 91 02 9f e5 a8 45 8a dc }
   Mac-LEN = { 00 00 00 00 00 00 00 00 07 00 00 00 00 00 00 00 }
Results:
     MAC_I = { e4 e3 a9 5d 8b 3f a0 d4 cf b5 76 c3 bb 49 3a 70 }

=== NIA6_256 TEST #12 ===
Inputs:
   COUNT_I = 0x01234567
 DIRECTION = 1
    BEARER = 26
 MAC_BYTES = 16
    LENGTH = 1
  EXTRA_IV = { 01 23 45 67 89 ab }
        IK = { dc e0 01 a5 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
   MESSAGE = { ff }
Intermediates:
      IV12 = { 80 35 01 23 45 67 89 ab 01 23 45 67 }
         H = { 4b 1f 35 39 b4 b2 b7 af 54 71 94 bb 61 4b d8 8b }
         Q = { 57 19 11 77 cc bd 5c 79 6a 8e ea cc 58 00 5e 7e }
         P = { fe dd 5d 46 4c de a5 c3 91 02 9f e5 a8 45 8a dc }
   Mac-LEN = { 00 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 }
Results:
     MAC_I = { 81 1c 3f 26 23 f0 64 74 d3 36 67 cc 01 f5 8d ca }
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Inputs:
     COUNT = 0x00000000
 DIRECTION = 0
    BEARER = 0
 MAC_BYTES = 4
AAD_LENGTH = 0
  S_LENGTH = 0
  EXTRA_IV = { }
       KEY = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
       AAD = { }
       IBS = { }
Intermediates:
      IV12 = { 24 00 00 00 00 00 00 00 00 00 00 00 }
         H = { 25 05 33 53 dd f4 ca e1 84 a8 e6 ef 45 a5 d6 80 }
         Q = { 08 70 07 02 27 e3 3b 59 10 96 26 b4 a3 1c 40 bd }
         P = { e0 a4 71 85 57 56 5b d5 d6 42 d0 da c9 6d 5a 83 }
   Mac-LEN = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
Results:
       OBS = { }
       MAC = { e0 a4 71 85 }

=== NCA6_256 TEST #2 ===
Inputs:
     COUNT = 0x00000000
 DIRECTION = 1
    BEARER = 31
 MAC_BYTES = 5
AAD_LENGTH = 0
  S_LENGTH = 8
  EXTRA_IV = { }
       KEY = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
       AAD = { }
       IBS = { 00 }
Intermediates:
      IV12 = { 2c 3f 00 00 00 00 00 00 00 00 00 00 }
         H = { de 5f c8 d3 b4 31 ed f1 46 db d0 18 0e fa 2a b2 }
         Q = { 7b f6 60 89 2c 44 9c f5 cd 8b 2a ab 4b c4 ca 19 }
         P = { 30 51 34 d3 6f 82 63 1c 45 91 88 c5 2a 49 7d 5d }
   Mac-LEN = { 08 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
Results:
       OBS = { 6b }
       MAC = { 13 64 e2 ce c8 }

=== NCA6_256 TEST #3 ===
Inputs:
     COUNT = 0x80000001
 DIRECTION = 0
    BEARER = 14
 MAC_BYTES = 6
AAD_LENGTH = 0
  S_LENGTH = 144
  EXTRA_IV = { 11 12 13 14 15 16 }
       KEY = { 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
       AAD = { }
       IBS = { 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 
               11 12 }
Intermediates:
      IV12 = { 34 1c 11 12 13 14 15 16 80 00 00 01 }
         H = { 93 6b 3f 5f e4 26 b5 c1 5e c7 18 d2 ce 82 78 fb }
         Q = { fe fd a0 1b 06 a9 61 19 86 62 c8 da 52 a9 ac 35 }
         P = { 3e 91 f3 69 9a a5 7e 00 72 3e 26 5c 4a 78 a8 23 }
   Mac-LEN = { 90 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 }
Results:
       OBS = { 70 21 0f 9f ef 3f 2f ab e4 23 f4 4a ed 17 7b 61 
               c1 21 }
       MAC = { 91 7b da ca 6f 1f }

=== NCA6_256 TEST #4 ===
Inputs:
     COUNT = 0x00000001
 DIRECTION = 0
    BEARER = 0
 MAC_BYTES = 7
AAD_LENGTH = 8
  S_LENGTH = 0
  EXTRA_IV = { 10 20 30 40 50 00 }
       KEY = { 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 }
       AAD = { 00 }
       IBS = { }
Intermediates:
      IV12 = { 3c 00 10 20 30 40 50 00 00 00 00 01 }
         H = { 6d 32 8e 1a 2b 0b e8 14 23 89 46 03 c6 a0 91 5e }
         Q = { 7e 9c 19 f3 40 df 72 23 a8 a6 00 44 fc f7 ae d4 }
         P = { 4d 58 f5 01 d8 4e cc 43 b3 4c d6 0d 54 21 1f d7 }
   Mac-LEN = { 00 00 00 00 00 00 00 00 08 00 00 00 00 00 00 00 }
Results:
       OBS = { }
       MAC = { 0c 6d f0 21 3a f1 bb }

=== NCA6_256 TEST #5 ===
Inputs:
     COUNT = 0x00000001
 DIRECTION = 0
    BEARER = 0
 MAC_BYTES = 8
AAD_LENGTH = 168
  S_LENGTH = 0
  EXTRA_IV = { }
       KEY = { 80 00 00 00 00 00 00 00 00 00 00 00 00 00 01 01 
               00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 }
       AAD = { 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 
               11 12 13 14 15 }
       IBS = { }
Intermediates:
      IV12 = { 44 00 00 00 00 00 00 00 00 00 00 01 }
         H = { e9 48 16 87 05 f4 af c4 b7 56 88 d4 3e e6 5e 3c }
         Q = { 3e ab 15 b6 06 b1 06 d3 eb f9 12 22 3b cb c6 43 }
         P = { ab 12 a3 a6 53 05 d6 35 37 86 7c 68 56 37 6b c5 }
   Mac-LEN = { 00 00 00 00 00 00 00 00 a8 00 00 00 00 00 00 00 }
Results:
       OBS = { }
       MAC = { 6d 08 a4 d3 17 55 46 2a }

=== NCA6_256 TEST #6 ===
Inputs:
     COUNT = 0xffffffff
 DIRECTION = 1
    BEARER = 31
 MAC_BYTES = 9
AAD_LENGTH = 168
  S_LENGTH = 24
  EXTRA_IV = { }
       KEY = { ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
               ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff }
       AAD = { 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 
               11 12 13 14 15 }
       IBS = { ff ff 00 }
Intermediates:
      IV12 = { 4c 3f 00 00 00 00 00 00 ff ff ff ff }
         H = { 13 48 50 d8 2a 60 3e 4a 68 75 4d 7f 55 4b db fa }
         Q = { 0e 75 5d 13 f0 bc f7 e6 b0 01 69 94 d0 66 4c cc }
         P = { 0d 9f 92 66 81 64 99 1d df 1d c0 ae fd b9 85 64 }
   Mac-LEN = { 18 00 00 00 00 00 00 00 a8 00 00 00 00 00 00 00 }
Results:
       OBS = { 96 1a 27 }
       MAC = { 30 5f 4f 2e d5 af 47 52 de }

=== NCA6_256 TEST #7 ===
Inputs:
     COUNT = 0xaa00aa00
 DIRECTION = 1
    BEARER = 6
 MAC_BYTES = 12
AAD_LENGTH = 168
  S_LENGTH = 32
  EXTRA_IV = { }
       KEY = { 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 
               55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 }
       AAD = { 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 
               11 12 13 14 15 }
       IBS = { ff ff 00 ff }
Intermediates:
      IV12 = { 64 0d 00 00 00 00 00 00 aa 00 aa 00 }
         H = { fc 92 7f 30 dd 44 58 47 61 74 49 cf 74 82 99 c2 }
         Q = { 52 3e 59 56 5a 86 fb e5 e4 35 84 ed f4 bc af 3a }
         P = { fb ed 19 c6 bc 43 cf 1a d8 7e 0d 25 1f 7c 56 bc }
   Mac-LEN = { 20 00 00 00 00 00 00 00 a8 00 00 00 00 00 00 00 }
Results:
       OBS = { bf db ae 6d }
       MAC = { 5a 83 ce 08 4b 14 ec 43 d9 d8 a5 23 }

=== NCA6_256 TEST #8 ===
Inputs:
     COUNT = 0xffffffff
 DIRECTION = 1
    BEARER = 31
 MAC_BYTES = 15
AAD_LENGTH = 216
  S_LENGTH = 216
  EXTRA_IV = { ff ff ff ff ff ff }
       KEY = { 1f 2f 3f 4f 5f 6f 7f 8f 9f af bf cf df ef ff 0f 
               1f 3f 5f 7f 9f 2f 4f 6f 8f af ff ff ff ff ff ff }
       AAD = { 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 
               11 12 13 14 15 16 17 18 19 20 21 }
       IBS = { 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 
               11 12 13 14 15 aa ab ac ad ae af }
Intermediates:
      IV12 = { 7c 3f ff ff ff ff ff ff ff ff ff ff }
         H = { be 85 0c df 9a 9f 51 df f9 bf d8 5a 0e 11 34 f3 }
         Q = { 63 3d 43 01 30 a8 70 66 63 0a 01 e4 99 0d 7a fb }
         P = { da 16 50 0c 02 bc a0 d6 c1 9a 12 30 0f 03 fb cf }
   Mac-LEN = { d8 00 00 00 00 00 00 00 d8 00 00 00 00 00 00 00 }
Results:
       OBS = { 08 4e 9f 77 8b aa b8 e5 95 4a a6 a9 3c 9b 36 28 
               ba 83 e1 10 5b f2 0e 66 c1 a3 5e }
       MAC = { 26 0f 6b 0c 46 1c 58 88 85 b3 7c 15 b5 fd 0f }

=== NCA6_256 TEST #9 ===
Inputs:
     COUNT = 0x37ab2e7f
 DIRECTION = 0
    BEARER = 20
 MAC_BYTES = 16
AAD_LENGTH = 840
  S_LENGTH = 936
  EXTRA_IV = { 29 23 be 84 e1 6c }
       KEY = { 64 e7 f9 a3 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
       AAD = { c5 99 d5 e9 80 b2 ea c9 cc 53 bf 67 d6 bf 14 d6 
               7e 2d dc 8e 66 83 ef 57 49 5c 0a a3 db 56 f0 b1 
               b3 0d 49 6b 74 38 bf 62 c2 fa ba f2 d6 b7 de b9 
               22 25 d5 4e 38 a6 4e 30 e8 d5 45 fd a8 5e 85 e5 
               3a 14 6c 5d 88 3d ef 18 d3 30 dd 33 0c 23 68 b0 
               82 3e e1 25 be f4 c3 b5 ab 92 f3 40 fb 18 46 d7 
               c5 49 44 73 73 fe 2c e6 db }
       IBS = { f6 9e 7d 49 dc ad 4f 14 f2 44 40 66 d0 6b c4 30 
               b7 32 3b a1 22 f6 22 91 9d e1 8b 1f da b0 ca 99 
               02 b9 72 9d 49 2c 80 7e bf 38 11 ac 94 21 58 0c 
               19 e6 53 7f d1 ca c6 0b bc 9b d4 9a 2c 3a 6f 9f 
               d4 58 13 fc 22 7e b4 24 cf 50 f5 7c b4 12 9a 08 
               df 6b 40 43 e6 69 4b 4e 7b c6 21 4d 41 6a 96 0f 
               de 30 a6 ed 52 ed 6a f4 87 af 45 46 28 42 5f bd 
               b7 f9 54 d2 da }
Intermediates:
      IV12 = { 84 28 29 23 be 84 e1 6c 37 ab 2e 7f }
         H = { 7c 91 e2 27 6f c6 ef 5f 3b 30 f4 ca b1 d9 9d d1 }
         Q = { 31 76 6a dd cd 76 ef 03 2f 3b 20 5b 53 37 bf 18 }
         P = { 91 bc 8b 31 6f 04 07 16 ca 1e ee b6 fa 50 8d 41 }
   Mac-LEN = { a8 03 00 00 00 00 00 00 48 03 00 00 00 00 00 00 }
Results:
       OBS = { 66 65 43 94 0f e1 e9 23 6a 51 ca b3 27 71 95 3c 
               3d 31 5a 2e 67 1b 1e 14 9c 3a 67 1f 6c f8 f3 88 
               49 9f a1 cc 83 03 eb 2c 55 5a 62 de 8c 58 f2 74 
               e4 12 93 1b d6 6e af bc 3b 77 c0 bd 66 32 ab fb 
               b3 de 93 f6 eb e8 73 7e 64 15 fd 8c 99 a7 55 7f 
               fd f7 56 9c 57 60 7e f2 45 79 22 75 00 94 c6 12 
               23 ce 37 30 b7 34 4c ae 3f a3 6c a9 af dc de 9f 
               17 92 38 c5 8d }
       MAC = { d5 f2 a1 f0 b6 fb a9 9a a6 0e 2f 47 e2 cb f6 93 }

=== NCA6_256 TEST #10 ===
Inputs:
     COUNT = 0x01234567
 DIRECTION = 1
    BEARER = 26
 MAC_BYTES = 16
AAD_LENGTH = 16
  S_LENGTH = 8
  EXTRA_IV = { 01 23 45 67 89 ab }
       KEY = { dc e0 01 a5 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
       AAD = { ff ff }
       IBS = { ff }
Intermediates:
      IV12 = { 84 35 01 23 45 67 89 ab 01 23 45 67 }
         H = { 1c 54 40 41 4e 8a 55 44 1f 80 7a b3 58 63 35 24 }
         Q = { 64 86 dd 7d c6 2a 7c 2f 5c 27 dd 7d a2 01 da e2 }
         P = { 23 3f e7 c8 b0 98 71 d2 f9 66 07 c5 1e e9 fe 18 }
   Mac-LEN = { 08 00 00 00 00 00 00 00 10 00 00 00 00 00 00 00 }
Results:
       OBS = { 36 }
       MAC = { dd 44 a6 6d dc ab 6c 5b 9e 37 b0 0b 90 fd 55 5b }

=== NCA6_256 TEST #11 ===
Inputs:
     COUNT = 0x01234567
 DIRECTION = 1
    BEARER = 26
 MAC_BYTES = 16
AAD_LENGTH = 15
  S_LENGTH = 7
  EXTRA_IV = { 01 23 45 67 89 ab }
       KEY = { dc e0 01 a5 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
       AAD = { ff ff }
       IBS = { ff }
Intermediates:
      IV12 = { 84 35 01 23 45 67 89 ab 01 23 45 67 }
         H = { 1c 54 40 41 4e 8a 55 44 1f 80 7a b3 58 63 35 24 }
         Q = { 64 86 dd 7d c6 2a 7c 2f 5c 27 dd 7d a2 01 da e2 }
         P = { 23 3f e7 c8 b0 98 71 d2 f9 66 07 c5 1e e9 fe 18 }
   Mac-LEN = { 07 00 00 00 00 00 00 00 0f 00 00 00 00 00 00 00 }
Results:
       OBS = { 36 }
       MAC = { fc 54 bd a8 7c 4b f4 0e 69 f7 df 16 99 45 61 db }

=== NCA6_256 TEST #12 ===
Inputs:
     COUNT = 0x01234567
 DIRECTION = 1
    BEARER = 26
 MAC_BYTES = 16
AAD_LENGTH = 9
  S_LENGTH = 1
  EXTRA_IV = { 01 23 45 67 89 ab }
       KEY = { dc e0 01 a5 ef 61 7d 7e 6c ff 9f 64 19 1c 1f a3 
               5c 95 32 30 a6 22 82 99 9e e6 77 3a 7c 44 b5 b4 }
       AAD = { ff ff }
       IBS = { ff }
Intermediates:
      IV12 = { 84 35 01 23 45 67 89 ab 01 23 45 67 }
         H = { 1c 54 40 41 4e 8a 55 44 1f 80 7a b3 58 63 35 24 }
         Q = { 64 86 dd 7d c6 2a 7c 2f 5c 27 dd 7d a2 01 da e2 }
         P = { 23 3f e7 c8 b0 98 71 d2 f9 66 07 c5 1e e9 fe 18 }
   Mac-LEN = { 01 00 00 00 00 00 00 00 09 00 00 00 00 00 00 00 }
Results:
       OBS = { 00 }
       MAC = { 95 08 96 71 23 7d a3 01 67 f2 e9 ee d2 59 91 4b }

4	Technical provisions
The technical provisions of the ZUC based 256-bits algorithm specific design conformance test data are contained in the non-redacted version of the present document [2].
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