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Comments
It is proposed to approve a new key issue on MAC CE security.

* * * First Change * * * *
[bookmark: _Toc214824648][bookmark: _Toc215057310]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1] 	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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[3] 	3GPP TR 38.760-2: “Study on 6G Radio RAN2 aspects”.
[4] 	3GPP TR 23.801-01: “Study on Architecture for 6G System”.
[5] 	3GPP TR 33.771: “Study on supporting AEAD algorithms”.
[6]	3GPP TR 23.801-1: "Study on Architecture for 6G System". 
[x]	“A Stealthy Location Identification Attack Exploiting Carrier Aggregation in Cellular Networks”, N. Lakshmanan, N. Budhdev, M. Kang, M. Chan, J. Han, USENIX Security 21
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* * * Second Change * * * *
5.2.3.y	Key issue # 2.y: MAC CE security
5.2.3.y.1	Key issue details 	Comment by r1: Used introductory text from 538	Comment by Suresh P. Nair (Nokia): SN: please see alternate wording below.
In 5G NR, MAC Control Elements (MAC CEs) are used to convey time‑critical control information within the MAC layer, such as scheduling control, buffer status, timing advance, and resource management signaling.  The MAC layer forms a payload from the layers above and adds its own Control Elements to create a single MAC PDU. The MAC layer MAC PDU consists of multiple Sub-PDU(s) which contain either control commands in Control Element (MAC-CE) or user/control plane data in Service Data Unit (MAC SDU) from different logical channels. 
MAC-CE is in clear text thus is potentially vulnerable to tampering, spoofing, eavesdropping and message injection.


5.2.3.y.2	Security threats
The security threats related to MAC CEs and their risk analysis are documented in Annex B of the present document.
5.2.3.y.3	Potential security requirements
The 6GR should 
provide adequate risk mitigation for potential risks associated with exploitation of vulnerability of MAC-CE.

 	Comment by r1: Used req from 328

NOTE y: The protection mechanism needs to be generic and future proof.

Editor’s Note: Whether protection is applicable to all MAC CEs or identified MAC CEs is FFS.
5.2.3.y.4	Interim agreements

* * * End of Changes * * * *

