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Comments
It is proposed to approve a new key issue on MAC CE security.

* * * First Change * * * *
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* * * Second Change * * * *
5.2.3.y	Key issue # 2.y: MAC CE security
5.2.3.y.1	Key issue details
In 5G, MAC layer handles mapping logical channels to transport channel, scheduling and managing resources. This MAC layer carries control information  through a MAC layer structure, called MAC Control Element (CE) generated at the MAC layer. The MAC CE payload carries control commands in Control Elements, to accommodate new use cases, as outlined in TS 38.321 [xx], clause 6.1.3. The number of MAC CEs has grown significantly. 	Comment by r1: Used introductory text from 538
Due to lack of security protection of MAC CEs, there have been some security and/or privacy concerns raised in the past. Examples include privacy attack based on monitoring the SCell activation/deactivation MAC CE [x], service degradation by manipulating/injecting various MAC CEs such as Beam Failure Recovery (BFR), Buffer Status Report (BSR), Discontinuous Reception (DRX) Command MAC CEs [y], to name a few. 

5.2.3.y.2	Security threats
The security threats related to MAC CEs and their risk analysis are documented in Annex B of the present document.
5.2.3.y.3	Potential security requirements


The 6G system should provide a security protection mechanism for critical MAC layer control information.	Comment by r1: Used req from 328

NOTE y: The protection mechanism needs to be generic and future proof and should be compatible for protection on any MAC control information in future 6G releases, if needed.

Editor’s Note: Whether protection is applicable to all MAC CEs or identified MAC CEs is FFS.
5.2.3.y.4	Interim agreements

* * * End of Changes * * * *

