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1 Overall description
SA3 has initiated study work on the security protection of MAC Control Elements (MAC-CEs) in the context of 6G. To ensure alignment between functional design and security architecture, SA3 kindly requests clarification from RAN2 on the following aspects:
1. In case MAC-CE protection is based on cryptographic mechanisms, SA3 assumes that this potentially introduces overhead in message sizes and processing. While SA3 did not start studying solutions yet, are there any considerations or limitations that SA3 needs to take into account, in advance, in the design of such solutions. please clarify the applicable functional constraints, including:
- Maximum allowable size (in bits/bytes) for additional security-related fields (e.g., integrity tag, sequence number, security header);
- Acceptable processing overhead budget at UE and gNB sides (e.g., computational complexity, hardware acceleration assumptions);
- Latency constraints in 6G RAN (e.g., budget in μs or TTIs) applicable to MAC-CE generation, protection, verification, and potential retransmission.
2. Please clarify the expected sequencing and state handling for MAC-CE transmission and processing:
- Whether MAC-CEs are expected to follow a strictly stateful sequence;
- Behavior upon out-of-sequence reception or loss of a MAC-CE;
- Whether MAC-CE reordering is foreseen in 6G;
- Whether certain MAC-CEs may be pre-processed or pre-authenticated for security purposes;
- Impact on related RAN procedures (including recovery procedures) in case of failed integrity verification or detection of manipulation (e.g., attacker-modified MAC-CE).
3. Please clarify whether there are protocol-level conventions or constraints regarding:
- Transmission of MAC-CEs individually versus grouping multiple MAC-CEs within a single MAC PDU;
- Functional or time-critical grouping considerations;
- UE-specific aggregation constraints that may impact the granularity of security protection.
4. Regarding future extensibility (Rel-20 and beyond):
- Is it expected that any MAC-CE security protection framework shall automatically accommodate newly introduced MAC-CE types without requiring redesign?
- What is the preferred coordination model between RAN2 (functional specification) and SA3 (security specification) for security impact assessment, risk severity evaluation, and definition of countermeasures for new MAC-CEs?
5. SA3 assumes that MAC-CEs will continue to be utilized in future releases and that new MAC-CE types are likely to be introduced as 6G evolves. Kindly confirm this assumption or provide alternative guidance.
6. Please identify MAC-CE categories that may be considered, e.g.:
- Time-critical (e.g., impacting scheduling, HARQ, beam management, power control);
- Overhead-sensitive (e.g., size-constrained or high-frequency transmission);
- Service-critical, where manipulation could cause significant degradation or denial-of-service.
SA3 understands that RAN2 expects preliminary security impact considerations to be available for discussion at SA#112XXX (June 2026). Kindly confirm the expected timeline for providing the above clarifications to ensure alignment of the Rel-20 study and normative work. 
In addition, please review the MAC CE security analysis captured in Annex-B of TR 33.801-01 and comment or suggest any enhancements.
2	Actions
To RAN2 
ACTION: SA3 kindly asks RAN2 to provide answers to the above questions and confirm the timeline.
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