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1	Decision/action requested
Propose to approve the risk analysis of MAC CEs described in this contribution
[bookmark: _Toc215057395][bookmark: _Toc214824712]*** Start of Change ***
Annex B
[bookmark: _Toc215057396]Risk analysis of MAC-CE
Editor’s Note: Structure of annex is FFS.
Editor’s Note: Format of the framework capturing risk analysis is FFS.
Editor’s Note: Methodology for the risk analysis is FFS.
[bookmark: _Toc214824713][bookmark: _Toc215057397]B.1	General
In LTE and 5GNR, security for Control Plane (CP) and User Plane (UP) traffic between the User Equipment (UE) and the base station is fundamentally anchored at the Packet Data Convergence Protocol (PDCP) layer. The risk of Medium Access Control (MAC) layer needs to be analysed. This Annex captures the security and privacy risk analysis of the MAC-CEs from clause 6.1.3 of TS 38.321.
The MAC Control Element (MAC-CE) is a signaling message used at the MAC layer to manage time-critical control functions. For example, MAC-CEs are used for Layer 2 operations, conveying control information for resource management, scheduling, power control, and link maintenance. MAC-CEs were introduced in Release 8 (LTE) and has been expanded in every subsequent release. 
Editor’s Note: The alignment of above paragraph with RAN2 is FFS.
B.2	Risk Analysis Methodology
Editor’s Note: This clause describes agreed methodology for analyzing risks resulting from potential exploitation of functionality of MAC-CE control messages at the MAC layer.
For contextual and proportionate security, security risk analysis for 5G NR MAC-CEs is performed from [X] considering the following factors:
Identified MAC-CE
Threat 
Resultant risk
Severity impact of risk
Scale of impact
Impact duration
Recovery mechanism, if exists
B.3	Summary Analysis of MAC-CEs
Editor’s Note: This clause contains risk analysis output 
This subclause provides a consolidated summary of the security and privacy risk analysis of MAC Control Elements (MAC CEs) specified in TS38.321[x]. The summary groups MAC CEs with similar functional characteristics and risk profiles to highlight common threat patterns, potential impacts, and overall risk trends at the MAC layer. This summary is intended to support consistent interpretation of the analysis results and to facilitate alignment with RAN working group inputs and SA3 risk prioritization study.
MAC CEs can be categorized based on their functionality.
1. Identity, Access, and Contention Resolution MAC CEs: These MAC CEs support UE identification, access procedures, and contention handling during initial access and mobility. Typical functions include assignment or update of UE identifiers, Resolution of contention during random access, Support for successful connection establishment. Examples include C‑RNTI MAC CE and UE Contention Resolution Identity MAC CE.
Security relevance: High impact on service continuity and mobility robustness; misuse can result in access failure, handover failure, or denial of service.
2. Timing and Synchronization Control MAC CEs: This category covers MAC CEs that control uplink timing alignment and synchronization between UE and network. Typical functions include, Timing Advance adjustments, Timing mode indication, Timing offset and delta signaling, Synchronization for special deployments (e.g. NTN, IAB). Examples include Timing Advance Command MAC CE, Absolute Timing Advance MAC CE, Timing Delta MAC CE, and Timing Case Indication MAC CE.
Security relevance: Direct impact on uplink orthogonality and interference control; manipulation can cause severe service disruption and enable coarse UE location inference.
3. Power Control and Power Headroom Reporting MAC CEs: These MAC CEs convey UE power capabilities and support uplink power control decisions. Typical functions include, Reporting power headroom, Supporting uplink power control for single or multiple cells, Power control for advanced features such as multi‑TRP. Examples include Single Entry PHR, Multiple Entry PHR, and enhanced PHR MAC CEs.
Security relevance: Primarily affects performance and battery consumption; privacy exposure may arise when correlated with other identifiers.
4. Discontinuous Reception (DRX) and Activity Control MAC CEs: This category controls UE activity cycles and energy‑saving mechanisms. Typical functions include, Activation or deactivation of DRX operation, Switching between DRX modes (short/long). Examples include DRX Command MAC CE and Long DRX Command MAC CE.
Security relevance: Manipulation can cause resource waste, missed scheduling opportunities, or denial of service.
5. Scheduling, Resource, and Rate Control MAC CEs: These MAC CEs influence how radio resources are allocated and how traffic is scheduled. Typical functions include, Buffer and delay reporting, Recommended or enforced data rate signaling, Resource grant confirmation. Examples include Buffer Status Report MAC CE, Delay Status Report MAC CE, Recommended Bit Rate MAC CE, and UL Rate Control MAC CE.
Security relevance: Manipulation can lead to unfair resource allocation, throughput degradation, or network instability.
6. Beam Management and TCI‑Related MAC CEs: This category includes MAC CEs that control beam configuration, TCI state activation, and spatial relations. Typical functions include, Activation/deactivation of TCI states, Indication of spatial relations for PUCCH/PUSCH/SRS, Beam failure detection and recovery. Examples include TCI States Activation/Deactivation MAC CEs, PUCCH Spatial Relation MAC CEs, BFR MAC CEs, and enhanced TCI MAC CEs.
Security relevance: High risk, especially in FR2 and multi‑TRP deployments; manipulation can cause immediate loss of control channels and radio link failure, with additional privacy exposure.
7. Mobility and Lower‑Layer Triggered Mobility (LTM) MAC CEs: These MAC CEs support fast mobility procedures that bypass or complement RRC signaling. Typical functions include Cell switch commands, Candidate cell preparation, Mobility‑related measurement triggers. Examples include LTM Cell Switch Command MAC CE and related enhanced variants.
Security relevance: Direct impact on mobility continuity; manipulation can cause handover failure, desynchronization between UE and gNBs and persistent denial of service.
8. CSI, SRS, and Measurement Control MAC CEs: This category controls channel measurement and sounding procedures. Typical functions include, Activation/deactivation of CSI reporting, Control of SRS resources, Measurement configuration for mobility and positioning. Examples include CSI‑RS activation MAC CEs, SRS spatial relation MAC CEs, and event‑triggered measurement MAC CEs.
Security relevance: Primarily performance‑related, with potential privacy implications due to exposure of spatial and channel characteristics.
9. Positioning‑Related MAC CEs: These MAC CEs support NR positioning features. Typical functions include, Activation/deactivation of positioning gaps, Control of positioning SRS and processing windows. Examples include Positioning Measurement Gap Activation/Deactivation MAC CEs and Positioning SRS MAC CEs.
Security relevance: Mostly low to medium service impact, but privacy‑sensitive when combined with other MAC‑layer identifiers.
10. IAB, Sidelink, and Specialized Deployment MAC CEs: This category covers MAC CEs specific to particular deployment scenarios. Typical functions include, IAB timing, beam, and power coordination, Sidelink scheduling and reporting, Network‑controlled repeater control. Examples include IAB timing MAC CEs, sidelink BSR MAC CEs, and NCR beam indication MAC CEs.
Security relevance: Impact scope depends on IAB deployment; risks may scale beyond a single UE to network nodes or clusters.
Overall, the analysis indicates that risk level of MAC CEs are at different levels based on the functionality, feature supported and deployed. Some of the common three common characteristics are,
1.	They directly influence time critical radio behavior (timing, beam direction, mobility, or scheduling).
2.	Exploitation leads to immediate and user visible service disruption, to a single UE and in some cases a group of UEs.
3.	Several MAC CEs leak fine grained spatial or behavioral information, making privacy risks more severe when combined with other cross layer identifiers.

B.2.2	Risk Prioritization
Editor’s Note: This clause contains agreement on risk prioritization.

B.3	Interim Agreement
Editor’s Note: This clause contains agreed principles taking into account RAN WGs input.

B.4	Risk Tolerance
Editor’s Note: This clause contains risk tolerance / acceptance criteria for residual risk.

*** End of Change ***

