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1	Decision/action requested
This tdoc proposes to establish a baseline for the risk analysis 
2	Rationale
From release to release, NR MAC has increased in number of procedures and control elements (CE). Since 3G, security has been handled on PDCP which is above MAC, thus leaving MAC CEs unprotected.
Attacks making use of MAC layer can target:
- Privacy: trying to expose the location of a device with a granularity better than cell size
- Privacy: trying to link temporary identities of devices, to each other or to a permanent identity
- Service quality: denial of service
- Service quality: resource exhaustion
- Service quality: degradation of service
However, these goals can also be achieved by an attacker on the physical layer. For example, for denial of service, an attacker can broadcast an interfering signal. and to attack location privacy, an attacker could try to pinpoint the source of radio emanations with directional antennae, or perform RF fingerprinting on a device.
Until now, 3GPP has not specified physical layer security mechanisms for communication services and has accepted the risks associated with physical layer attacks on the radio communication.
While this may change in future, addressing risks that exist both on physical layer and on MAC layer only on the MAC layer is not consistent and will lead to confusion.
Proposal: It is proposed to establish a baseline for the risk analysis, namely that risks that are equivalent to the risk posed by an attack on physical layer will not be addressed on MAC layer only.
For the definition of a equivalence, the attacker should have similar obstacles to overcome:
- Locality: where in the network does the attacker need to be to relative the target of the attack (e.g. same cell, different cell, but same DU, or somewhere else in the network).
- Persistence: does the attacker need to remain active or present for the effects of the attack.
- Window of opportunity: are the environmental requirements (e.g. system state) comparable.

3	Detailed proposal
It is proposed to merge the following pCR into a suitable subclause of Annex B of 33.801-01 on Risk Assessment methodology.
++++++++++++ Begin Changes ++++++++++
B.3	Principles
Editor’s Note: This clause describes agreed methodology for analyzing risks resulting from potential exploitation of functionality of MAC-CE control messages at the MAC layer.

For the risk assessment on MAC layer, the risk posed by an attack on MAC layer will be compared to the risk posed by an attack that does not need to decode the MAC layer. Risks that are equivalent or less compared will not be addressed on MAC layer.
Equivalence implies that the factors in the attack are similar. These factors include:
- Locality: where in the network does the attacker need to be to relative the target of the attack (e.g. same cell, different cell, but same DU, or somewhere else in the network).
- Persistence: does the attacker need to remain active or present for the effects of the attack to persist.
- Window of opportunity: are the environmental requirements (e.g. system state) comparable.

++++++++++++ End Changes ++++++++++
