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Comments
This pCR is proposed to resolve the following Editor’s Note in Solution #7 and provides an evaluation for the solution. 
Editor’s Note: Whether OAuth token can be used for Authentication is FFS.
A new text for further explanation about the solution is added for the resolution of the Editor’s Note. 

* * * First Change * * * *
[bookmark: _Toc214873248]6.7	Solution #7: Security procedure for open discover service APIs
[bookmark: _Toc214873249]6.7.1	Introduction 
This solution addresses key issue #2 (Security for open discover service API). Open Discover Service APIs procedure introduced in TS 23.222 allows API invokers not recognized by the CAPIF Core Function to discover APIs without being onboarded to the CAPIF Core Function. 
[bookmark: _Toc214873250]6.7.2	Solution details
The requester who wants to discover service API information about the available set of APIs offered by CCF before onboarding and the CCF who supports open discover service APIs follows the procedure explained below for security of the open discover service APIs procedure specified in clause 8.38 of TS 23.222 [3].
The security information flow is depicted in Figure 6.7.2-1. 
It is assumed the Requestor has a discovery credential (e.g., an access token provided by the API provider domain), the address of the Open Discovery API of the CCF and optionally the root CA certificate of the CCF (e.g. provided by the API provider domain). The format and content of the discovery credential is not in the scope of the solution and depends on the agreement between CAPIF provider domain and API provider domain. The discovery credential can include authorization data which allows the Requester to obtain information about the APIs of the API provider domain, identifier of the Requester, and identifier of the API provider domain (e.g., API publisher information). For example, if the discovery credential is an OAuth 2.0 access token, then the identifier of the Requester can be included in "client_id" claim and the identifier of the API provider domain can be included in the issuer ("iss") claim as specified in RFC 7519 [6]. The CCF can also hold the authorization data provided by the API provider domain with a mechanism not specified in this solution. The authorization data obtained by using discovery credential or obtained from the API provider domain can indicate which requesters are authorized for open discover service APIs and for which APIs (e.g., any requestor or a list of requesters for any APIs or a list of APIs).
[bookmark: _Hlk205360615]NOTE:	The OAuth 2.0 access token is given as an example for onboarding credential in the API invoker onboarding procedure (clause 6.1). That access token can also include authorization information for the open discover service APIs. In that case, same access token can be used for both open service API discover request and onboarding of the API invoker. In the steps below, "discovery credential" is used but if onboarding credential with the mentioned extension is used then "discovery credential" is replaced with "onboarding and discovery credential".


Figure 6.7.2-1: Open discover service APIs security procedure
1.	The requester establishes a TLS channel with the CCF and authenticates the CCF based on the CCF certificate. The requestor sends the discovery credential to the CCF.
2.	The CCF verifies the discovery credential and obtains the identifier of the Requester and the identifier of the API provider domain. The CCF obtains the open discover service APIs related authorization data from the discovery credential or from the provisioned data available at the CCF. Then, the CCF performs filtering of service APIs information by taking the authorization data, the identifier of the Requester if available and the identifier of the API provider domain if available into account.
3. 	If the verification of the discovery credential is successful, the CCF returns the filtered service API information to the Requestor, otherwise returns an error. 
Editor’s Note: Whether OAuth token can be used for Authentication is FFS.
The solution follows the same approach done in the onboarding of the API invokers in terms of authorization and authentication of the API invoker request. With this solution, the CCF authorizes the requester before providing API related information to the requester. Unlike the onboarding procedure, the CCF does not need to perform onboarding operations such as creating API invoker profile, assigning API invoker ID, and providing certificate. 
[bookmark: _Toc214873251]6.7.3	Evaluation
Editor's Note: Evaluation is FFS.
The solution addresses the requirement on authorization of the open discover service API request of the requester by proposing to reuse the mechanism of API invoker onboarding request authorization. 
Editor’s Note: Whether the onboarding procedure is in line with SA6 and therefore needed is ffs.

* * * End of Changes * * * *
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