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Comments
This pCR is proposed to resolve ENs in solution#5 and adds evaluation. 
Editor’s Note: How CCF reaches group resource owner is FFS.
As specified in TS 23.222 the check is based on the GRO authorization information provisioned at the CCF and how this information is obtained by the CCF is not in scope of this solution.
Editor’s Note: Which resource owner ID is included in access token is FFS. 
As specified in TS 23.222 clause 8.34, the obtain service API authorization request includes the “UE in a group whose resources are to be accessed”. From this statement it is understood that the request is specific to access the resources of a particular UE. In that case the resource owner ID would be the corresponding resource owner ID of the UE in a group whose resources are to be accessed.
Editor’s Note: Whether addition of group identifier in access token is enough for authorization is FFS.
The addition of group identifier ensures that an additional check is done at the AEF to make sure the whether UE2 belongs to the group otherwise the procedure is same as the current defined RNAA procedure in TS 33.122.

* * * First Change * * * *
[bookmark: _Toc214873244][bookmark: _Hlk220418927]6.5	Solution #5: Group authorization for UE-deployed API invoker accessing other UEs' resources of a group
[bookmark: _Toc214873245]6.5.1	Introduction 
This solution addresses the security requirements of Key issue#1. It is proposed to use the procedure as specified in clause 8.24 of TS 23.222 [2] and include group identifier as an optional parameter in the access token.
[bookmark: _Toc214873246]6.5.2	Solution details


Figure 6.5.2-1: Procedure for Group Authorization for UE-deployed API invoker accessing other UEs' resources of a group
1.  The API invoker (e.g., in UE 2) sends an Obtain service API authorization request to the CCF for obtaining permission to access the service API for other UE's resources hosted in the network (e.g., location). The request includes API invoker information, the group identifier, the UE in a group whose resources are to be accessed, scope information, and the identity of UE2. 
2.	CCF performs authentication of the API invoker (using authentication information) as specified in 3GPP TS 33.122 [3]. CCF obtains GPSI of UE2 during authentication to verify the request is from right UE as specified in clause 6.5.3 in TS 33.122 [3].
3.	The CCF, based on the group identifier and resource owner ID determines that RO authorization is provided by a GRO. Tthe CCF then resolved the identity of the GRO responsible for the group of UEs based on the group context. 
4.	CCF performs the resource owner authorization check using the GRO as the RO for the requested resources of other UE(s) belonging to the group. This check is based on the GRO authorization information provisioned at the CCF.
NOTE:	How to get the authorization from the resource owner and store it in the CCF is out of scope of this solution.
[bookmark: _Hlk220418194]Editor’s Note: How CCF reaches group resource owner is FFS.
[bookmark: _Hlk220418652]5.	Based on the successful group resource owner authorization, the CCF provides an access token that includes the resource owner ID of the UE in a group whose resources are to be accessed, group identifier (optional), API invoker information and scope information.
[bookmark: _Hlk220418208]Editor’s Note: Which resource owner ID is included in access token is FFS. 
Editor’s Note: Whether addition of group identifier in access token is enough for authorization is FFS.
6.	The API invoker sends service API invocation request to the API exposing function with the RO authorization information.
[bookmark: _Toc214873247]6.5.3	Evaluation
This solution addresses security requirements of key issue#1. The procedure for group authorization for UE-deployed API invoker accessing other UEs' resources of a group can follow clause 8.34 in TS 23.222 [2], additionally the access token includes the group identifier for the AEF to check if UE2 belongs to the group. This check requires AEF to communicate with CCF. TBD

* * * End of Changes * * * *
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