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Comments
This contribution proposes to resolve the EN in solution #2:
Editor’s Note: clarification on proposed security enhancement is FFS.
It is proposed to add clarification on security enhancement in the beginning of clause 6.2.2, and clearly add the reference to TS 33.122 in relevant steps.

Proposed Changes
* * * First Change * * * *
[bookmark: _Toc214873232]6.2	Solution #2: Security aspect of group authorization
[bookmark: _Toc214873233]6.2.1	Introduction 
This solution addresses KI#1: Group Authorization for UE-deployed API invoker accessing other UEs' resources of a group. The existing API invoker authorization mechanism for RNAA is enhanced to support group authorization.
[bookmark: _Toc214873234]6.2.2	Solution details
This solution reuses the procedure of UE-deployed API invoker accessing other UEs’ resources of a group defined in clause 8.34.3 of TS 23.222 [2]. The security enhancement is limited to additional checks performed by the CCF and does not change the RNAA access token structure as defined in TS 33.122 [3].


Figure 6.2.2-1: Group Authorization mechanism for UE-deployed API invoker accessing other UEs' resources of a group
1.	With reference to step 1 in clause 8.34.3 of TS 23.222 [2], the request is formatted as an OAuth 2.0 access token request.
2.	With reference to step 2 in clause 8.34.3 of TS 23.222 [2], CCF performs authentication of the API invoker by verifying the API invoker’s credentials. 
3.	With reference to step 3 in clause 8.34.3 of TS 23.222 [2], CCF additionally checks whether the UE whose resources are to be accessed belongs to the group.
4.	Same as step 4 in clause8.34.3 of TS 23.222 [2].
5.	With reference to step 5 in clause 8.34.3 of TS 23.222 [2], the response ins an OAuth 2.0 access token response. The access token includes the API invoker ID, resource owner ID, and the authorized scope of access. 
6.	With reference to step 6 in clause 8.34.3 of TS 23.222 [2], the request includes the received access token in step 5. The request is sent over a secure connection on the CAPIF-2e reference point.
7.	With reference to step 7 in clause 8.34.3 of TS 23.222 [2], AEF checks the request against the token as specified in TS 33.122 [3], including: 
1)	checking the token integrity and 
2)	checking whether the resource in the API invocation request is compliant with the resOwnerId claim in the access token.
Editor’s Note: clarification on proposed security enhancement is FFS.
[bookmark: _Toc214873235]6.2.3	Evaluation
TBDThis solution addresses the requirement in KI#1.
This solution reuses the procedure of UE‑deployed API invoker accessing other UEs’ resources defined in clause 8.34.3 of TS 23.222 [2]. The access token content and the AEF behavior remain aligned with clause 6.5.3 of TS 33.122 [3].
The main enhancement is shown as follows:
- At step 2, the CCF identifies the GPSI of UE2 (i.e., the API invoker).
[bookmark: _GoBack]- At step 3, the CCF additionally checks whether the UE whose resources are to be accessed belongs to the group for which the API invoker is authorized.
* * * End of Changes * * * *
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