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Comments
The communications model an NF is to use, as NF consumer, is part of the configuration of the particular NF, according to TS 23.501 (6.3.1) and TS 28.541 (5.3.69). The configuration attribute indicates the type of communication model (i.e. direct communication without NRF discovery, direct communication with NRF discovery, indirect communication without delegated discovery and indirect communication with delegated discovery) and the target list of NF services sharing same communication model and configuration.
 Additionally, and according to the specifications, each NF can be configured with a list of different communication models for different sets of target NF services. For example, SMF can use direct communication for e.g. PCF services while using indirect model for e.g. UDM services. Specifications do not restrict using different models for different services of the same NF.
Additionally, neither NRF nor SCP are aware of the communication models an NF consumer is configured with and for which target NF services. Making the communication model per service part of the profiles registered in the NRF would simplify the detection of the event due to malicious attempts.  
Considering the above, the detection of an event when the communication model flow is not the expected one becomes a complex task at this stage of the 5G specifications, and detection of the event will be limited to the cases related to the NF producer registration, or not, in the NRF and the event will be detected by different NFs involved : 
· Direct communication with NRF discovery requires the NF producer registered in the NRF. NRF will detect an unexpected communication model flow when a discovery request is received for a non-registered NF or NF service
· Direct communication with NRF discovery requires OAuth tokens are used.  An NF producer will detect an unexpected communication model flow when receiving a service request without an OAuth token after having registered to the NRF.
· Direct communication without NRF discovery does not involve OAuth tokens. An NF producer will detect an unexpected communication model flow when not registered into the NRF and receiving a service request with an OAuth token. 
· Indirect communication with or without delegated NRF discovery implies the NF producer is registered in the NRF. NRF or SCP will detect an unexpected communication model flow when a discovery request is received (by the NRF) for a non-registered NF or NF service or a discovery response is sent (to the SCP) indicating no profile exist for the NF producer.
· Indirect communication model with or without delegated NRF discovery implies the SCP to include the custom header 3gpp-Sbi-Target-apiRoot to be included in the service request to the NF producer. An NF producer will detect an unexpected communication model flow when 3gpp-Sbi-Target-apiRoot is received in a service request but the NF producer did not register into the NRF.


* * * First Change * * * *
[bookmark: _Toc214896456][bookmark: _Toc214896223]6.X	Security events related to Unexpected SBA communication model flow
Unexpected SBA communication model flows can be detected when an NRF, SCP or an NF Producer receive requests not complying with the specified procedures related to SBA communication models.
The following cases imply the detected event be reported by the particular NF (NRF, SCP or NF producer):
· When the NRF detects a discovery request for a non registered NF or NF services 
· 
· When an NF producer expects to receive a communication flow:
· with an OAuth token (TS 33.501 [3] clause 13.4) and receives a service request without the OAuth token it shall report the event to Security related event collecting entity.  As well as being reported as an authorization failure (see sub-clause 6.4) this event shall also be reported as unexpected communication flow.
· without an OAuth token and receives a service request with an OAuth token it shall report the event to Security related event collecting entity.
· 
· Indirect communication with or without delegated NRF discovery implies the NF producer is registered in the NRF. NRF or SCP will detect an unexpected communication model flow when a discovery request is received (by the NRF) for a non-registered NF or NF service or a discovery response is sent (to the SCP) indicating no profile exist for the NF producer.
· Indirect communication model with or without delegated NRF discovery implies the SCP to receive the custom header 3gpp-Sbi-Target-apiRoot. An SCP will detect an unexpected communication model flow when 3gpp-Sbi-Target-apiRoot is not received in a service request.
In addition to the information elements of clause 6.2, this type of events shall include the following:
· Message type: The type of message generating the event.
· NF Consumer (optional): Identification of the NF where the unexpected message originated.
NOTE: The message source and intermediaries are contained in the 3gpp-Sbi-NF-Peer-Info header (specified in TS 29.500 [2]) when included in the full message. If the 3gpp-Sbi-NF-Peer-Info header is not included, the NF Consumer information is potentially not available. In this case, including the NF Consumer information is left to implementation (e.g. extracted from the User-Agent header from the message).  
· The reporting reason.

* * * End of Changes * * * *

