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Comments
Most, if not all, the security related events that can occur at the SBA layer can have their origin in an erroneous or malicious configuration related (but not limited) to:
· Changes of the communication models (e.g. an NF expected to use indirect mode with delegated discovery is changed to use direct mode).
· Changes to local configurations as alternative to SBA dynamic procedures (e.g. static IP addresses, discovery, etc)
· Changes related to the types of NFs allowed to access a given NF instance (e.g. a UDR instance is allowed to be accessed by non-intended NFs)
· Changes related to authorizing scopes assigned to an NF-Consumer (e.g. an NF-Consumer of certain type is allowed to access another NF resources without restriction).
· Changes related to parameters used to establish security link between SEPPs
· Changes related to the NF status (e.g. an NF “canary release” condition is removed)
· Changes to security trust condition of AFs (e.g. an AF is changed from untrusted to trusted condition)
These example changes can be executed in conjunction or independently from other changes, leading to abnormal situations in the SBA layer with a potential malicious origin. 
This pCR proposes adding a security related event every time an NF SBA related parameters are changed/updated. In addition, the time of the last NF configuration should be appended to the common information elements included in clause 6.2 for the events specified in clause 6. 

* * * First Change * * * *
[bookmark: _Hlk220342363][bookmark: _Toc214896438][bookmark: _Toc214896206]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]		3GPP TS 29.500 "Technical Realization of Service Based Architecture; Stage 3"
[3]		3GPP TS 33.501: "Security architecture and procedures for 5G System"
[4]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)"
[5]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security"
[bookmark: _Hlk220343738][x]	3GPP TS 28.541: “Management and orchestration; 5G Network Resource Model (NRM); Stage 2 and stage 3”
* * * Next Change * * * *
[bookmark: _Toc214896442][bookmark: _Toc214896210]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
Information Object Class
[bookmark: _Hlk220343738_Copy_1][bookmark: _Hlk220342363_Copy_1][bookmark: _Hlk220343738_Copy_1][bookmark: _Hlk220342363_Copy_1]
* * * Next Change * * * *
[bookmark: _Toc214896456][bookmark: _Toc214896223]6.7	Security events related to SBA parameters configuration
An NF configuration is received in which related SBA level parameters (e.g., the SBA NF certificate) are changed/updated.
The NF shall detect a reconfiguration event. The event shall be reported to the security related event collection entity as described in clause 4 and clause 5.4.	Comment by Huawei -r1: The report of the event data has already been defined in clause 4 of TS 33.502
NOTE 1: Reconfiguration events can arise from OAM or from a management service operation (e.g. Nnrf_NFManagement service)
NOTE 2: The NF does not need to implement anomaly detection.
	Comment by Huawei -r1: Same reason with the previous comment
The event should be delivered to the Security related events collection entity via an event transmitter in the operator trust domain. 
the specification of the interface between NF and security related events collection entity. 
NOTE: Direct delivery through event transmitters in the 5GC is preferred over using event transmitters outside of the core.	Comment by Vodafone Goa reviews: No change in the note. It is just provided the right style and using revision marks
NOTE 2: Direct delivery is preferred over delivery via OAM, as this allows detection of security related events in case of a compromised OAM syst 	Comment by Vodafone Goa reviews: Please do not change the style	Comment by Huawei -r1: Same reason with the previous comment
Editor’s Note: This event including its details is for FFS.

 eExamples of  SBA level parameters include: case the information model follows (see 3GPP TS 28.541 [x]):	Comment by Vodafone Goa reviews: This is new text although it was accepted in some revision	Comment by Vodafone Goa reviews: There has been some text included in this statement that did not include change marks. Also the statement “in case the information model follows TS 28.541” does not make any sense.	Comment by Vodafone Goa reviews: In 28.541 there is no indication about certificate changes.
-	The certificate, containing NF identifiers like FQDN, Issuer information, subject public key info, etc. If the parameter is changed, it can potentially mean the affected NF is recognized as another NF (see TS 33.310 [4]).
according to 3GPP TS 28.541 [x] as well:

-	The ManagedNFProfile, contains  the profile definition of a managed NF. If such parameter is changed, affected NF can potentially be illegally accessed (see TS 28.541 [x]). 	Comment by Prakhar Paliwal: Corrected the description of ManagedNFProfile to align with 3GPP TS 28.541
-	The commModelList, contains the communication model that a specific NF fulfills. If the parameter is changed, it can potentially mean that affected NF changes its behavior (see TS 28.541 [x]). 
 recognized as another NF.
are common to most SBA NFs. 
-	For SEPPs, SBA level parameter is seppInfo which can impact the PRINS protection (see TS 33.501 [3] and TS 28.541 [x]), whereas 
-	For SCPs, supportedFunction, address and scpInfo are essential to provision SCPs (see TS 28.541 [x]). 
Editor's Note: Whether the event format is specified or left to implementation is FFS :
Information about the configuration change
In addition to the information elements of clause 6.2, this type of events shall include the following:
· .




* * * End of Changes * * * *

