3GPP TSG-SA3 Meeting #126	draft_S3-260766-r1 was S3-260241
Goa, India, 9 – 13 February 2026

Source:	Lenovo, Motorola Mobility
Title:	Updates to Solution#4
Document for:	Approval
Agenda Item:	5.2.3
1	Decision/action requested
This contribution proposes to resolve the ENs in Solution#4 with additional clarifications.
2	References
[1]	3GPP TS 33.434, "Security aspects of Service Enabler Architecture Layer (SEAL) for verticals".
[2]	3GPP TR 33.786, "Study on AIML Enablement Service Security", Release-20.
[3]	3GPP TS 33.501, "Security architecture and procedures for 5G System".
3	Rationale
The solution#4[2] has the following 2 ENs. 
Editor’s Note: Further details on how the parameters included in the token are used during the authorization verification by the resource server is FFS.
The parameters included in the token i.e., token claims are validated/matched against the information received in the AIMLE Service request by the resource server (ie., AIMLE Service Producer) to check and confirm if the AIMLE Service Consumer is requesting only it’s authorized resources. The technical aspects of token claims check against service request during an authorization verification is same as the existing security practise in SEAL security and SBA security aspects as cited below. Where it is clarified in the solution that, token claims such as subject can be verified against as the Requestor ID (i.e., AIMLE service consumer ID), scope can be verified against the requested AIMLE service(s), issuer can be verified against the Authorization Server ID, audience can be verified against it’s own AIMLE service producer ID, additional scope if any can be verified against the AIMLE resources requested in the AIMLE service request as applicable.
Reference 1: TS 33.434 [1] Clause B.3.3 SEAL service authorization
SEAL Service Authorization procedure shall validate the VAL user to access the SEAL services. In order to gain access to SEAL services, the SEAL client shall present an access token to the SEAL server for each service of interest. If the access token is valid, then the client shall be granted to use the service.
Reference 2: TS 33.501[3] Clause 13.4.1.1 Service access authorization within the PLMN
If the NF Service Consumer is authorized, the NRF shall then generate an access token with appropriate claims included. The NRF shall protect the access token as described in RFC 7515 [45] with a digital signature or a MAC. If the NF Service Consumer is not authorized, the NRF shall not issue an access token to the NF Service Consumer.
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service Consumer (subject), NF type of the NF Service Producer (audience), expected service name(s) (scope), expiration time (expiration) and optionally issued at (iat) and "additional scope" information (allowed resources and allowed actions (service operations) on the resources)…..
The NF Service Consumer requests service from the NF Service Producer. The NF Service Consumer shall include the access token… The NF Service Producer shall check that the identity in the issuer claim in the access token matches the identity of the OAuth 2.0 authorization server(s) (NRF or NRF Set) that is allowed to issue access tokens to this NF Service Producer. The NF Service Producer ensures the integrity of the token by verifying the signature using NRF’s public key or checking the MAC value using the shared secret… It checks that the audience claim in the access token matches its own identity or the NF type of NF Service Producer. If a list of S-NSSAIs or list of NSI IDs of the NF type of the NF Service Producer is present in the access token, the NF Service Producer shall check that at least one of the S-NSSAIs or NSI IDs served by the NF Service Producer is included in the list… If scope is present, it checks that the scope matches the requested service operation…If the access token contains "additional scope" information (i.e. allowed resources and allowed actions (service operations) on the resources), it checks that the additional scope matches the requested service operation…It checks that the access token has not expired by verifying the expiration time in the access token against the current data/time It may decide to reject the issued access token based on "issued at" (iat) claim and local policy.
Editor’s Note: Additional evaluation is FFS.
The evaluation clause has been updated to list the impacts of the proposed solution for the additional clarifications.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.786

***** Start of Change 1*****
[bookmark: _Toc215157088]6.4	Solution #4: Authorization for Secure AIMLE based ML Model Access
[bookmark: _Toc215157089]6.4.1	Introduction
This solution address KI#2.
[bookmark: _Toc215157090]6.4.2	Solution details
AIMLE authorization related to AIML Services can reuse the authorization procedure specified in TS 33.434 [2] clause 5.2.2 (SEAL service authorization) and clause B.3.3 (SEAL service authorization) as the baseline where, SIM-S or AIMLE Server (with SIM capabilities) acts as an authorization server and issues access token to the AIMLE service consumer. The AIMLE service producer provides the requested services to the AIMLE service consumers by verifying the authorization of AIMLE service consumer i.e., on validating the access token claims as shown in Figure 6.1.2-1 and related step description in Clause 6.1.2 (See Solution #1). 
The access token claims for the following scenarios can include audience as the AIMLE Service Producer ID. Further Tthe specific authorization related adaptations to AIMLE Service-related procedures include the following:
1. ML Model retrieval:
· AIMLE Service: MLModelRetrieval Request/Response, Subscribe/Notify, UpdateSubscription, Unsubscribe
· AIMLE Service Consumer: AIMLE Client, VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, additional scope as ‘VAL service ID/information, VAL server ID/VAL UE ID/AIMLE Client ID etc., allowed ML model retrieval filters, and Model Information such as ML Model ID(s)/address or Analytics IDs, audience claim as (AIMLE server /AIMLE Model repository for the AIMLE related services)’, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
2. ML Model Training:
· AIMLE Service: MLModelTraining Reqeust/Response
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, additional scope as ‘Allowed Training Type (VFL or HFL or both VFL and HFL), Allowed List of AIMLE member client IDs, Allowed location information for member client selection, Allowed ML Model ID list/ML Model Information for training, allowed ML model training notification target address, ML Model selection filtering criteria’, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
3. ML Model Management:
· AIMLE Service: (i) ModelInformationStorage Request/Response (ii) ModelInformationDiscovery Request/Response
· AIMLE Service Consumer: AIMLE Server, (VAL Server, AIMLE Client (via AIMLE Server))
· AIMLE Service Producer: ML Repository
· For (i) Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, additional scope as ‘Allowed ML information (Model ID, Model Type, or ML model identified by Analytics ID (or) ML model address from where ML model can be downloaded), Allowed AIMLE client ID (or) ML model source identifier (e.g., VAL server ID, VAL client ID, Target ML repository information), Related VAL service ID(s), ML model address, base Model ID, analytics ID, Model size, domain information, Related Vendor ID(s)’, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
· For (ii) Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, additional scope as ‘VAL service ID, ML model source identifier, Allowed List of AIMLE member client IDs, Allowed location information for member client selection, Allowed ML Model ID list/ML Model Information for discovery, ML model address, base Model ID, analytics ID, allowed ML model training notification target address, ML Model selection filtering criteria, domain information, required accuracy level’, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
4. ML Model Training Capability Evaluation:
· AIMLE Service: MLModelTrainingCapabilityEva Reqeust/Response
· AIMLE Service Consumer: AIMLE Server
· AIMLE Service Producer: AIMLE Client
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, additional scope as ‘Allowed availability time for supporting FL operations, Allowed test task information, Allowed AI/ML model ID and model parameters, Allowed dataset requirements (such as common feature ID(s), Data domain feature ID(s) list, Data source), etc., List of allowed VAL service(IDs) and allowed corresponding permission level(s), Allowed AIML Task type or operations/services (such as VFL/HFL)’, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
5. ML Model Update:
· AIMLE Service: MLModelUpdate Request/Response
· AIMLE Service Consumer: VAL server, ADAE server, AIMLE client
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, additional scope as ‘Allowed ML Model ID, Allowed performance degradation information, Allowed ML model retrieval endpoint (such as URL, URI, IP address), delegated ML model information discovery service via AIMLE server ID(s) list’, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
6. ML Model performance monitoring:
· AIMLE Service: MLModelPerfMonitor Subscriber/Notify
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, additional scope as ‘Allowed ML Model ID, Allowed Notification endpoint (such as URL, URI, IP address), Allowed AIML operation information (such as ML model training, VFL, HFL, TL etc.), List of VAL service ID, List of AIMLE client ID(s), AIMLE service KPI, Allowed monitoring report configuration, Allowed area of interest, Allowed validity time period, Allowed trigger actions, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID)’.
7. AIMLE assisted ML Model selection:
· AIMLE Service: AssistedMLModelSelection Subscriber/Notify
· AIMLE Service Consumer: VAL Server
· AIMLE Service Producer: AIMLE Server
· Token Claims including scope: Requestor ID (i.e., AIMLE Service Consumer ID) as Subject, AIMLE service-related information as scope, additional scope as ‘Allowed AIML Profile (such as list of Allowed ML Model ID(s), ML model requirements, Allowed AIMLE Client set ID(s),  Allowed AIMLE Client selection criteria, Allowed number of AIMLE clients, Allowed data set ID(s), Allowed Training requirements, Allowed Notification target endpoint (such as URL, URI, IP address), Allowed Notification settings etc.,), Delegated list of AIMLE Server IDs (to perform candidate ML model selection service, ML model information storage service etc., for the AIMLE service consumers), List of VAL service ID, Resource Owner ID as GPSI etc., Audience as AIMLE Server IDs’, Issuer as Authorization Server ID (i.e., SIM-S ID or AIMLE Server ID).
Editor’s Note: Further details on how the parameters included in the token are used during the authorization verification by the resource server is FFS.
NOTE: The access token signature is verified using the issuer’s certificate. 
Token claims such as subject can be verified against as the Requestor ID (i.e., AIMLE service consumer ID), scope can be verified against the requested AIMLE service(s), issuer can be verified against the Authorization Server ID, audience can be verified against it’s own AIMLE service producer ID, additional scope information if any can be verified against the specific AIMLE resources and related operations requested in the AIMLE service request as applicable to the above scenarios.
[bookmark: _Toc215157091]6.4.3	Evaluation
The solution uses the SEAL service authorization procedure as baseline with the following impacts:
SIM-S acts as an authorization server for enabling the AIMLE security.
To secure the SEAL based AIMLE Services, this solution provides enhancements to the access token claims (such as AIMLE resource specific additional scope and audience) which allows AIMLE Service producer to verify theto indicate AIMLE service requestsprocedure and information flow according to the finer-granular AIMLE specific resource informationlevel authorization to allow related verification at the AIMLE Service producer side before providing any service to AIMLE service consumers. 
The lack of additional scope claims can lead to an authenticated requestor requesting for unauthorized resources causing resource exhaustion/unavailability for genuine users. i.e., for example, in case of ML model retrieval/management a mere authentication of an AIMLE Client by an AIMLE Server cannot stop AIMLE client from performing retrieval or  management of unauthorized Model(s). Therefore, to prevent any such AIMLE resource abuse and to enable finer granular authorization, one main impact introduced by this solution is to have additional scope claims which restricts the AIMLE Servcie consumer to authorized resource related requests and access. For AIMLE/VAL server interaction, the authorization server is not the SIM.
Editor’s Note: Additional evaluation is FFS.

***** End of Change 1*****

