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1	Impacts
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	
	Study 

	
	Normative – Stage 1

	X
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_CryptoPQC
	SA3
	1080045
	Study on Transitioning to Post Quantum Cryptography in 3GPP



2.3	Other related Work Items and dependencies	Comment by Santeri Paavolainen: Would the earlier informative SUCI work be considered related?	Comment by Santeri Paavolainen: Or would the crypto inventory from (rel-19?) be also relevant?	Comment by Mohsin_2: Which work is that? In 5G TR? That is not related.

Or do you mean the SUCI work in the ongoing study? That is actually mentioned above.
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



3	Justification
Countries and agencies around the world are generally aligned on the need to migrate to Post-Quantum Cryptography (PQC). The common recommendation is to complete migration for high priority systems by around 2030 and for all systems by approximately 2035. Examples of government-issued PQC migration timelines can be found in [1-11].  Whether a system is high priority or not is determined by a variety of factors such as how long the data needs to remain confidentiality protected and what level of risk is the data owner willing to bear. Some parts of telecommunications systems may be assessed by the network operator to be of high priority. More generally, there is a general consensus that the priority is to address the “store now decrypt later” attacks, which calls for upgrading cryptographic mechanisms ensuring confidentiality to achieve quantum resistance. 

On the contrary,Although the migration of signature-based authentication in protocols such as TLS and IPsec is typically not prioritized for transition until 2035, because authentication is not at risk before the advent of CRQCs. Moreover, there is no consensus in this case on the way forward, with on-going discussions on the need to use hybrid certificates and the way to implement them concretely. transitioning Public Key Infrastructures (PKI), which are necessary to support signature-based authentication, often takes a decade or more, making it critical to begin their transition almost immediately.

This divergence is clearly reflected by the status of IETF standards and existing real-world deployments. For example, while the draft for supporting hybrid ECDHE-MLKEM Key Agreement in TLS 1.3 [12] is set to become a standard very soon and is already massively implemented (e.g. in most common web browsers), standardisation of post-quantum signatures for TLS 1.3 clearly lags behind. This calls for separating the strategy related to confidentiality from the one related to authentication. While the former must prioritized to meet the 2030 deadline, the latter could be delayed, to allow time for standardisation (e.g. at IETF) but also clarification from governmental agencies. 

Furthermore, it is important to note that the above timelines apply to deployments. For full PQC adoption in deployed systems, it is essential that standards are updated, and stable implementations are made available well in advance of those deployment milestones. The timelines for different stakeholders in the ecosystem, such as standards development organizations (SDO), equipment vendors, and operators deploying the systems are inherently different. Standards bodies need to finalize specifications early, vendors need sufficient lead time to implement, test, and certify solutions, and only then can large-scale deployments take place. 

3GPP Rel-20 TSG RAN and CT Stage 3 specification is expected to be frozen in the mid-2027 [12] — while SA Stage 2 is expected to be frozen by December 2026 [12]. Rel-21 specification can be expected to be completed in the beginning of 2029 at the earliest. It should be considered that some vendors and operators require to meet the 2030 migration timeline for high priority systems.

References:
[1]	NIST IR 8547: "Transition to Post-Quantum Cryptography Standards".
[2]	EU, Roadmap for the Transition to Post-Quantum Cryptography
https://digital-strategy.ec.europa.eu/en/news/eu-reinforces-its-cybersecurity-post-quantum-cryptography
[3]	UK NCSC, Timelines for migration to post-quantum cryptography
https://www.ncsc.gov.uk/guidance/pqc-migration-timelines
[4]	NSA, The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ
https://media.defense.gov/2022/Sep/07/2003071836/-1/-1/0/CSI_CNSA_2.0_FAQ_.PDF
[5]	ANSSI, Guide des Mécanismes cryptoraphiques
https://cyber.gouv.fr/sites/default/files/2021/03/anssi-guide-mecanismes_crypto-2.04.pdf
[6]	ASD, Guidelines for cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cybersecurity-guidelines/guidelines-for-cryptography
[7]	Canadian Centre for Cyber Security, Roadmap for the migration to post-quantum cryptography
https://www.cyber.gc.ca/en/guidance/roadmap-migration-post-quantum-cryptography-government-canada-itsm40001
[8]	Swedish NCSC, Kvantsäker kryptografi
https://www.ncsc.se/sv/aktuellt/kvantsaker-kryptografi/
[9]	NSM Cryptographic Recommendations
https://nsm.no/getfile.php/1314334-1742808614/NSM/Filer/Dokumenter/Veiledere/NSM%20Cryptographic%20Recommendations%202025.pdf
[10]	AIVD, The PQC Migration Handbook
https://english.aivd.nl/binaries/aivd-en/documenten/publications/2024/12/3/the-pqc-migration-handbook/The+PQC+Migration+Handbook+.pdf
[11]	https://cyber.gouv.fr/enjeux-technologiques/cryptographie-post-quantique/faq-pqc/),
[11]	3GPP, Release 20 – Milestones and endorsed deadlines, https://www.3gpp.org/specifications-technologies/releases/release-20
[12] 	https://datatracker.ietf.org/doc/draft-ietf-tls-ecdhe-mlkem/
4	Objective
The objectives of this work item are outlined in the following work tasks:

· WT#1: Introduce PQC algorithms to ensure confidentiality (i.e. ECDHE-MLKEM key exchange) in the 3GPP cryptographic profiles of (D)TLS 1.3, IKEv2, JWE, JWS, Public Key Certificate, CRL, and OSCP.

· WT#2: Add, in the cryptographic profile of TLS 1.2, a note about the threat of Cryptographically Relevant Quantum Computers (CRQCs) and a recommendation strongly discouraging the use of TLS 1.2.

· WT#3: Introduce new ECIES profile(s) for computing quantum resistant SUCIs.


TU estimates and dependencies

	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe) 
	Inter Work Tasks Dependency 


	WT#1
	
	1.5
	Yes
	

	WT#2
	
	0.5
	Yes
	

	WT#3
	
	1
	No
	



5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.210
	Introduce PQC algorithms for confidentiality (i.e. ECDHE-MLKEM key exchange) in cryptographic profiles
	SA#113 (Sept 2026)
	

	TS 33.310
	Introduce PQC algorithms for confidentiality (i.e. ECDHE-MLKEM key exchange) in cryptographic profiles
	SA#113 (Sept 2026)
	

	TS 33.501
	Introduce ECIES profile(s) for computing quantum-resistant SUCIs
	SA#113 (Sept 2026)
	



6	Work item Rapporteur(s)
TBD
7	Work item leadership
SA3
8	Aspects that involve other WGs
Not identified yet
9	Supporting Individual Members
	Supporting IM name

	Ericsson

	

	

	

	

	







