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1	Decision/action requested
To agree on responses to ETSI 9th MCX Plugtest Observations related to Mission Critical Security
2	References
[1]	9th ETSI MCX Plugtests 9, College Station, Texas, USA, 24 February – 28 February 2025
[2]	3GPP TS 33.180: Security of the mission critical service
3	Rationale
During the 9th ETSI MCX Plugtests on 24 February – 28 February 2025, there were three observations noted that related to mission critical security.  This discussion paper shares the three security-related observations and proposes SA3 responses and/or actions.
Note that the 9th MCX ETSI Plugtests were applied to Release 18.
4	Detailed proposal
1. MCX PLUGTEST OBSERVATION 10.1.11:
10.1.11 CSK management for multi service (MCPTT/MCData/MCVideo) during service authorization 
When service authentication is done during the registration (i.e. section 5.1.3.2.1in 3GPP TS 33.180), the CSK is sent along the Access Token. Plugtest Participants request clarification regarding the situation where, assuming the CSK is different per service, how theoretically different CSKs per service should be included (i.e. should the MCS client send three different mikey-sakke payloads?).
RESPONSE:  CSKs are required to be delivered individually to each MC Service server by the respective MC Service clients.  Because MC service authorization must be performed individually for each service type (MCPTT, MCData or MCVideo), the access token (even though it may carry claims of multiple service identities) must be provided separately to each MC Service server.  Therefore, the MCPTT CSK is to be delivered to the MCPTT service server separately from delivery of the MCData CSK to the MCData service server and separately from the MCVideo CSK to the MCVideo service server.
2.  MCX PLUGTEST OBSERVATION 10.1.12:
10.1.12 Format of UserID in KMS exchanges 
In 3GPP TS 33.180 Release 16, the format of the UserID string was not specifically stated in Table D.3.3.2-1 (and actually the example in F.2.1 suggested an hexadecimal/OctetString). From Release 17+, the base64 encoding has being specified in both the table and F.2.1. Since that might eventually lead to backwards incompatibility between different releases KMS client and servers a Plugtests Participant suggests to add a "format" attribute to the XML tag (i.e. <UserID format="base64"> or <UserID format="OctetString">).
RESPONSE:  It should be noted that designation of the UID format as base64 has been documented in TS 33.180 since 2021.  While it is true that the format of the UserID field in the KMS Key Set was not clearly defined, it must however align with the output of the UID hash.  SA3 discussed this at length and to ensure interoperability, it was agreed that base64 shall be used.  SA3’s recommendation is to strictly support the specified format of base64.
3.  MCX PLUGTEST OBSERVATION 10.1.13:
10.1.13 KMS Key generation and test vectors 
In 3GPP TS 33.180 F.2.1 for Release 19, UserID is replacing "ID" in RFC 6507/6508, as Tel-URI may not exist. However, the format to be provided for RFC 6507/6708 would be according to Plugtests participants a bit confusing. The RFC states "The format of Identifiers MUST be specified by each implementation."  F.2.1 would according to some Plugtest Participant explain how to build the UserID, but not explicitly how to use it for RFC 6507/6708 (i.e. what is the input of crypto functions or whether binary representation of the digest or the base64 encoded string of the digest while the specified format of UserID and base on the fact that RFCs are taking URI's string as example). Clear test vectors would greatly enhance validation of implementation and interoperability.
RESPONSE:  SA3 will explore creating a set of test vectors or further clarifying the data format requirements in order to satisfy MIKEY-SAKKE crypto interoperability.

