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Comments
This document proposes to add a key issue to the study in TR 33.771 about authenticated encryption. There are two concerns:
-	Property: whether encrypted air-interface traffic should always be integrity protected, and
-	Mechanism: if so, whether this property should be achieved using AEAD, combined-mode or standalone algorithms. 
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5.X	Key issue #X: Authenticated encryption
[bookmark: _Toc211866801][bookmark: _Toc214964852][bookmark: _Toc214972449][bookmark: _Toc214974745]5.X.1	Key issue details
5.X.1.1	General
The key issue is to analyze the potential use of mandatory integrity protection for encrypted data in order to utilize the security advantage of authenticated encryption schemes which introduce negligible computational overhead for the integrity protection.
5.X.1.2	Mandatory integrity protection for encrypted data
The aLTEr attack on 4G [X1] made the importance of integrity protection for UP clear even to the general public. In 5G, integrity protection was made possible. For 6G it needs to be evaluated whether integrity protection for encrypted UP ought to be mandatory rather than optional.
The main arguments for having no or optional integrity protection of encrypted UP has in the past been related to the complexity of mounting practical attacks on the air-interface, and to the reduction of overhead and latency for real-time applications. Today, the threat environment is different and technology for mounting MITM attacks on the air-interface is available to a larger extent. Furthermore, it is unclear whether, or to what extent, real-time applications would be affected by UP integrity protection. In particular, in 5G, lower-layer error correction, detection and retransmission schemes ensure that the integrity protection function operates on virtually error-free data. That is, if retransmission due to bit errors was a problem, it would already exist due to lower-layer retransmissions regardless of if integrity protection was added above.
5.X.1.3	Achieving authentication encryption using different mechanisms
Authenticated encryption as a property can be achieved by simultaneous use of integrity protection (message authentication) and encryption algorithms. In 5G, authenticated encryption is achieved in PDCP and NAS protocols by invoking different combinations of the standalone algorithms. 
AEAD algorithms provide authenticated encryption in a single invocation.
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Without the use of authenticated encryption, there are attacks possible such as the one described in the aLTEr [X1].
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To ensure 6G withstands the attacks possible against previous generations and resulting negative press such as aLTEr [X1], integrity protection for encrypted data should be considered for air-interface encrypted UP traffic to have authenticated encryption security benefits.

Potential use cases where encryption is applied but authenticated encryption is not acceptable should be identified i.e. if there is need for an encryption-only mode.
NOTE:	Solutions to this key issue are expected to provide analysis rather than call flows. 

In case there is need for encryption only mode, it should be studied how this can co-exist with combined mode algorithms (NCA-4/5/6).
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